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QUESTION ONE [30 MARKS] (a) Define the following terms.                   (i) Hacker         [2 Marks] (ii) Penetration testing         [2 Marks] (iii) Script Kiddie        [2 Marks] (iv) Cracker         [2 Marks] (v) SQL Injection        [2 Marks]  (b) Who is an ethical hacker and what is the objective of ethical hacking from the hacker’s prospective?        [4 Marks] (c) Briefly discuss the difference between ethical hacking and penetration testing [6 Marks] (d) An ethical hacker follows processes similar to those of a malicious hacker. The steps to gain and maintain entry into a computer system are similar no matter what the hacker’s intentions are. Describe the five phases that hackers generally follow in hacking a system.      [10 Marks] QUESTION TWO  [20 MARKS] (a) What is a VPN  [3 Marks] (b) There are several types of hackers. (i) Explain three types of hacker categories   [6 Marks] (ii) List and Discuss at least 4 skills of a hacker                           [8 Marks] (iii)  Define hacking tools giving at least an example of a tool used by a hackers.             [3 Marks] QUESTION THREE  [20 MARKS] a) Giving an example in each case explain the following attacks as used in ethical hacking         [12 Marks]  (i) Denial of Service (DoS) attacks.   (ii) Brute force attacks (iii) Session Hijacking  (iv) SQL Injection 



b) From the above mentioned attacks in Question Three (a), Discuss on how each can be prevented.        [4 Marks] c) What is cryptography?  [2 Marks] d) Differentiate between copyright and trademark.        [2 Marks]   e) QUESTION FOUR  [20 MARKS] (a) What is a rootkit and for what purpose is it used for?        [3 Marks] (b) Jack wants to break into Brown Co.'s computers and obtain their secret double fudge cookie recipe. Jack calls Jane, an accountant at Brown Co., pretending to be an administrator from Brown Co. Jack tells Jane that there has been a problem with some accounts and asks her to tell him her password 'just to double check our records'. Jane believes that Jack is really an administrator, and tells him her password. Jack now has a user name and password, and can access Brown Co.'s computers, to find the cookie recipe. This is an example of what kind of attack? Explain        [5 Marks] (c) List and explain 4 types of this attack.      [12 Marks]  QUESTION FIVE  [20 MARKS] (a) Security policies are a formal set of rules which is issued by an organization to ensure that the user who are authorized to access company technology and information assets comply with rules and guidelines related to the security of information. A security policy also considered to be a "living document" which means that the document is never finished, but it is continuously updated as requirements of the technology and employee changes.  Why is security policies important in an organization.                [6 Marks] (b) Briefly discuss the key elements of security policies.              [10 Marks] (c) One example of a security policy is password policy, briefly discuss at least 4 password policies. [4 Marks]  - END - 


