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Abstract
Cybercriminals exploit the weakest link in an organization's security, targeting CEOs or CFOs through

business email compromise, or CEO fraud. These attacks primarily involve social engineering, tricking
employees into committing security-compromising acts. Cybercriminals often pose as senior executives
or vendors, transferring money, publishing private data, or installing malware. The impact of these attacks
is significant, causing businesses financial setbacks, reputational damage, and legal repercussions. The
attacks can lead to CEO fraud, email account compromise, and other security-compromising acts. Despite
the importance of technology defenses, human involvement remains crucial in the success or failure of
attacks like Business Email Compromise (BEC), which exploits human weaknesses and poses a
significant threat to enterprises. The research introduces the Human Firewall Simulator, an interactive
training tool designed to enhance security awareness by allowing staff to detect and respond to (BEC)
threats. This dynamic platform allows employees to interact with real-world scenarios and engage in
active learning beyond traditional classrooms. The simulator is the methodological approach that offers
immediate feedback and guidance for correct decision-making, promoting an iterative learning process
and extending beyond conventional awareness training by addressing the need for contextualized,
customized, and adaptable approaches. Participants are tested on identifying fraudulent emails and
suspicious behaviors through scenarios resembling real-world BEC tactics. The simulator uses data
collection and analysis to study participant behaviors, identifying susceptibility patterns and progress over
time. This data-driven insight improves training modules and targeted interventions, enhancing security
awareness programs' effectiveness. A simulated assessment of email security attacks revealed a low
success level in pre-assessment due to lack of awareness and training for employees. However, post-
assessment showed a high success level, as employees turned into human firewalls took proper actions,
such as flagging and not clicking malicious links. This suggests that training and awareness programs can
significantly improve email security in organizations. The organization should update its policies to
accommodate and reinforce rules for employees to ensure that the tool is used regularly and actions taken
by users are not deemed a threat to organizational email security. In the end, the Human Firewall Simulator
fosters a vigilant culture within enterprises. Participants leave with a better understanding of threats,
stronger reaction skills, and a sense of empowerment regarding BEC attack defense. In order to reduce
the growing threats posed by BEC in the digital era, this research pioneers a unique paradigm in
cybersecurity education that embraces experiential learning, personalization, and adaptive training

approaches.
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Definitions of terms

Artificial intelligence is the computerized simulation of human processes, for example, the acquisition
of information and rules for using information, the reasoning using rules to reach rough conclusions or
final conclusions, and self-correction.

Business email compromise is among the most financially destructive online crimes. It takes advantage
of the fact that so many of us use email for both personal and professional transactions.

Corporate Email: Corporate emails are those email addresses that usually include the business name or
brand of a company or business. This is obtained thanks to the fact that the company previously obtained
the necessary internet domain to generate the different email addresses it requires.

Cybersecurity is the protection of connected systems, including hardware, software, and data, from
cyberattacks. In a computer, security includes cybersecurity and physical security, both of which are used
by companies to protect against unauthorized access to data centers and other computerized systems.
Firewall is a network security device that regulates network traffic according to established security rules.
A firewall is a device that separates a trusted internal network from an untrustworthy external network,
such as the Internet.

Fraud is a willing deception to secure an unfair or unlawful gain or to deprive a victim of a legal right.
Hackers refer to this attempt to corrupt digital devices such as computers, cell phones, tablets, and even
entire networks.

Hacker: A person with highly developed technical abilities and an in-depth understanding of computer
networks, systems, and software is referred to as a hacker.

Human firewall: refers to the users, staff, or members of an organization who follow good practices in
order to prevent attacks or data breaches by reporting any suspicious activities, i.e., by flagging or deleting
suspicious mail or ignoring them.

Machine learning is an artificial intelligence application that provides systems without explicit
programming with the ability to learn and grow naturally through experience.

Malware is any program harmful to a computer and the user. Malicious software includes computer
viruses, worms, Trojans, and spyware.

Penetration testing, also known as penetration testing or ethical hacking, consists of testing a computer
system or a web application to find vulnerabilities that an attacker could exploit.

Phishing is the fraudulent attempt to obtain information such as usernames, passwords, and credit card
details by pretending to be a trustworthy entity in a communication.

Simulator is a program or device that, like a flight simulator, generates a virtual representation of a real-

life environment for the purpose of training or experimentation.
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Social engineering refers to the psychological manipulation of people so that they perform actions or
disclose confidential information. This differs from social engineering within the sciences, which does
not contain the disclosure of confidential information.

Spammers: the use of messaging systems for unsolicited messages, in particular advertising, and then
sending messages to multiple people on the site.

Spoofing is a situation where one person impersonates another in order to gain an illegitimate advantage.
Webinar is a seminar or other presentation that takes place over the Internet, allowing participants from

different places to see and hear the presenter, ask questions, and sometimes answer surveys.
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CHAPTER ONE: INTRODUCTION

1.0 Introduction
This chapter introduces knowledge in this research area, giving a basic idea about this study area to enable the

reader to understand the need for the study.

1.1 Background of the study
The bad guys are quite inventive; they pose as organization leaders, demand documents, or ask payroll staff

to deliver money to bank accounts. Due to the penetration of business email, often known as CEO fraud, the
FBI estimates that their efforts were worth approximately $12 billion. Only layered controls and non-technical
security can effectively defend against these kinds of phishing assaults. (FBI, 2016). A significant factor in
the rise in cyberattacks is the Internet's immense development, commercial connectedness, and network, as
well as the vulnerabilities that follow from these. Over 1 billion emails sent over Gmail were examined by
Google Research, and the findings are really intriguing: Phishing assaults are 6.2 times more likely to target
corporate emails than personal ones, and rogue accounts are 4.3 times more likely, yet spam is only 0.4 times
more likely. (Sjouwerman, 2017). Which indicates that the phishing approach is now the attack's primary
focus. Attacks continue despite the defenses in place against commercial email fraud, particularly those using
social engineering (91% of all cyberattacks start with phishing). (Gatner, 2017). Some of the most frequent
and worst errors that employees make to create broken links are giving sensitive information to people without
authenticating their identity and access privileges and allowing a stranger within an organization without
authorization, which is an example of why there is a need for a human firewall. Sensitive information with a
monetary value can be found in corporate inboxes. Phishing targets businesses engaged in banking and
entertainment the most. Attackers appear to target organizations based on their size, kind, and activities.
(Akamai, 2017). Building a human firewall may sound very similar to team-building and motivational
activities that help employees understand how important they are to the success of the company. You are
essential to business security! (Proteck, 2017). With phishing attacks, companies cannot deploy security
technology quickly enough for remote cybercriminals, which is why the ultimate protection is a combination
of security technology and a human (Comtech, 2017). While computer security technology tries to spam and
block most emails, cybercriminals use social engineering to target unsuspecting recipients. Criminals send
spoofed emails with links that use existing business or person names to extract sensitive information, such as
computer login details or personal information. These emails containing malicious links often bypass the usual
security measures and are therefore difficult to block. Combining the human firewall with the already existing
strategies is a more balanced and proactive approach to preventing BEC fraud, and if companies fail to adopt
this strategy, then cyber criminals have already won. Despite very strict data compliance standards,
tremendous technological innovation, and increased corporate investment, data breaches are escalating
(Sadler, 2021). Previously, security solutions focused on the machine layer of an organization: network points

and devices, which primarily provided blunt protection. The most popular security tools in recent days have



focused on perimeter protection by managing terminals and fixing vulnerabilities in the system. But

cybercriminals no longer target infrastructure, but humans.

It is the distracted user who clicks on an email attachment or the impatient customer who fills out information
in a pixel-perfect phishing page that is vulnerable. It is becoming increasingly evident that regulators and users
need to be at the center of strategy when building an approach to cybersecurity in the age of highly
sophisticated attacks. (Mark Guntrip, 2020).

Phishing emails contain more contextual information to increase the chances that a recipient will be victimized
(Jason, 2012). For example, attackers can include information important to the personal or business interests
of the recipient in order to increase the chances of the recipient responding. Such attacks are more and more
deployed by criminals who aim to commit financial crimes against specific targets, corporate spies who steal
intellectual property and sensitive information, and hacktivists who aim to draw attention to their cause.
(APWG, 2014). This solution goes beyond IT; it requires the cultivation of a fresh mindset among employees
around cybersecurity, motivated by more than facts and fear, by continually raising awareness and instilling
secure actions and decisions at the forefront of the company culture. There are three key elements for building
an effective human firewall: making people care about cybersecurity, building awareness and knowledge, and
measuring and monitoring (Schablik et al, 2017). A human firewall involves educating individuals within an
organization on how to handle their emails, that is, when to click on a link or open an attachment and when to
remove it. Education should involve all levels of the organization, not just treat safety training as a compliance-
based "checkbox" (Orlando, 2018). There is a lot of debate about the value of safety training. We train users
not to click links in unexpected emails, but they do so even after hours of training and publicizing the risks.
Spear phishing in particular is a risk that is difficult to explain for many end users due to the nature of well-
designed emails and social engineering. Educating users is normally a one-time effort or is rarely directly
related to the experience of users in their inbox, thus minimizing human error and preempting human nature
(Marcos, 2014). Hackers and spammers exploit human nature through social engineering to gain their trust,
for example, by manipulating users to click malicious links in e-mails that appear to be from legitimate ones.
Phishing is another attack method that tricks the user into clicking the link. Since some staff may invariably
click unsafe links, an important extra layer to protect users who accidentally or by choice do not follow the
training and guidance is required. So, when you can get a firewall to protect your network and endpoint
detection and response to protect your devices, how do you then protect your organization from such staff?
The security of the human layer is the ultimate requirement. meaning there is a lack of inclusivity of behavioral
approaches into the already existing security mechanisms. This is why a combination of human firewalls and
others, including sophisticated mail gateways, is the best defense to deal with these threats. (Nabila, 2019)
The background study for the development of a human firewall simulator to enhance security awareness
against business email compromise (BEC) attacks focuses on the evolving threat landscape of BEC attacks,
the limitations of traditional security awareness training, and the potential benefits of experiential learning and

simulation-based training methods. BEC attacks represent a formidable and rapidly growing threat to
2



organizations on a global scale, causing significant financial losses and reputational damage and exploiting
human vulnerabilities within organizations. These attacks are characterized by their adept use of social
engineering tactics, where cybercriminals manipulate human psychology and organizational dynamics to
achieve their malicious goals. The BEC threat landscape highlights the severity and complexity of the threat
landscape, including financial impact and reputational damage, social engineering techniques, manipulation
of employees, unauthorized actions and information disclosure, impersonation of high-ranking executives, and
exploitation of relationships with trusted vendors or partners. Detection challenges are also significant, as BEC
attacks are crafted to evade traditional security measures. Human vulnerabilities in cybersecurity are
increasingly recognized as a critical factor in the cybersecurity landscape. Cyber attackers skillfully exploit
psychological biases and cognitive weaknesses inherent in human behavior to achieve their malicious
objectives. These vulnerabilities include exploiting psychological biases, cognitive weaknesses, phishing and
social engineering tactics, human error and lack of awareness, insider threats, and the complexity of cyber
threats. (Datta, 2021) Addressing human vulnerabilities requires a multifaceted approach, including
comprehensive cybersecurity education and training, to equip employees with the knowledge and skills to
recognize and respond effectively to various cyber threats. In conclusion, the role of human vulnerabilities in
cybersecurity cannot be underestimated. As attackers capitalize on psychological biases, cognitive
weaknesses, and the potential for human error, organizations must recognize the importance of education,
training, and fostering a culture of cybersecurity awareness among their employees. By understanding these
vulnerabilities, organizations can implement strategies to mitigate risks and strengthen their overall security

posture. (Acquaye, 2020)
1.2 Statement of the Problem

Organizations face a growing and complex threat from business email compromise in today's interconnected
digital landscape (BEC). BEC attacks prey on human weaknesses, employing social engineering strategies to
trick staff into disclosing private information, sending money, or carrying out malicious deeds. BEC persists
as a problem despite advances in cybersecurity because of its unpredictable strategies and the frequently
unintentional participation of employees.

Conventional security awareness training is necessary, but it frequently falls short of enabling staff to
recognize and effectively counter the constantly changing BEC attack landscape. The development of the
critical skills necessary to recognize increasingly complex phishing attempts and fraudulent activities is
hampered by static presentations, theoretical content, and a lack of immersive experiences. To protect their
sensitive data, financial assets, and reputations, organizations must close this critical gap in their security
strategies.

Additionally, many awareness campaigns are generic in design and do not take into account the variety of
organizations, industries, and attack methods that BEC attackers use. It becomes difficult for employees to
apply theoretical information to real-world situations due to a lack of customization and context-specific

training.



A transformative solution is needed to enhance security awareness against BEC attacks. The research problem
addressed by this study is the growing cyberattacks targeting businesses through corporate email and social
engineering methods that result in massive financial losses for companies worldwide. Employees are the most
vulnerable line of defense and should be part of the messaging system in case attackers pass technical filters.
This is the reason why there is a need for organizations to create a "human firewall" as soon as possible because
hackers are getting away with millions of shillings (Sjouwerman, 2017). By designing, developing, and
evaluating a Human Firewall Simulator using experiential learning, customization, and data-driven insights.
Employees are empowered to become effective defenders against BEC attacks, addressing the shortcomings

of traditional security awareness training and mitigating risks in the digital age.

1.3 Research Gap

The gap that exists in email security is the lack of inclusivity of behavioral approaches (solutions to social
engineering attacks) into the already existing security mechanisms to enhance email security design.

1.4 Main objective
The main objective of this study was to develop a human firewall simulator for enhancing security awareness

as the last line of defense in email communication against business email compromise fraud.

1.5 Specific objectives
In order to achieve the main objective of this research study, the following specific objectives were

considered:

i.  To identify various social engineering techniques used to compromise corporate email
ii.  Toinvestigate the current solutions for email security in an organization.
iii.  To develop human firewall simulator for enhancing security against business email compromise.

iv.  To test the developed human firewall simulator.

1.6 Research questions

i.  What are the social engineering techniques used to compromise victims in a corporate email?
ii.  What are the current email security solutions applicable in an organization?
iii.  How can a human firewall simulator be developed?

iv.  How can the developed human firewall simulator be tested?

1.7 Significance of the study

The study aims to develop and implement a Human Firewall Simulator to enhance security awareness against

Business Email Compromise (BEC) threats. The approach focuses on tackling a persistent threat, incorporating



active learning and experiential training, closing the gap between theory and practice, providing a safe
environment for participants to practice identifying and responding to BEC threats, and providing data-driven
insights. This approach contributes to building a stronger human firewall, enhancing organizational security
posture, and introducing an innovative cybersecurity education approach. By empowering employees to
identify and thwart BEC attempts, organizations can potentially avoid substantial financial losses and
reputational damage. The study's significance lies in its potential to revolutionize the way organizations
educate their workforce about BEC threats and equip them with a powerful strategy to counter the ongoing

and evolving challenge of BEC.

1.8 Scope of the Study

In order to improve security awareness against business email compromise (BEC), this study focuses on the
design, development, implementation, and evaluation of a human firewall simulator. The study is restricted to
the simulator's design, development, and testing in safe situations. It does not cover the whole range of
cybersecurity solutions. The objective is to advance our understanding of effective security awareness training

and its role in reducing the dangers brought on by BEC assaults.

1.9 Limitation

Human firewall simulators can be valuable tools for enhancing corporate email security, but they have several
limitations. These include simplified scenario simulation, a lack of emotional engagement, limited contextual
information, a lack of real-time feedback, individual skill variation, and a lack of behavioral change
measurement. Simulated training scenarios may not accurately reflect the complexity and diversity of real-
world attacks, making employees less prepared to detect and respond to sophisticated or novel threats.
Additionally, simulators may not provide real-time guidance during actual attacks, making it harder for
employees to recognize subtle signs of phishing or fraud. Additionally, individual skill variations may not be
adequately addressed by simulators, as they typically provide a standardized training experience for all
participants. Finally, lack of behavioral change measurement can make it challenging to evaluate the
effectiveness of training programs. To overcome these limitations, organizations should consider
complementing human firewall simulators with other training methods, such as ongoing education, interactive
workshops, and real-world case studies. Regular assessments and continuous monitoring can help identify

areas for improvement and provide targeted training interventions.

1.10 Contribution to the theory and practice
The concept of a "human firewall simulator" for enhancing security awareness against business email

compromise (BEC) involves creating a simulated environment where individuals can learn and practice
recognizing and responding to potential BEC attacks. This approach has both theoretical and practical

contributions to make to the field of cybersecurity.



Human Firewall Simulator contributes to the theoretical understanding of human behavior in cybersecurity
and offers practical benefits by enhancing security awareness, improving incident response, and mitigating the
risk of BEC attacks. (Macris, 2011).

1.10.1 Contributions to Theory

Behavioral Understanding: The simulator contributes to our understanding of human behavior in the context
of cybersecurity. By simulating real-world BEC scenarios, researchers can observe and analyze how
individuals react to different types of attacks. This knowledge can help refine existing theories and models
related to cybersecurity behavior.

Learning and Decision-Making Processes: The simulator allows researchers to study the learning and decision-
making processes involved in recognizing and responding to BEC attacks. By analyzing participants' actions
and choices during the simulation, researchers can gain insights into the cognitive processes underlying
effective cybersecurity practices.

Human Factors in Cybersecurity: The simulator sheds light on the role of human factors in cybersecurity. It
can help identify vulnerabilities, biases, and cognitive limitations that make individuals susceptible to BEC
attacks. This understanding can inform the development of more effective training programs and security

measures.
1.10.2 Contributions to Practice

Security Awareness Training: The Human Firewall Simulator provides a practical tool for organizations to
train their employees in recognizing and mitigating BEC attacks. It offers a safe environment to learn and
practice responding to simulated attacks, helping employees develop a heightened sense of security awareness.
Phishing and Social Engineering Defense: BEC attacks often involve phishing and social engineering
techniques. The simulator enables individuals to experience realistic phishing attempts and social engineering
tactics, helping them build the skills to identify and resist such attacks in real-world situations.

Incident Response Preparation: By exposing participants to various BEC attack scenarios, the simulator helps
organizations prepare their incident response teams. It allows them to practice detecting and mitigating attacks,
improving their readiness to respond effectively when a real BEC incident occurs.

Risk Mitigation and Prevention: The simulator assists organizations in reducing the risk of successful BEC
attacks by fostering a security-conscious culture. By training employees to be vigilant and proactive,

organizations can strengthen their defenses and prevent financial losses associated with BEC incidents.
1.11. Summary of the Background of the Study

Businesses are at risk from the threat of business email compromise (BEC), as attackers pretend to be respected
staff in order to trick workers into doing activities that jeopardize security. A staff that is aware of security
issues and has strong technical defenses is required to meet this challenge. Human error continues to be a

major contributor to successful BEC attacks, underscoring the necessity of fostering an environment where
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employees are more security-conscious. As a proactive measure to strengthen an organization's security
posture, the idea of a "human firewall" develops. To improve employees' security awareness and their capacity
to recognize possible BEC threats, the Human Firewall Simulator was created. Employees can obtain practical
experience in identifying and reacting to phishing, social engineering, and other forms of cybercrime by
recreating real-world BEC incidents in a controlled setting. imitation-based actions. The simulator offers a
secure environment where workers can make mistakes and learn from them without endangering the firm. The
Human Firewall Simulator's key features include interactive learning modules, decision-based learning,
phishing simulation, progress tracking and reporting, customization, and ongoing learning. Realistic scenarios
based on previous attacks are another highlight. Organizations can considerably lessen their susceptibility to
BEC attacks by equipping workers with the information and abilities to recognize and thwart efforts. The
Human Firewall Simulator is ready to adjust as technology and strategies change, ensuring that employees

continue to be the first line of defense against BEC and other social engineering threats.



CHAPTER TWO: LITERATURE REVIEW

2.0 Introduction
This chapter focuses on similar work done by other researchers in the past and in the literature. It gives an
overview of the research area, allowing the researcher to identify gaps that form the basis of this research.

2.1 Business Email Compromise
Despite the email security practices many organizations have implemented, hackers still manage to get into

corporate email, mostly through social engineering attacks.

Fraud by compromise of business emails consists of checking or impersonating the account of a trusted user
targeting companies involved in international transfers for the purpose of hijacking payments to an account

controlled by the attacker (Berninger, 2018).

These attacks, mostly based on phishing and social engineering, attract cybercriminals because of their relative
simplicity. In most cases, BEC fraud involves little or no technical knowledge, malware, or special tools because
it is mostly mitigated through social engineering attacks. CEO frauds would likely continue to evolve as the
FBI warns that the fraud has cost about $3.1 billion to businesses and corporations (Hernedy, 2016). For this
reason, money is becoming the biggest motivation for the attackers to continue exploiting BEC attacks.

2.1.1 Steps for mitigating Business Email Compromise (BEC)
Step 1: Identifying the business targeted for the attack.

Step 2: Exploring the attack by utilizing engineering tactics to exploit the corporate users through luring and

convincing the target of the legitimacy of the transaction.
Step 3: Exchanging the wrong bank account details with the unsuspecting victim.

Step 4: Executing a financial transfer to the dubious account controlled by attackers The more employees an
organization hires; the more exposure it gets to digital attackers. This is because it takes only one employee to

click on this scam email and let the sensitive data be exposed to the hackers.

A big example is the Anthem Breach, which affected about 80 million people, and when we look at Target,
this organization faced a tremendous financial loss of $162 million (Marianne et al, 2017). This mournful
event also happened when a vendor received a phishing email exposing the personal information of an
employee to the hacker. While technology also proves to be fruitful to some extent, employees are always the
first line of defense. It is the employees who take care of all the machinery and equipment and keep it updated
and maintained. Thus, if one wants to improve the security conditions of an organization, the training of
employees should be a high priority. Phishing can be a risk that quickly grows in the cyber world and costs
web clients billions of dollars each year. It is an illegal movement that employs a group of social innovators

to bring together sensitive data from the web. The recognizable evidence of phishing strategies can be found
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in different communication strategies like email, instant messages, pop-up messages, or at the web page level.
During the period, a number of articles were distributed with procedures and strategies, but it took a long time
to distinguish all of them and provide a full understanding. This research presents a hypothetical proof from
the IRC (International Rescue Committee) for this risk in an orderly fashion. While it is commonly believed
that the phishing attack is to create indistinguishable messages or sites to deceive the web client, this

assumption was not used to assess this risk.

2.2 Social Engineering Challenges
It is not only the network configuration but also the well-meaning employees that could be the gateway for

hackers (Winder, 2018). Social engineering scams are on the rise and hard to spot, with cybercriminals
targeting specific services and users with tailored communications to give the impression they come from a
senior manager, a supplier, or a candidate for a job. Social engineering malicious attacks are on the increase
and go well beyond just targeting the financial sector. While some organizations are developing employee
awareness coaching, requesting penetration tests, or using one of the two, these preventative measures have

limitations. “Is security focused on the wrong problem?" (Johnson, 2014).

The problem of social engineering has evolved in recent times at an incredible rate. Until the end of the last
century, social engineering was an advanced but ordinary means of attacking dedicated systems, and is it today
a methodology common in cybercrime and cyberterrorism? The level of complexity of the attacks, taking
advantage of humans, is incredibly high, and often the human layer is the catalyst for subsequent technological
attacks (Frumento, 2018).

Phishing emails mainly use social engineering to get the target to respond to decoy messages. (Samani, 2015),
but little research has been done on the impact of social engineering. The term "social engineering” refers to
the psychological manipulation of people in order to get them to reveal information or commit undesired
actions. (Mitnick et al, 2002). Cialdini focuses on three principles: social proof, scarcity, and authority.
According to Cialdini, many people tend to comply with requests once they see that others already have them.
Emails showing that they have previously been accepted by others are likely to be more persuasive in a
phishing environment. Rarity is founded on the premise that most people have just a few unique or limited
items. (Cialdini, 2007) As a result, emails claiming that an offer is only accessible for a short time are more
likely to impact individuals. People would swiftly comply with a request that appeared to come from a
respected authority figure, according to the concept of authority. As a result, an email from the organization's
CEO should be more effective than a request from lower-level management. According to a recent study of
phishing emails sent between 2013 and December 2013, authority was the most commonly utilized social
engineering approach, followed by scarcity, notably in emails asking for account information.

Social engineering techniques are manipulative tactics used by malicious actors to deceive and exploit

individuals, often for the purpose of gaining unauthorized access to sensitive information, systems, or



resources. These techniques rely on exploiting human psychology and behavior rather than technical

vulnerabilities.

2.2.1 Common social engineering techniques include

1. Phishing: Sending fraudulent emails or messages that appear to be from a legitimate source, enticing
recipients to click on malicious links, provide sensitive information, or download malware.

2. Spear Phishing: A targeted form of phishing where attackers tailor their messages to specific individuals
or organizations, making them appear more convincing and personalized.

3. Pretexting: Creating a fabricated scenario or pretext to trick individuals into revealing sensitive information
or performing certain actions.

4. Baiting: Placing infected physical or digital media (e.g., infected USB drives or fake software downloads)
in public areas, hoping individuals will take the bait and unknowingly introduce malware into their systems.
5. Quid Pro Quo: Offering something of value (e.g., free software, support) in exchange for sensitive
information, login credentials, or access to a system.

6. Tailgating/Piggybacking: Gaining unauthorized physical access to a restricted area by following an
authorized person through access points.

7. Impersonation: Pretending to be someone else, such as a trusted colleague, IT personnel, or customer
support representative, to trick individuals into providing information or access.

8. Watering Hole Attacks: Targeting websites frequently visited by a specific group or organization to infect
their systems with malware.

9. Reverse Social Engineering: Convincing individuals that the attacker needs their help or expertise to gain
access to sensitive information or systems.

10. Pharming: Redirecting website traffic to fraudulent websites by tampering with DNS settings or using
malware.

11. Tailored Malicious Content: Using information from social media or other sources to create personalized
and convincing messages to deceive targets.

12. Elicitation: Extracting sensitive information through casual conversations or seemingly innocent
questions.

Social engineering attacks can be highly effective because they exploit human trust, curiosity, fear, and
willingness to help. To defend against social engineering, individuals and organizations should prioritize
cybersecurity awareness training, implement strong access controls, and remain vigilant against suspicious

communications or requests.
2.3 Techniques in Phishing

Phishing is a rapidly growing threat in the cyber world, causing billions of dollars in damage yearly to Internet

users (Shaikh, Shabut, & Hossain, 2016). It's an illegal movement that uses a bunch of social and technological
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innovations to collect sensitive data online. The recognizable proof of phishing strategies can be found in
different communication strategies, such as mail, instant messages, and contextual or web page-level
messages. There have been a number of inquiries about items distributed with various procedures, but they
have failed to identify all the dangers to the arrangement. The Research Simulator attempts to assess this crime,
examine research perspectives and approaches, and also investigate gaps, thereby attempting to generate
phishing attention to stimulate thinking and feedback. actions to improve cybersecurity and gain the trust of

business users.
2.3.1 Insights from a targeted phishing

Using highly targeted emails, many leaders fell prey to social engineering attacks known as "spear phishing."”
Social engineers trick victims into performing unintentional acts by posing as actors. User training with results
indicating an individual could increase training effectiveness, hence the potential that organizational training
can lead to increased overall spear phishing, even for those who are not directly trained. Despite these
promising results, the sensitivity of individuals to highly targeted spear phishing remains a concern for

practitioners and researchers. (Shaikh, Shabut, & Hossain, 2016)
2.3.2 What is the prevalence of social engineering as a cyberattack?

According to the newest statistics on the threat environment provided by the European Union Agency for
Cybersecurity, social media is now the most widely used attack vector. In order to begin or execute an attack,

threat actors prefer to attack humans first rather than security networks and systems.

Indeed, as technology advances and security measures become more difficult to breach, human psychology
has stayed constant throughout the millennia, making it easier to attack. Because the stimulus-response effect
in human vulnerabilities is constant, these flaws are always successful. Employees are frequently undertrained
in social attacks, making it difficult for them to recognize and respond to them. Provoke a vulnerability in the
organization that can be exploited (ENISA, 2021).

2.4 How Hackers Steal Email address and Passwords
Hackers frequently steal passwords using various techniques and, more generally, phishing, where they send

an official-looking email that later directs the recipient to a fake website.

Once the victim enters a name and a password on the fake site, the hacker recovers the password. The following

are the various techniques used in harvesting user names and passwords:

2.4.1 Phishing Attacks

Tab Nabbing: In this technique, a computer hacker sends an official-looking email that directs a victim to a
website or fake form. The victim enters a password on the site, which the hacker can then access
(Tschabitscher, 2018). A hacker sends an email to someone, indicating the recipient's email password is weak

and needs to be replaced. The email would then direct the victim to a fraudulent page that may look exactly
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like the one they are mimicking. When the user clicks on the link and arrives on the page, he enters his e-mail
address and his password, probably never suspecting that something is wrong. When entering data into the
form, the hacker gets both the email address and the password.

A hacker would then log in as a legitimate user and use it to commit fraud.

2.4.1.1 Key Logger Attacks:
This happens when you receive this questionable email, "click on it,” then click on a very nice attachment

without suspicion, and a JavaScript code is injected into the browser. Every word typed, together with the

usernames and passwords, is recorded and given to the hacker without your knowledge ( (LeClaire, 2006).

2.4.2 Mass Theft

Over 60% of users share their username and password across all of their accounts (Paganini, 2013). Hackers
utilize software to collect usernames and passwords from tens of thousands of websites until one is found.
After that, they have access to people's accounts and data. If you use the same username and password for all
of your accounts, you're exposing yourself to a huge risk.

However, it is nearly impossible to remember all of the complex passwords, so some individuals simply write
them down, which defeats the purpose. Others simply use the same password for all of their accounts.

2.4.3 Wi-Fi Traffic Monitoring Attacks

This is where a simple application, downloaded free of charge from the Internet, monitors all traffic on a public
Wi-Fi network. Once the username and password have been entered, the software notifies them and the hacker
intercepts information.

The username and password have been hacked.

2.4.4 Brute Force Attacks

Most passwords are straightforward and should be guessed after a number of tries."123456" is still the most
common password on the planet. (Smith, 2015). Forgetting the password that we used on an account and trying
all the passwords we have used in the last years is a common experience. Hackers use tools that can crack
passwords by simply entering multiple passwords repeatedly until they are decrypted; these tools can easily
be downloaded for free. (Nguyen, 2015)

2.4.5 Network sniffing attacks

This attack involves sniffing passwords on the network especially where https is not enforced. This method
also gives out configuration details for example services running, versions, Ip addresses, which would aid

phishing attacks.
2.5 Examples of Email attacks mitigated through BEC scams

The examples below indicate the various ways the attackers, under the pretext that they are the CEOs, lure the

finance officers into wiring funds to dubious accounts.
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Figures 2.1, 2.2, and 2.3 below indicate the various ways the attackers, on the pretext that they are the CEOs,
lure the finance officers into wiring funds to dubious accounts. This is a well-organized fraud trend that

attackers use with the help of corporate emails to appear like it’s coming from a legitimate source.

From: John Doe <jdoe@companydomain.us>
Date: July 30, 2015 at 10:27 AM EDT

To: Jane Smith jsmith@companydomain.com
Jane,

Process a wire of $98,500 USD to the attached wiring instructions. This should be coded to Admin
Expenses. Let me know when it is completed.

Thanks,

John Doe
CEO, Company Domain

Figure 2.1: BEC scam example 1 (Sabi, 2019)

E Fig9 - Google Chrome
8 https://npercoco.typepad.com/.a/6a0133f264aa62970b022ad3aeb2bf200b-popup

a Faster payment & mar. - Mozilla Thunderbird - O x
Eile Edt View Go Message Tooks Help
“ |:|Char a.ﬂddre;: Book . =
rom Richard Evans <revans@legitcompany.co.uk> €y % Reply % Reply All v -~ Forward  More v
Faster payment 6 mar.

to Richard Evans <revans@legitcompany.com-c.eu» fr

susan@legitcompany.co.uk £
Hi Sue
I need you to settle up a £8,963.88 faster payment in favour of the new contractor.
Sort code: 72-6
Acc. number: 1@

Beneficiary: Gr

T will send the docs as soon as i'1l be at pc.
Leave a reply once completed or if you get any problem while setting it up.
Regards

Richard Evans

Sent from my iPhone.

Figure 2.2: BEC scam example 2 (Abbasi, 2018)
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@ New = [_;I ne —_lﬂ >< il - ‘—IJ R'l.'Tl‘r' Fan.'-'nrd
> Request from CEO
Subject: Immediate Wire Transfer

To: Chief Financial Officer

@ High Importance

Please process a wire transfer payment in the
amount of $250,000 and code to “admin expenses”
by COB today. Wiring instructions below...

Figure 2.3: BEC scam example 3 (Cloudmark, 2016)

Example 4: Communication from XYZ University

The webmaster of XYZ University warned staff of fake emails in the cooperation email. This is a measure that
cannot fully ensure that the employees follow the security procedures. Sucess cannot be measured in this kind
of attempt.. See Appendix 1
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2.5.1 A thread discussing a real CEO fraud attack

The conversation reproduced below (see Figure 2.4) actually occurred in 2017 between a CEO scammer
and the victim successfully scammed, although the names and credentials have been changed (Kaplan,
2018).

Email Thread of an Actual CEQ Fraud Attack

From: John Smith

Sent: Monday, 13 MNovember 2017 11:27 AM
To: Susan Brown

Subject: Urgent Attention]

Are yvou available to handle an international pament this morning?
Hawve one pending; let me know when to send banlk: details.

Eegards
John Smith
Sent from my iPhone

On Mon, Wowv 13, 2017 at 1:33 P,
Susan Brown wrote:

Hi John,
Sorry was cavght up with a project - I'm here now - can I stll help?

Suzan Brown
Director

On Mon, Nov 13, 2017 at 4:20 PML
John Smith wrote:

Can vou st1ll handle this nght now? was very busy earlier.
Regards

John Smith
Sent from my iPhone
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Omn Mon, Now 13, 2017 at 5:48 PA,
John Snath wrote:

Yeas it zeam to be 2 very busv day. The amount 1= for 330,120 1 am gueszing it 1= very late already for
the transfer or can vou shill zet it done today”?

Eegards
John Smith
Sent from my 1Phone

Om Mon, Nov 13, 2017 at 6:50 AL,

Susan Brown wrote:

Hi John

I= ot zet up ready to go in PC bankmzT [ can't see it thers to authonze wnder ntermational?
Cheerz,

Suzzan Browm

Omn Mon, Now 13, 2017 at 5:56 PM,
Tohn Smuth wrote:

Oh ok, pleaze find 2 way around i, myy dav 1= really tied. Can ) send vou the bank details today stall?
Can the payment still zo out?

Eegards
John Smith

Om Mo, Nov 13, 2017 at 6:58 ANL

Susan Brown wrote:

Hi John,

I can do my best but will do ot fom home tomght az have to leave the office now. Think they still go to
£ pm or so.

Send me all the details and I'll trv but wsnally hary sets them up and we just ggihonze them, Wil see
what I can do - 1it's mo trouble az [ know [ can ask Mary from her home 1f neceszary.

Leaave 1t with us.

Ezgards
Busan Browm
Director

Cmn Mon, Now 13, 2017 at 7:02 AN
Tohn Smuth wrote:
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Ok then. Thanks

NAME: Acme

SORT CODE: 12341234

ACCOUNT: 123412341234IBAN: ABCD123412341234123412341234
SWIFT ABC:ABCDI1234BANK: SOME BANK

ADDRESS: 3 Somewhere Place

Send me payment slip once it is completed.

Regards
John Smith
Sent from my iPhone

On Mon, Nov 13, 2017 at 7:14 AM,
John Smith wrote:

Please use this IBAN number for the account.
IBAN: ABCD12341234123412341234123412341
Ensure to send me the ship once its done. Thanks
N.B: confirm receipt of the new IBAN number.

Regards
John Smith

=%

Figure 2.4: Email thread of an Actual CEO Fraud Attack (Kaplan, 2018)

2.6 Actions to effectively defend against social engineering attacks
According to Christina Lekati (2020), a psychologist and social engineer, organizations can take advantage of
a variety of safeguards and technical controls, such as establishing multi-factor authentication or enforcing

least privilege policies. Below are some examples of human factor measures to boost security.:

2.6.1 Social engineering awareness training for employees:

Ignorance is the most exploited factor in social engineering. A person who is unaware of social engineers'
techniques and procedures is powerless to combat them. Employees must comprehend not only what to do but
why they should do it. They must recognize that security is a shared responsibility and that successful
cyberattacks can result in a slew of problems for both themselves and their organizations. However, not all

training methods are successful.

It's great to use a strategy that engages employees and is adapted to the needs and surroundings of the company

they work for.

2.6.2 Simulations of social engineering attacks:
Employees' talents can be put to the test once they've learned to identify with and respond to social engineering

attacks. To see how far a possible stranger could access the premises of a business, phishing email simulations,
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phone attack simulations, or person simulations may be required. These simulations assist employees in

consolidating their training information and being vigilant.

2.6.3 Conduct an Open-Source Intelligence analysis on the organization:

Companies are frequently unaware of the amount of information about their company that is available on the
Internet, the risk that it poses, or the sources that have made it possible. To aid their attacks, social engineers
mainly rely on open-source information. Open-source intelligence collection tools aid enterprises in
proactively addressing this issue and reducing the risk of vertical attacks and information vulnerabilities.
According to Christina Lekati (2020), this analysis is a valuable tool for identifying and addressing specific
training requirements. It may be necessary to publish certain potentially dangerous material on the internet.
Employees can be trained on how to deal with problems and information that can be used against them, but
staying online still exposes them.

2.7 Human Firewall

This involves the involvement of a group of employees who have been trained in the best procedures for
detecting and reporting suspicious behavior. The stronger the firewall becomes as more employees commit to
being a part of it, the more important this extra layer of human protection becomes. Many violations are due
to employee errors. Therefore, a vigilant human firewall can prevent the potential dangers of software errors

from occurring.

Although many email filters have been automated through malware scan signatures and blacklists of pattern

match domains, most of these controls are known threats.

90% of attacks are preventable because they exploit known vulnerabilities or variations of them (Porter, 2016).
While these automated technological defenses are perfect, a percentage still succeeds in specifically traversing
threats that have not yet been recognized and for which defenses have been implemented.

If there are some gaps in the firewalls, some of the known vulnerabilities passes on to the users of the

organization. This is where the human firewall adds value (Getthreatready, 2017).

Although it may seem far off, the answer to email fraud rests in enlisting the help of employees to create an
army of cyber defenders. These are the same people that previously installed shadow IT on the premises,

jeopardizing the company's security.

We've seen technology and the "human firewall" work together to safeguard previously susceptible enterprises
(Mimecast, 2015).

In building a human firewall for email security, it is important to consider other important security aspects as
well. Many organizations face continuous threats from phishing attacks, insider threats, and many other forms
of threats. It is obvious that no organization can afford sufficient cybersecurity to mitigate and intercept every

risk. The security policy must start with building a culture in which every employee is responsible for the
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information. A culture that inspires employees with situational awareness training to identify and respond to
incoming threats This research explores ways to go beyond day-to-day security to create a culture of security.
(Amy McLaughlin, 2019).

2.7.1 Defensive First Line

The sensitive data that has to be protected is at the heart of a cybersecurity architecture. The first line of defense
should be cyber security technology, but it is not a guarantee of security. Few dangers truly are a breakthrough
if a company has deployed the correct ones as targeted protection against risks. This is significant since the
"human firewall" is the next line of defense for employees. Employees don’t feel threatened if the technology

works, and they are less likely to be victims if just a few people break into the infrastructure.

2.7.2 Employees Motivation and Ability

What happens if a threat gets past the "human firewall"? Can staff be able to spot it and respond appropriately?
The answer is contingent on the quality of their education.

An example from a cell phone illustrates how to teach employees: there are two reasons why someone wouldn't
answer: either they didn't have the capacity to do so or they weren't motivated. In the context of cybersecurity
training, "ability" refers to employees' ability to perceive and respond to risks, whereas "motivation" refers to
their understanding of the repercussions of any action they take, whether positive or negative. The best training

stresses both and does it in easy-to-understand terminology.

2.7.3. Link the Desired Behaviors to Necessary Knowledge
The next stage is to teach staff the new required behavior while using corporate messaging after they are aware

of the hazards. Employees require someone to help them recognize their present risky behaviors in order to
get there. Clicking on malicious attachment URLSs is one example. Alternatives can be determined once these
habits have been identified. Rather than clicking on a dangerous link, they identify the link or attachment as
such and report it to IT. It is possible to determine exactly the knowledge that employees require regarding

email-based hazards by working backwards from this point.
2.8 Theory Supporting Human Firewall Creation

2.8.1 Social Cognitive Theory (SCT)

SCT places a high value on social impact and external and internal social enhancement. This theory describes
the unique ways individuals acquire and maintain behaviors, taking into account the social environment in
which they operate. This theory takes into account a person's past experiences to determine whether an action
is likely to occur. These past experiences influence reinforcement, expectations, and anticipatory attitudes, all
of which determine whether and why a person engages in a particular behavior (LaMorte, 2019).

The goal is to describe how humans regulate their behavior through control and reinforcement to achieve
sustainable, goal-directed behavior over time. The theory is based on five frameworks.

1. Mutual determinism: refers to the dynamic and interactive interaction of people (individuals with a set of
learning experiences), environment (external social context), and behavior (responses to stimuli to achieve

goals).
19



2. Behavioral competence refers to a person's actual ability to perform actions through basic knowledge and
skills. In order to act successfully, one must know what to do and how to do it. People learn from the
consequences of their actions, which also affect the environment in which they live.

3. Observational Learning: This asserts that people can witness and observe the actions of others and reproduce
those actions. This is often indicated by behavioral "modeling.” A person who sees a successful demonstration
of an action can also successfully complete the action.

4. Reinforcement: refers to an internal or external reaction to an individual's behavior that influences their
likelihood of continuing or stopping the behavior.

5. Expectation refers to the expected outcome of a person's actions; people expect their results.
2.9 Human Security Layer

The Human Security Layer automatically detects and prevents threats, including patterns and behaviors in
human communication, creating a distinct security identity for each employee over time by increasing their

security reflexes. (Tim, 2021)
2.9.1 Need for Human Security Layer

Employees now have power over both your systems and your data, according to Tim Salder. People, on the
other hand, make mistakes, break rules, and can be duped (Sadler, 2021). Human error is responsible for 88
percent of data breaches, according to AlG, which states that "human error continues to be a substantial
contributor to cyber claims™ (Sadler, 2021). With just a few clicks, staff can transfer millions of dollars to a
bank account and share medical details in an Excel file over email.

Instead of expecting people to do the right thing 100 percent of the time, we believe it is preferable to prevent
errors from occurring in the first place by recognizing and preventing them. Human error is responsible for 88
percent of data breaches, according to AIG, which states that "human errors and behavior continue to be a

primary driver of cyber claims" (Sadler, 2021).
2.9.2 People always break the rules

People in every company can break the rules, whether on purpose or by accident. These guidelines might apply
to anything from passwords to how sensitive information is maintained. But what about the rules governing
data exfiltration? Employees are frequently blissfully unaware. They are unaware of their own policies as well
as the policies of bad data management. As a result, people are not hesitant to e-mail company information to
their personal email account, for example, to print at home. However, not all employees are well-intentioned,
as evidenced by the sale of 68,000 client files to crooks by an employee of a defense cybersecurity firm before
the end of 2019. This isn't a one-time occurrence. According to one study, 45 percent of employees say they
took work-related documents with them after they were laid off, while more than half of UK employees
acknowledged stealing from their employers. For less than £1,000, a fifth of those surveyed would be willing

to do so (CISOMAG, 2019). At work, mistakes are unavoidable, ranging from a small typo to a malfunctioning
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firewall, and these errors are caused by human error. In fact, 43% of employees say they've made a mistake at
work that has harmed their cybersecurity. Regrettably, the repercussions of these errors can be severe. (Sadler,
2021)

If an employee sends a misdirected email, fines may be imposed, confidence may be lost, and the company's
reputation may suffer long-term damage. Employees face more than shame and concern as a result of these

misdirected emails; they also risk losing their jobs.
2.9.3 People can be tricked

Corporate emails are utilized as a medium of formal communication by organizations of all sizes and sectors
with a network of entrepreneurs and clients, making it easy for hackers to pass off as internal and external
contacts. Over the last two years, business email compromise attacks have surged by more than 100 percent
(Sussman, 2019). So, what if an employee is duped by a spear phishing email and is persuaded into revealing
credentials or assisting a hacker in gaining access to your network? The average fine for a violation is $3.92
million (Brook, 2020). This research intends to curb these costs through the introduction of a human firewall

into email security.
2.10 Existing email security solutions Available

Existing email security solutions employ various technologies and strategies to combat social engineering

attacks, each with its strengths and weaknesses. Let's compare some common email security solutions:

2.10.1 Spam Filters:
Strengths: Spam filters can effectively block a significant portion of phishing emails and malicious content,

reducing the likelihood of successful social engineering attacks. Weaknesses: Advanced social engineering

attacks may bypass basic spam filters through tactics like personalized content or spear-phishing techniques.

2.10.2 Anti-Phishing Solutions:
Strengths: Anti-phishing solutions use heuristics and machine learning algorithms to identify and block

phishing emails, including those with deceptive URLs or malicious attachments.
Weaknesses: Sophisticated phishing attacks with convincing social engineering tactics might still evade

detection by some anti-phishing solutions.

2.10.3 Email Authentication Protocols (SPF, DKIM, DMARC):
Strengths: These protocols help validate the authenticity of incoming emails, reducing the likelihood of domain

spoofing and impersonation-based attacks.
Weaknesses: While these protocols improve email authentication, their widespread adoption is not universal,

allowing some attackers to exploit domains without proper implementation.

2.10.4 Employee Training and Awareness Programs:
Strengths: Educating employees about social engineering risks can raise awareness and empower them to

recognize and report suspicious emails.
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Weaknesses: Training alone may not prevent all social engineering attempts, and human error remains a

significant vulnerability in phishing attacks.

2.10.5 Al-Driven Threat Intelligence:
Strengths: Artificial Intelligence (Al) and Machine Learning (ML) technologies can identify emerging social

engineering patterns and enhance threat detection accuracy.

Weaknesses: Al solutions may produce false positives or negatives, leading to missed threats or legitimate

emails being misclassified as malicious.

2.10.6 Behavioral Analysis and Anomaly Detection:
Strengths: Analyzing user behavior and identifying anomalies can help detect account compromise and

unauthorized access.

Weaknesses: It may not be effective against sophisticated attackers who mimic legitimate user behavior.

2.10.7 Encryption and Data Loss Prevention (DLP):
Strengths: Encryption and DLP solutions protect sensitive data and prevent inadvertent data leaks, limiting the

damage of social engineering attacks.

Weaknesses: Encryption cannot prevent social engineering attacks themselves but can mitigate the impact of

successful breaches.

2.10.8 Continuous Monitoring and Incident Response:
Strengths: Real-time monitoring and rapid incident response can identify and mitigate social engineering

attacks quickly.

Weaknesses: Lack of resources or delayed responses could lead to significant damage before detection.

Below is a table comparing the strengths and weaknesses of existing email security solutions in solving social

engineering attacks:

Table 2.1: comparing the strengths and weaknesses of existing email security solutions in solving social

engineering attacks:

Author(s) Email Security | Beneficiaries Strengths Weaknesses
Solution
(Zola, 2021) Spam Filters Symantec, Sophos Email Security, Effectively block | Advanced attacks may
Barracuda Email Security , a significant bypass basic filters.
Proofpoint, Microsoft portion of
phishing emails.
(Kl, 2023) Anti-Phishing Cisco Email Security, Proofpoint, Use heuristics and | Sophisticated attacks
Solutions Microsoft Defender, Barracuda, ML algorithms to | may still evade
Mimecast Email Security identify phishing | detection.
emails.
(Writes, 2023) | Email Cisco Email Security, Proofpoint, Validate email Adoption not
Authentication | Microsoft Defender, Barracuda, authenticity, universal, some
Protocols (SPF, | Mimecast Email Security, Google reducing domain domains may lack
DKIM, Workspace spoofing. proper
DMARC) implementation.
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(Samson, Employee KnowBe4, Cofense, Proofpoint, Educate Training alone may

2021) Training & Mimecast Email Security, SANS, employees about not prevent all attacks.
Awareness SecuritylQ, Wombat social engineering
Programs risks.

(Alam, 2023) | Al-Driven Darktrace, FireEye, Symantec, Identify emerging | May produce false
Threat Tessian, Vade Secure, GreatHorn social engineering | positives or negatives.
Intelligence patterns.

(Stolfo, 2003) | Behavioral Cisco Email Security, Proofpoint, Detect account May not be effective
Analysis & Microsoft Defender, Barracuda, compromise and against sophisticated
Anomaly Mimecast Email Security, Tessian unauthorized attackers.
Detection access.

(Team, 2023) | Encryption & Trend Micro, Egress secure email, Protect sensitive Cannot prevent social
Data Loss Sophos Email Security, Barracuda, data and prevent engineering attacks
Prevention Cisco Email Security, Zix Email data leaks. themselves.
(DLP) Encryption

(Security, Continuous FireEye Email Security, Cisco Email | Real-time Lack of resources or

2014) Monitoring & Security, Symantec, Mimecast Email | monitoring for delayed response may
Incident Security quick response. lead to significant
Response damage.

Organizations must implement a multi-layered defense strategy to combat social engineering attacks. A human

firewall simulator, combined with existing solutions, can help reduce the risk of successful attacks. This

simulator has a feedback mechanism to assess user awareness and overall organization awareness levels. It

integrates with existing solutions to solve phishing attacks and BEC attacks. Despite existing security plans,

recent attacks focus on social engineering, making employees part of the security problem. This research

designs a simulator that works with existing email security mechanisms, allowing "human™ employees to be

part of the security, through simulation and policy enforcement.

2.11 Design of the current security model

An email exchange is an email message flow with a variety of mechanisms for spam and antivirus filtering as

depicted in Figure 2.5.

Email Message Flow
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Figure 2.5: Email Message Flow Courtesy of (Cisco, Email Security Deployment Guide, 2010)

Despite all these mechanisms for protection in this design, mostly used to secure emails, corporate emails
suffer attacks mostly from social engineering attacks. Social engineering happens at the last stage of message
delivery, which is why integrating the security mechanism with a human firewall greatly helps reduce CEO
fraud. (See Figure. 5.1)

2.12 How Human firewall works

More than ever, businesses must put cybersecurity first. However, this process calls for a broader approach
than the strategy that most businesses had up to this point, which involved investing extensively in security
solutions. People are the biggest cybersecurity risk, which is missed if cybersecurity measures are limited to
IT-only mitigation. Organizations have traditionally installed firewalls around their technical assets. A firewall
is a hardware and software arrangement that monitors and regulates network traffic based on established
security criteria. Modern security applications driven by Al have recently been introduced as improvements
to the firewall concept. But as sophisticated threats target people and their weaknesses across a larger range

of distributed endpoints, a different type of firewall is needed: a human firewall.

2.12.1 What makes a human firewall?

The first line of defense against security risks to a business is its human firewall. A human firewall is a layer
of protection for people, as opposed to a technological firewall, which digitally arbitrates network traffic. It is
empowered by training and rewards, spanning teams, corporate functions, and technological advancements.
A human firewall is not a single individual or “"evangelist,” it is not restricted to the security team or any other
team, it is not the worker's exclusive job, and it is not a "set-and-forget" state.

A human firewall is a layer of protection for people, as opposed to a technological firewall, which digitally

arbitrates network traffic.

24



A human firewall does more than just focus on the conventional "weakest link" in the security "chain." Instead,
it is a completely other chain that needs to be encouraged and improved as threats are continuously changing.
For instance, prominent phishing risks in five years may not appear the same as those in use now. How many
workers actually understand what social engineering is?

Companies must offer staff substantial education, simulation, training, and relevance in order to create a strong
human firewall. Training on security awareness should also take into account the individual responsibilities
and metrics that each employee plays in addition to the company's primary product or service. This extends
far beyond the security team to involve all employees, including managers and call center reps as well as

product designers and field colleagues.

2.12.1 Human Firewall components
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Figure 2.6: Human Firewall components (Gatner, 2017)

1. Train: employees are taken through phishing simulation & awareness training involving. Lessons are given
to raise awareness of existing threats to the use of quizzes designed in the LMS.

2. Profile: the system operates on profiling and reporting by the user by monitoring activity by the user and
judging individual performance by analyzing behavior and mapping strengths and weaknesses through
generating reports to track them.

3. Flag: employees are required to click on the phishing report button which involves a phishing reporting
mechanism on Outlook, Email Based and API. Once this is done, the attacks are then handled by the
Information Technology department.

4. Remediate: Here, any link or attachment suspected to have a threat is quarantined, deleted from the inbox
or server, and shown in a threat alert folder. This is a remedy for Outlook, Google's suite, and many others to
ensure that the platform has a user threat.

5.Collaborate: A central repository of global phishing trends and increased phishing detection through crowd

wisdom as well as the collaboration of millions of employees globally are to be introduced.
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6. Take Down - Collaborations with other international organizations, such as CERT, in some countries ensure
that each malicious attempt is located at the source and effectively removed to ensure that it does not affect
another employee. A trained employee can report malicious emails and quarantine them to protect the whole

organization in real time.
2.13 Summary of Literature Review

The literature review on the development of a human firewall simulator to enhance security awareness against
business email compromise (BEC) highlights the growing threat of BEC attacks, their financial impact, and
the use of advanced social engineering techniques. Cybersecurity awareness training is crucial for staff
members to combat these threats. Conventional training tactics are criticized for their ineffectiveness in
changing behavior and adapting to new attack techniques. Experiential learning and simulation have been
extensively studied, demonstrating their effectiveness in improving decision-making skills and practical
application of knowledge. Human factors play a significant role in cybersecurity, with human error often
contributing to successful attacks. Customization and contextualization of training content enhance
engagement and relevance, while data-driven training and analysis provide insights into participant behavior,
decision-making patterns, and areas for improvement. Simulations that mimic real-world scenarios are deemed
effective in enhancing participants' resilience against cyber-attacks. In conclusion, the literature review
highlights the need for innovative cybersecurity awareness training, particularly in combating BEC attacks.
The incorporation of experiential learning through a human firewall simulator aligns with research findings,

focusing on customization, data-driven insights, and practical application.
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CHAPTER THREE: RESEARCH METHODOLOGY

3.0 Introduction

In this chapter, the researcher focuses on the methods used in performing research operations and solving

research problems systematically.
3.1 Methodology

A quantitative methodology is what distinguishes the research approach used to create the Human Firewall
Simulator. This strategy was chosen to fully address the complex issues surrounding raising security awareness
against BEC assaults. The quantitative approach makes it easier to monitor results and analyze behavioral data.
Behavioral data from participant interactions with the simulator is collected and analyzed as part of the
quantitative component. This information consists of choices made, reaction times, and scenario results. The
simulator's success is evaluated in terms of improved security awareness, decreased exposure to BEC assaults,
and accurate decision-making using the quantitative data (Gogodze, 2019). Reasons for Choosing a
Simulation-Based Approach: The necessity for an interactive and immersive learning environment that closely
resembles real-world BEC scenarios led to the choice of a simulation-based approach. The interactive aspect
of simulations, enables users to actively participate in various BEC attack simulations, is in line with the goal
of raising security awareness. This strategy makes use of the principles of experiential learning, according to
which learners gain the most knowledge when they actively make decisions and deal with the results of those
actions. (Purup, 2020)

3.2 Simulation

Analytical reasoning might be difficult or impossible in the case of complicated models, especially if the
specification is nonlinear. In these situations, simulation is frequently the only option. Simulating is the process

of moving the model forward in time and seeing what happens.

I The simulation measures the behaviors of the results that are generated from the simulated data, which is

compared to the actual scenario to see if there is a positive effect.

i This methodology allows organizations to train and test their employees' responses to cybersecurity incidents
in a controlled environment without exposing real data or systems to risk.

Iii. Simulations provide an opportunity to assess user behavior, knowledge, and awareness of cybersecurity
best practices. By observing how employees react to simulated cyber threats, organizations can identify areas
where further training and awareness programs are needed. This helps in identifying potential weaknesses and
gaps in knowledge among employees, enabling organizations to take proactive measures to address them.

iv. Human firewall simulations create a safe space for employees to make mistakes and learn from them. In
real-life scenarios, mistakes can have severe consequences, but simulations allow employees to experiment,

fail, and understand the consequences of their actions without affecting the organization's operations. Through
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debriefing sessions after the simulation, employees can reflect on their choices and learn from their mistakes,
improving their ability to respond effectively to future incidents.

v. Simulations help organizations build and strengthen their incident response capabilities. By immersing
employees in realistic scenarios, they gain first-hand experience in identifying and responding to potential
threats. This methodology allows organizations to detect areas where their incident response plans or processes
might be lacking, enabling them to refine and improve them. It fosters a culture of active defense and
encourages employees to stay vigilant against potential cyber threats.

vi. This methodology provide organizations with a measurable way to assess the effectiveness of their
cybersecurity training programs. By evaluating how employees perform during simulations, organizations can
determine the impact of their training efforts and identify areas for improvement. This methodology enables
organizations to fine-tune their training strategies and tailor them to address specific weaknesses or gaps in
knowledge. Human firewall simulation methodology replicates realistic scenarios, assesses user behavior and
awareness, enables learning from mistakes, helps build response capabilities, and measures the effectiveness
of cybersecurity training programs. It provides organizations with valuable insights into their readiness to face
cyber threats and allows them to take proactive measures to enhance their overall security posture.

3.2.1How users are selected to participate in the simulated Training

Selecting the right users to participate in the Human Firewall Simulator is a crucial aspect of its effectiveness.
The goal is to ensure that the training reaches those individuals whose roles, responsibilities, and potential
exposure to Business Email Compromise (BEC) make them most relevant for the training. However, all
corporate users must participate in human-firewall simulated training. Here's how users are typically selected
to participate:

1. Role-Based Selection: Identify user roles that are more likely to encounter BEC threats due to their
involvement in financial transactions, sensitive data handling, or communication with external parties. This
might include employees in finance, accounts payable, executive assistants, and procurement.
2.Departmental Involvement: Departments that deal with sensitive information, financial transactions, or
external communications are often selected for participation. These may include finance, legal, HR, and
executive teams.

3. Risk Profile: Evaluate the risk profile of different teams or departments. Those that handle higher volumes
of financial transactions or sensitive information might be given higher priority for participation.

4. Phishing Susceptibility: Consider the susceptibility of users to phishing attacks. Individuals who have a
history of falling for phishing attempts might benefit from the training to enhance their vigilance.

5. Mandatory Training: Some organizations might mandate certain teams or individuals to undergo the
training due to the nature of their work. For example, employees involved in financial transactions might be
required to complete the training.

6. Training Goals: Align the selection with the goals of the training program. If the aim is to have

representatives from all departments, a diverse group of users might be selected.
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7. Pilot Groups: Start with a smaller pilot group before rolling out the training to a larger audience. This
allows you to assess the effectiveness of the training, gather feedback, and make necessary improvements
before wider implementation.

8. Voluntary Participation: Some organizations might offer the training on a voluntary basis. Users interested
in enhancing their security awareness can opt to participate.

9. Senior Management and Executives: Including senior management and executives in the training sends a
strong message about the organization's commitment to security. Their participation can set an example for
others.

10. Regular Assessment: Regularly reassess the training needs of different teams or individuals. As roles
change or new employees join, consider incorporating them into the training program.

11. Targeted Approach: Use data analytics and insights to identify departments or teams that might have a
higher likelihood of encountering BEC threats based on historical data.

12. Refresher Training: Consider offering refresher training to those who have already undergone the training
to reinforce the lessons and keep security awareness high.

The selection process should be well communicated to the participants through training codes which are sent
to the participants in good time. Provide them with clear reasons for their selection and the benefits of

participating. This can enhance their motivation and engagement during the training process.
3.2.1The simulation human firewall has two basic steps:

a. Pre-Assessment of user’s knowledge to the social engineering attacks.
b. Post Assessment Evaluation after integration with human firewall.

3.2.1.1 Assessment of the user’s knowledge of the social engineering attacks

Users is tested on various phishing attacks before receiving trainings.

This is done to access knowledge level of the staff in the organization, pointing to the areas of concern to help

have a focused based training. Various areas of phishing are;

i. Phishing awareness: Evaluate if users can identify phishing attacks, their understanding of threats, and
their level of awareness of best practices.

ii. Reporting and response: Evaluate the users' ability to report phishing emails promptly and accurately.
This can be assessed by tracking the number of reported incidents and the response time.

iii. Mobile device security: Test the users' awareness and adherence to secure email practices on mobile
devices. This can include evaluating if they use secure email apps, update device software, and understand
the risks associated with mobile email usage.

iv. Password security: Assess the users' password hygiene and knowledge of best practices. This can include
evaluating if they use strong and unique passwords, enable two-factor authentication, and understand the

importance of regular password changes.
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v. Social engineering attacks: Conduct simulated social engineering attacks to test the users' susceptibility
to manipulation through phone calls, messages, voicemail messages, or in-person interactions related to
email security.

vi. Phishing email identification: Evaluate the users' ability to identify signs of phishing emails, such as
suspicious sender addresses, grammatical errors, mismatched URLS, requests for personal information, or
urgent and threatening language.

vii. Post-incident evaluation: Assess the users' understanding of the impact and consequences of falling victim

to a phishing attack. This can help determine if additional training or remediation is required.
3.2.1.2 Post Assessment Evaluation after integration with human firewall

Awareness training is required based on the analysis from the pre-assessment. Training materials are designed
to focus on the weak areas identified during pre-assessment. A training link is sent to the trainees, requesting
that they log into a portal with a training button and begin their training based on the test codes sent to them
by the administrator. The test codes vary based on clustering from the training needs assessment done at the
pre-assessment stage. A link to the training is to be posted on the company's intranet for referral purposes.
The length of the presentation is to be approximately twenty (20) minutes and cover basic topics such as:

i. The various sorts of phishing scams that exist today.

ii. How to detect phishing assaults.
iii. Signs that we've been the victim of a phishing assault.

iv. How to Avoid Phishing Attacks

v. information about the hotline, which allows users to report suspects.
The user's knowledge of what has been shared is then tested. By clicking the assessment button, the trainees
are taken through tests derived from the training materials that were in the training section. Trainees are taken
through a compulsory quiz. If an employee answers all questions correctly, he or she is to be awarded a
certificate of completion, but if they fail, it shows the failure rate and the areas of weakness to form the next
training.
An overall analysis is graphically displayed for the organization’s awareness position. A continuous
assessment is done routinely based on statistics provided showing departments and staff most at risk; this is to
help achieve the effectiveness of human firewall integration with the email security framework to help reduce

business email compromise.
3.3 Instruments

Several tools and instruments were used for the study, including Python for programming tasks, an XAMPP
server for local web development and testing, Notepad++ for code editing, a browser and the internet for

research and accessing online resources, and an SMTP server for email communication.
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i. Python: Python is a versatile programming language commonly used for data analysis, web
development, scientific computing, automation, and more. It provides a wide range of libraries and
frameworks that make it suitable for various applications.

ii.  XAMPP Server: XAMPP is a software package that provides a local web server environment for
developers. It includes components like the Apache web server, MySQL database, PHP, and Perl.
XAMPP allows you to set up a local server on your computer for developing and testing web
applications.

iii. Notepad++: Notepad++ is a free, open-source code editor and text editor for Windows. It supports
multiple programming languages, provides syntax highlighting, code folding, and other useful
features for code editing and development.

iv. Browser: A web browser is software used to access and view websites on the internet. Popular web
browsers include Google Chrome, Mozilla Firefox, Safari, and Microsoft Edge. Browsers allow you
to interact with web-based applications, view web pages, and test web development projects.

v. Internet: The internet is a global network of interconnected computers and devices that enables
communication and access to information worldwide. It is essential for browsing websites,
accessing online resources, and connecting to various services.

vi. SMTP Server: SMTP (Simple Mail Transfer Protocol) is a standard protocol for sending emails. An
SMTP server is responsible for sending and routing email messages over the internet. It handles the

transfer of outgoing emails from your email client or web application to the recipient's email server.

3.4 Ethical considerations

The research was done under the approval by School of Informatics and Innovative Systems, National
Commission for Science, Technology and Innovation, and Board of Postgraduate Studies. See Appendix 4,

Appendix 5, and Appendix 6, respectively.

3.5 Summary of Research methodology
The methodology concludes by summarizing the systematic approach taken to design, develop, and implement

the Human Firewall Simulator. It emphasizes that the simulator is a dynamic tool that evolves with the
changing threat landscape and user needs, fostering a culture of ongoing security awareness and preparedness

against BEC attacks.
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CHAPTER FOUR: DEVELOPMENT OF HUMAN FIREWALL
SIMULATOR

4.0. Introduction

This chapter focuses on the building and development of the simulator, explaining the various stages of the
development to the final stage and the tools used.

4.1 Model for Human Firewall Simulator

Assessment

Users are introduced to the simulator and then tested
to assess their knowledge level before the LMS
component is enabled. Training is then enabled,
focused on the weak areas.

\

Collaborations
Central
Repository:
Global Phishing
Trends to Increase

Take
__» Down/Remediate

Phishing Collaborate with
Detection international bodies
Through Crowd or like CERT to track

Pool Wisdom down malicious

attempts. Alert the
technical team about
threats by quarantining

Judpgci)rfmlc::\r/‘i%ual any link or attachment
Traininas/ grformance suspected to have a
rainings P threat, deleting the mail
Awareness/ through reports

from the inbox or
server, and showing it
in a threat alert folder.

generated from
LMS

simulations through
LMS (Learning
Management System).

Flagging
Integrated click
buttons/Phishing

reporter for
Email and API
based Phishing-

reporting to

inform IT

authority.

Users Turned into
“Human Firewall”

Figure 4.1: Model for Human Firewall simulated (Researcher, 2023)

1. Assessment: Users are introduced to the simulator and then tested to assess their knowledge level; the
results are displayed in terms of the number of questions asked correctly, the areas of weakness, as well as the
average awareness report on the organization. The training component is then enabled, with training focused
on the areas perceived to be the weak points identified by the pre-assessment.

2. Trainings/Awareness/ simulations through LMS (Learning Management System).

This the simulated Human firewall control system that does trainings through LMS, Tests/ Quizzes (The

quizzes vary from one trainee to another) are done again to the trainees after the training to see the success
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level. This is compared to the previous results found before training. A continuous training and assessment
are to be scheduled regularly even to those who had proven to be knowledgeable.

3. Users Turned into “Human Firewall”: Those trained and have met the threshold set for example 100%
pass in all the quizzes are considered as part of the security team (Human Firewall). Remember dynamics of
attacks changes rapidly because attackers always want to be on top of things. New attack trends adopted by
attackers are to be added to the Leaning simulator to form part of the new leaning materials in the LMS to
ensure even the most knowledgeable users are equipped with the latest knowledge. Either test/ quizzes
continue periodically to ascertain the knowledge level.

4. Profiling Based on the reports generated by the simulator from the regular quizzes and tests, the system
helps with decision-making, i.e., whether a user can be trusted to use the corporate email securely or requires
further training; or disciplinary actions as per the organization’s policy. Judge individual performance by
analyzing user behavior. For example, if it is determined that a user assumed to flag what was to be flagged
or clicked on a malicious link on the corporate email, then this user is to be taken to the training stage once
more, and the loop continues.

5. Flagging Integrated click buttons/phishing reporter for email and API-based phishing-reporting to inform
IT authority of a suspicious link or communication.

6. Collaborations Involves creation of Central repository global phishing trends to help increase phishing
detection through crowd/pool wisdom that informs users of the attack trends users by hackers thus increasing
knowledge and awareness on email security.

7. Take Down/Remediate: Collaborate with international bodies like CERT to track down malicious
attempts. Alert the technical team about threats by quarantining any link or attachment suspected to have a

threat, deleting the mail from the inbox or server, and showing it in a threat alert folder.

4.2. Variables that play a role in the effectiveness of the simulator
Dependent and independent variables that play a role in the effectiveness of the simulator and its impact on

security awareness:

4.2.1 Independent Variables:
i.  Simulator Content: The various scenarios, simulations, and educational modules provided by the
simulator to train employees about BEC tactics and techniques.
ii.  Feedback Mechanism: The quality and immediacy of feedback given to users when they interact with
simulated phishing emails, helping them understand the reasons behind correct and incorrect decisions.
iii.  Customization: The ability of organizations to tailor the simulations to their specific industry,
corporate culture, and threat landscape.
iv.  Frequency and Diversity of Scenarios: How often new scenarios are introduced and how diverse

these scenarios are, which keeps the training fresh and reflective of evolving threats.
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v. Gamification Elements: The presence of gamification features like leaderboards, rewards, and
achievements to enhance user engagement and motivation.
vi.  Continuous Learning Approach: The strategy of introducing new challenges and content over time

to ensure that employees maintain a high level of security awareness.

4.2.2 Dependent Variables:
I.  Security Awareness: The primary outcome variable, reflecting how well employees understand BEC
tactics, can identify suspicious emails, and make informed decisions when faced with potential threats.

ii.  Phishing Detection Rate: The percentage of simulated phishing emails correctly identified as
suspicious by employees, indicating their ability to recognize potential BEC attacks.

iii.  Response Rate to Suspicious Emails: The proportion of times employees take appropriate actions
(e.g., not clicking on links, not sharing sensitive information) when faced with simulated suspicious
emails.

iv.  Reduction in Successful BEC Incidents: The impact of the training on the organization's actual
incidence of successful BEC attacks, potentially leading to a decrease in successful breaches.

v. User Engagement: Measured by the frequency of interaction with the simulator, completion rates of
modules, and participation in gamified elements.

vi. Retention and Application of Knowledge: The degree to which employees retain and apply the
knowledge gained from the simulator in their real-world email interactions.

vii.  Cultural Shift: The extent to which the training fosters a security-conscious culture within the
organization, leading to long-term changes in employee behavior.

viii.  Feedback Utilization: How effectively employees use the feedback provided by the simulator to
improve their decision-making in subsequent interactions.

These independent and dependent factors work together to help determine how well the Human Firewall

Simulator works to raise security awareness against BEC threats. These factors can be used by organizations

to gauge the effectiveness of their cybersecurity training programs and to help them choose the best course of

action.

4.3 Human Firewall Simulator Development

This research study involves the development and testing of a human firewall simulator as an appropriate

research method to handle the complexities in this research area. The researcher first puts users to the test by

testing them through simulating phishing attempts, and then quizzes them (all types of users) to determine the

necessity of incorporating a human firewall into the standard email security framework and the value it

provides to email security.
4.3.1 Sequence diagram

Sequence diagrams in system design are used to demonstrate different ways users of a system are to interact

with the system. It displays the different users that the system has and how those specific users interact with
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the system. All users in a system must be captured in this sequence diagram, along with the functions they

perform in the system.

4.3.2 Admin sequence diagram

sd Admin J
| Acdmmin | | Logirn ‘ | MainPage | Setup Enwvironment | | Analysis | | Logout
1 - login info | 2 mainpags | 3 : Enter test code .
H I I I 4|: Enter Organization namea
H 5 . Enter domain name T
!'5 D Generate Domain variation
LT o Enter selected Domain ||
EB D provide email to be use-d’_
'9 : Enter domain to replicated—
10 Inwite clients
11 : select cljent id .
A2 1 Wiewr rEiSI..IJ[S __U
H - H H
I I H H 13 : logout

Figure 4.2: Admin sequence diagram (Researcher, 2023)

The admin sequence diagram (figure 4.2) shows the flow of administrator interactions with the system. Upon
opening the administrator module, the administrator logs in, takes the system to the main admin page, creates
a test code to be sent to the trainees, enters the organization’s name and the domain name of the organization,
i.e., www.mail.safaricom.com; the user then generates domain variations that are look-alike, i.e.,
www.mail.safaricom; the admin then selects one varied domain name for cloning; the admin then provides an
email address to be used to send the cloned domain; the admin then enters the domain to be replicated and
invites the clients. The administrator then waits for the training and tests to be done by the clients. The analysis
is done by selecting the test code that was provided to the clients, viewing the results analyzed, and then
logging out.

4.3.3 Client sequence diagram

sd client !
| client | | homepage | | assessment

1 : open url received |

: read available tutorials |
2 : enter_test_code
4 - enter_employer_id H
S : start_test H
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Figure 4.3: Client sequence diagram (Researcher, 2023)

In the client sequence diagram above (Figure 4.3), the client opens the url received on the home page; the url
contains the training materials; the client reads the tutorials received; once done, the client enters the test code

and employer ID on the assessment button; and the client begins the test.
4.3.4 Use-case Diagram

Another important system design tool is the use-case diagram. They are used mainly to determine different
interactions between systems and their actors. They don't describe how the system operates internally; they

only identify what the system does and how the system actors use it.

[ [ —
Human firewall simulator

P —
|

Set test environment

N Start assessment
i -
= Conduct analysis - =

Figure 4.4: Use-case Diagram (Researcher, 2023)

According to figure 4.4, the simulator contains two major parts: the administrator side (Admin) and the client
side.
Admin;

i.  log in: Authentication is determined before a user logs in.

ii.  Set test environment: administrator sets the test environment, making sure the main areas

of weakness are covered during testing of the clients.

iii.  Conduct analysis: Here, the administrator generated analysis in the form of charts from the

tests conducted by the clients.

iv.  Invite clients: The administrator sends invitations to the clients for the scheduled training
and testing, and depending on the clustering of the clients, test codes are issued based on
the various focused testing areas that have been identified as weak areas of the clients.

v. Log Out: This is the end stage of system interaction. Logging in comes back when the

administrator wants to interact again with the system.
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Client:

i.  Start tutorial: Here, the client, upon receipt of an invitation, gets training in the form of
presentations, video clips to watch, or live Zoom training. The client or trainee is expected to
take the training seriously because an assessment follows. Based on the test code sent to the
trainee, the training involves areas the clients are considered weak in or not well knowledgeable
about.

ii.  Start assessment: Upon going through the tutorials, the trainee is expected to answer questions

iii.  using the test code provided. If the trainee gets 100% in the training (which is the goal), a
certificate is issued instantly on the system; if not, the system analyzes the weak areas where

the training failed, which forms the focus of the next training.

4.3.5 Activity Diagram

This is another very important tool in system design; it helps developers of systems understand the flow of

events in the system, what constraints the system has, what processes the system has, and the conditions that

cause different behaviors in the system. Activity diagrams are key to understanding a high-level overview of

what's happening in a system.

login

Credential validity

select operation

setup environment

setup test envirnoment \i MO logout
J—‘ YES MO | Analyse result "—L

read tutorial

register

analyse result

YES (read tutorial

MNO | take_assessment

YES
= | take asses smem]

NO

A e g A

B

Figure 4.5: Activity Diagram (Researcher, 2023)

From figure 4.5 above, the activity diagram shows admin authentication; if the credentials provided are correct,

the system proceeds; otherwise, it takes it back to log in.
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Once the administrator is authenticated, the test environment page is be displayed. The administrator can

choose to proceed to the test environment, analyze existing results using the test codes provided, or logout.

If the administrator chooses to proceed with setting the test environment, clients are invited to read tutorials
and then take the assessment. The clients can also be invited to take the assessments without tutorials,
especially if the administrator is interested in knowing the knowledge level as a guide for the test environment.

(pre-assessment). The administrator can then log out.

4.4 Testing and Validation (Results) and Analysis
The simulation tool gives the results of tests or quizzes done by each individual, showing the number of quizzes

done, the number of questions answered correctly, and the number of quizzes that failed. The simulator also
indicates in which area of email security the user failed, i.e., clicking attachments, responding to suspicious
email addresses, or failing to report suspicious email. This shows individual email security awareness.

The total number of people with their unique code or admission number is to be shown in the result charts
showing the overall organization's email security position.

The results are relayed in percentage; for example, 75% of users fell victim before integrating email security
with a human firewall, or 30% of the users fell victim after integrating a human firewall. The primary goal of
phishing simulation is to raise awareness by offering straightforward instruction and a personalized evaluation
(without any actual setup—no domain, infrastructure, or email address) to evaluate people's actions in a
specific situation and determine their current awareness posture.

The goal of the red team evaluation is to identify IT weaknesses, including people and networks. The majority
of organizations take numerous steps to increase perimeter security and patch vulnerabilities discovered, yet
people remain the weakest link. Phishing is critical in determining employee security knowledge and enlisting
them as members of the security team.

By utilizing engaging and straightforward training sessions, our phishing simulation allows users to grasp
email security without actually doing the "real” phishing attack. This simulator provides a personalized
environment in which you may create your exam according to your needs, such as making questions unique
for each participant, simulating a real-time phishing assault, and making questions targeted and tough to
answer.

Once the test is created, anyone in the target population can take it and submit their answers.

At the conclusion of the session, an analysis is offered to help you understand your current awareness posture.
because the attackers simply need one click to get through! This makes us think twice about clicking that
button. The simulator is designed into two modules: the administrator module and the client module. The
admin module has a control panel that updates the database with the most current activities and also invites

users to the simulator through email.
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4.4.1 Admin Module
Administration module: This module (see figure 4.6) offers access to the configuration test and the analysis

of views; it is accessible at the address AdminPanel/login.php (http://localhost/AdminPanel/login.php).

“admin” for user name and “admin” for password are the default login credentials.
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Figure 4.6: Admin-Module (Researcher, 2023)

4.4.1.1 The interface for the phishing simulator login page is as shown below:

Once the credential is placed, the system verifies and authenticates the user or denies access to ensure the

security of the system is maintained. This module is controlled by mainly ICT personnel, who are in charge

of maintaining and updating the system.

HUMAN FIREWALL SIMULATOR

[admin

| Login |

Figure 4.7: Login Interface (Researcher, 2023)
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4.4.2 Client Module
This is the module for those who only has access to the tutorial and the evaluation, and is accessed through

http://localhost /phishClient /from of the panel index.

& Search - Guides at University of | X | [Z] Welcome Employee X localhost/phishclient/ x [ Zimbra: Inbox (536) x| + (-} = X
< C @ localhost/phishclient/ 7 . '
£ Apps M Gmail @B YouTube B Maps GetInto PC - Down... [ Editing filesonanE.. 3§ 192.168.2.130 Reading list

BLACK FRIDAY
NAVINIEN

Unlock your trial
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S
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Close
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mOPuECenl-BEC 2 dE 2 ABID) Fridey
S s 2 19/11/2021
3 Search - Guides at University of | X Welcome Employee X localhost/phishclient/ x B Zimbra: Inbox (536) x| + (-} = X
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I Apps M Gmail @B YouTube B Maps GetInto PC - Down... [ Editing filesonanE.. 3§ 192.168.2.130 Reading list
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1. Educate cooperate system users about phishing attack
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Tutorial
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13:46
#PovECEA-ECsaE~ SR .

Figure 4.8: client side Interface (Researcher, 2023)

4.4.2.1 Tutorials (Client-Module)
This includes an introduction to phishing along with general tactics for raising awareness and educating

people. This section contains presentation documents, links to videos, and links to online trainings, among

others.
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Phishing is a form of fraud in which a person or group of people
are contacted by email, telephone or text message by someone
posing as a legitimate organization to tempt individuals into
providing sensitive data such as (Personally Identifiable
Information/Sensitive Personal Information), passwords or
banking and credit card details.

The information is then used to access important accounts and
can result in identity theft and financial loss.

Phishing is an example of social engineering techniques being
used to deceive users.

Phishing is popular with cyber criminals, as the people remains

weakest link of the organization and it is far more easier than
trying to break the computer network defenses.
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What damage it does?

The dangers of being phished are endless.

Successful phishing involves the scammer gaining unauthorized
access to an organization's , which they

then use adversely.

They often also target such as bank
account details to cause a financial damage to organization or
person.

Organization may also suffer from reputation damage, they may
be seen as incompetent and untrustworthy

A successful phishing attack can also be used as base to close
down access of the important systems and demand ransom.
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Figure 4.9: Tutorial (Client-side Module) (Researcher, 2023)

4.4.2.2 Evaluation (Client-side Module)
This stage prompts the user to choose between ignoring or reporting phishing or a site or scenario from

complete one module to move on to the next. See figure 4.10 below.
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Figure 4.10: Assessment (Client-side Module) (Researcher, 2023)

4.4.3 Test Set up (Administrator Module)

In this section, the simulator asks for some basic information. As an example, enter your domain name here,

and the simulator generates a list of comparable domains that attackers can use to target you. You can select
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one to use throughout your phishing simulation evaluation.
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Generate Domains

Figure 4.11: Setting up test (Admin Module) (Researcher, 2023)
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Figure 4.12: Create a similar web site displayed under your domain (Researcher, 2023)

When evaluating, you enter the URI of your most frequently visited websites, and it generates a similar website
that is presented under your domain to create a realistic scenario. This is also known as "Typo squatting."
You can construct a test code for each service and a test configuration for each of them so that each receives
a different phishing site, making the evaluation even more difficult.

Even if the test is the same, each employee has a separate set of questions.

Email ID: Here you must enter an email ID that is commonly used for mass communication. During the
evaluation, the simulator produces more combinations of email addresses. You can see a preview of the

phishing web page that we created to look like your original one.
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Figure 4.13: Preview the appearance of the phishing web page that we created to look like the original
one. (Researcher, 2023)
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4.4.4 Invite (Admin Module)
Admin can upload CSV file and invite the members to take test. See figure 4.14 below.
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Figure 4.14: Admin can upload CSV file and invite the members to take test. (Researcher, 2023)

Email and contact details of clients to be invited are entered into a CSV Excel file, which is imported into
the system for an automated invitation.
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Figure 4.15: Enter SMTP server and administrator’s email credentials to invite members. (Researcher,
2023)
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4.4.5 Administrator Module (Analysis)
Analysis of data involves examination, categorization, tabulation, testing, and recombination of evidence to

solve the research. (Yin, 2003)

The first step involves pre-assessing user knowledge for social engineering attacks. The second step involves
post-assessment assessment after proper training and awareness are given to the staff. In either case, a
simulator is embedded in sample users to capture data on pre-assessment and post-assessment. According to
Leedy & Ormrod, the data could be organized into tables, figures, and other formats to present information in
a compact way. (Leedy, 2005)

The study gives the results in tables, forms, and graphs for representation. It includes a graphical analysis of
the various responses provided by the trainees based on the answers provided in the quizzes. This assists in

determining the organization's current outreach stance. See figure 4.16.
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Figure 4.16: Analysis/ Results (Researcher, 2023)
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4.4.5.1 Analysis of results (from figure 4.16)
1: Number of employees who passed the test: The result indicates the percentage of employees who passed
the test versus those who failed. A repeated simulation indicates that the more the users get educated, the

higher the percentage of those who pass the tests.

2: Number of employees who clicks on the malicious links: This result is specifically focused on testing
employees who click on malicious links to test this area of insecurity. If organizations consider this security
area to require more training, then a lot of training is to be focused on this area. The result is relayed in the

percentage of those who would click on the malicious link versus those who wouldn’t.

3: Number of employees who downloads the dangerous attachments: This result shows the percentage of
employees who would download dangerous links compared to those who wouldn’t. When a lot of questions
are answered correctly in this area, the result indicates that many employees won’t click on dangerous
attachments. Either way, when a lot of questions in this area are answered wrongly, a higher percentage of
employees are likely to click on dangerous attachments. The latter indicates a security threat to the
organization.

4: Number of employees who reply to phishing emails: This result shows the percentage of employees who
would reply to phishing emails versus those who wouldn’t. When a lot of questions are answered correctly in
this area, the result indicates that many employees won't reply to phishing emails. Either way, when a lot of
questions in this area are answered wrongly, a higher percentage of employees are likely to reply to phishing
emails. The latter indicates a security threat to the organization.

5: Average awareness of the organization: This result shows the percentage of employees' average
awareness in the above areas tested (malicious links, downloading dangerous attachments, phishing emails).
When a lot of questions from the above areas are answered correctly in this area, the result indicates high
employees’ awareness in terms of percentages. Either way, when a lot of questions in the above areas are
answered wrongly, a higher percentage of employees are unaware. This helps guide organizations and
corporations on the status of their security at a particular time.

6: Employees Wise results: This indicated how individual employees performed. The employees are
identified through their employee ID, and the results are relayed out of ten questions. For example, employee
ID 341 scored 10 out of 10 questions compared to employee 1D 344, who scored 6 correct out of 10 questions.
Tested. How wise the employees are to make the right choice in handling emails is tested through this section

of results.

4.5 Summary of Chapter Four
This chapter discusses the technical requirements and setup for deploying the Human Firewall Simulator,

including server infrastructure, user authentication mechanisms, database configuration, and system scalability

for the organization's workforce.

49



CHAPTER FIVE: SUMMARY, CONCLUSIONS AND
RECOMMENDATIONS

5.0 Introduction
This section discusses the technical requirements and setup for deploying the Human Firewall Simulator,

including server infrastructure, user authentication mechanisms, database configuration, and system

scalability for the organization's workforce.

5.1 Summary
This research aims to eliminate the need to configure an entire phishing campaign and a "live" environment,

to provide a personalized assessment, to train users in targeted attacks, to provide an intuitive interactive
interface to exercise the entire process, to involve users in the security team in making the firewall, and to
eliminate the need to have a pen-tester or a specialist carry out a phishing campaign. This research also
provides options to customize the simulator to adapt to the ever-changing trends in cybersecurity, especially
email security. Just with a few clicks, the simulator allows the organization to know its employees in terms of

strengths and weaknesses based on the analysis provided.

Employees are the greatest assets in a corporate environment; therefore, with the right education and guidance,
they should turn out to be a great part of a robust email security setup. The results achieved above prove the
success of the tool (to combat social engineering attacks). When combined with the technical security setups,
i.e., firewalls, encryptions, virus scans, and many more, email insecurity threatening BECs and CEOs is
tackled effectively.

An integrated email security system therefore ensures security from threats like ransomware, BEC/spear
phishing attacks, configuration errors, and malicious links, all of which are now collectively tackled through

this new security structure combining human firewalls.

The Human Firewall Simulator is a powerful tool designed to enhance security awareness and protect
organizations against business email compromise (BEC) attacks. BEC attacks are a type of cyber threat in
which attackers impersonate high-ranking executives or trusted business partners to deceive employees and

gain access to sensitive information or financial assets.

The simulator aims to educate employees and strengthen their ability to recognize and respond to BEC attacks
effectively. It provides a simulated environment where employees can learn about common BEC tactics, such
as email spoofing, social engineering, and phishing. Through interactive exercises and real-world scenarios,
employees can practice identifying suspicious emails, verifying sender identities, and detecting fraudulent

requests.

The Human Firewall Simulator is a state-of-the-art tool created to promote security awareness and counter the
expanding issue of Business Email Compromise (BEC). BEC assaults involve fraudsters posing as reliable

organizations in order to trick workers into sending money, disclosing private information, or carrying out
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unwanted tasks. By educating them about BEC strategies and teaching them how to spot and efficiently react

to questionable emails, this simulator seeks to turn employees into an organization's first line of defense.

The Human Firewall Simulator incorporates various features to engage users and improve their security
awareness. It may include interactive modules, quizzes, and educational resources to teach employees about
BEC attack techniques and how to defend against them. The simulator may also offer personalized feedback
and performance metrics to help employees track their progress and identify areas for improvement.

By using the Human Firewall Simulator, organizations can create a proactive security culture and empower
employees to become the first line of defense against BEC attacks. The simulator's immersive and hands-on
approach helps employees develop a critical mindset, enabling them to scrutinize emails, verify authenticity,
and report suspicious activities promptly. Ultimately, this enhances the overall security posture of the

organization and mitigates the risk of falling victim to BEC attacks.

The Human Firewall Simulator is a state-of-the-art tool created to promote security awareness and counter the
expanding issue of Business Email Compromise (BEC). BEC assaults involve fraudsters posing as reliable
organizations in order to trick workers into sending money, disclosing private information, or carrying out
unwanted tasks. By educating them about BEC strategies and teaching them how to spot and efficiently react

to questionable emails, this simulator seeks to turn employees into an organization's first line of defense.
Key Features:

1. Realistic Simulations: The simulator simulates a number of BEC scenarios, including CEO fraud, supplier
invoicing hoaxes, and urgent fund transfer requests. These simulations closely resemble real BEC attacks,

assisting staff members in experiencing and comprehending the strategies employed by fraudsters.

2. Interactive learning modules are offered by the application to educate staff employees on common BEC
strategies such as email spoofing, social engineering, and domain impersonation. Users can learn through

multimedia presentations, exams, and practical exercises.

3. The simulator maintains a database of emails that seem to be phishing attempts that the business has
received. By practicing identifying these phishing attempts in a secure environment, employees can boost their
confidence in their capacity to detect hazardous emails.

4. Dynamic Feedback: The simulator gives workers quick feedback on their interactions with simulated
phishing emails. This involves pointing out warning signs, describing why an email is suspect, and assisting

users in making the best decisions.

5. Customizable Scenarios: Businesses can create simulations that are specific to their industry, corporate

culture, and threat environment. The relevance and efficacy of the training are improved by personalization.
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6. The simulator tracks individual and team progress, enabling enterprises to evaluate the development of
their security awareness as a whole. Managers have access to comprehensive reports that highlight their
strengths and highlight areas that need further work.

7. Gamification features: The simulator includes gamification features like leaderboards, achievements, and
awards to motivate staff. In order to acquire higher security awareness scores, staff are encouraged to engage

in healthy competition.

8. Continuous Learning: By sporadically presenting fresh BEC challenges and scenarios, the Human
Firewall Simulator promotes continuous learning. Employees are kept aware and informed about evolving

cyber threats as a result.

An effective way to deal with the human factor in cybersecurity is to use the Human Firewall Simulator.
Organizations may dramatically lower the risk of falling victim to these scams and improve their overall

security posture by providing staff with the information and abilities to spot BEC attacks.

52



5.1.1 Summary of the objectives

1. Specific Objective 1: To identify various social engineering techniques used to compromise corporate
email.

The various techniques used by attackers were identified as well as how they are mitigated. These includes
Phishing, Spear Phishing, Pretexting, Baiting, Quid Pro Quo, Tailgating/Piggybacking, Impersonation,
Watering Hole Attacks, Reverse Social Engineering, Pharming, Tailored Malicious Content and Elicitation
2. Specific Objective 2: To investigate current email security solutions available.

The email security options available were investigated through qualitative desk-based research, where it was
established that the current email solutions available were not focused on turning employees into human
firewalls. See table 2.1

3. Specific Objective 3: To develop and test human firewall simulator

Human Simulator was developed and tested. This is clearly shown in chapter four. The researcher designed a
model that guided the development of Human Firewall simulator. The model was tested and results analyzed
in form of charts and tables.

In summary, the Human Firewall Simulator is a comprehensive tool that leverages simulated environments,
educational resources, and interactive exercises to raise security awareness among employees and protect
organizations against business email compromise attacks. By training employees to be vigilant and
knowledgeable about BEC threats, organizations can significantly reduce the likelihood of successful attacks

and safeguard their sensitive information and financial assets.

5.2 Conclusions
The research has a conclusive solution to corporate email security based on the simulator's results, with all

employees trained, empowered, and turned into members of the email security team.

Employees' minds are changed to take responsibility for securing the organization, therefore resolving the
issue of employees or humans being the weakest link in email security.

The simulator is to be updated with the latest techniques used by hackers to guarantee that company personnel
are up-to-date on the latest trends and are part of a global campaign to combat social engineering attacks. To
make this simulated tool successful, organizations need to bring better problem-solving skills, faster task
completion, competition that drives staff to excel at their jobs. Corporates should also strive to create an
environment of teamwork hence increase employee decision-making efficiency.In order to educate users
rather than train them (convert them to human firewalls), organizations and corporations should start by
organizing security-oriented incentives to motivate the staff to take this education positively. Either there is a
need to bring in external security professionals, as they are usually eager to get continuing education from
external professionals to add credits to their education. The organization should update its policies to
accommodate and reinforce rules for the employees to ensure that the tool is used regularly and actions taken

by users are not deemed a threat to organizational email security.
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In conclusion, the Human Firewall Simulator is a valuable tool for organizations seeking to enhance security
awareness and protect against business email compromise (BEC) attacks. By providing employees with
interactive training modules, realistic scenarios, and personalized feedback, the simulator empowers them to
become the first line of defense against BEC threats.

Through mandatory training, tailored modules, and a culture of security, organizations can foster a proactive
security mindset among employees. By simulating real-world BEC attack scenarios, employees can develop
the skills to identify suspicious emails, verify sender identities, and respond appropriately. The gamified
elements of the simulator engage employees and encourage active participation, while metrics and analytics
allow organizations to measure progress and adapt the training program accordingly.

By integrating the Human Firewall Simulator with existing security measures and staying informed about
evolving BEC attack techniques, organizations can establish a robust defense against this type of cyber threat.
The simulator acts as a critical component in building a resilient security posture, ultimately safeguarding
sensitive information and financial assets from BEC attacks. With continuous updates and a commitment to
ongoing training and awareness, organizations can mitigate the risk of falling victim to BEC attacks and create
a strong human firewall that serves as an effective defense against cybercriminals.

5.2.1 key assertions that drive this research to its effectiveness in improving an organization's

cybersecurity posture

1. Human Vulnerability:

The simulator recognizes that people are frequently the weakest point in a company's cybersecurity defense.
Costly security breaches can result from staff members' lack of awareness and vulnerability to social
engineering assaults like BEC.

2. Education is empowerment:

The simulator claims that teaching staff about BEC strategies and procedures gives them the power to play a
crucial role in the defense against such attacks.

Employees with better knowledge are more likely to recognize questionable emails and take the necessary ac
tion.

3. Realistic Simulations: The effectiveness of the simulator depends on the use of accurate BEC simulations.
Employees have a better grasp of the strategies utilized by hackers by being exposed to realistic scenarios that
mimic genuine attack methods.

4. Building Critical Thinking Skills: The simulator seeks to help workers develop their critical thinking
abilities. It cultivates a more skeptical and cautious approach to email exchanges by encouraging them to query
the veracity of emails, examine sender information, and consider the context of requests.

5. Continuous Learning: The idea put forth here is that cybersecurity is a continuous activity.

By gradually presenting new scenarios and obstacles, the simulator encourages continual learning and makes

sure that staff members are alert and capable of adapting to new risks.
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6. Practical Training: The simulator offers practical training in a secure setting. Without worrying about the
consequences in the real world, employees can interact with simulated phishing emails, assess potential
dangers, and make judgments. This hands-on learning experience strengthens knowledge and boosts self-
assurance.

7. Feedback-driven Enhancement: A key element is immediate feedback on how users respond to simulated
emails. This feedback process, it is claimed, fosters desirable behaviors and gives workers a chance to
constructively learn from their failures.

8. Customization for Relevance: It is said that relevant simulations are more effective at capturing workers'
attention. The simulator makes sure that the training is current and relatable by enabling firms to design
situations based on their industry, culture, and particular dangers.

9. Behavioral Change: The simulator's overarching objective is to promote behavioral change. It contends
that regular exposure to training exercises and simulations might result in a cultural shift within the company
where security-conscious conduct is embedded in routine operations.

10. Measurement and Accountability: According to the simulator, keeping track of and reporting on
progress is crucial. Organizations may hold workers accountable for their security awareness and pinpoint
areas that require improvement by assessing the performance of both individuals and teams.

11. Gamification for Engagement: Using gamification components suggests that competition and
engagement can serve as powerful motivators. The simulator promotes active participation and long-lasting
interest by making security training interesting and rewarding.

The Human Firewall Simulator builds on these claims to develop a thorough and dynamic strategy to improve
security awareness against BEC attacks. By addressing human vulnerabilities, fostering education, and
encouraging proactive decision-making, the simulator strengthens an organization's defense against this

pervasive cyber threat.

5.3 Recommendations
Eventually, the newly introduced and tested human firewall should be integrated into the already existing

email security mechanisms as the last line of defense, bringing about the new email security model shown

below in figure 5.1.
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5.3.1 Model integrating Human Firewall with existing email security.

The Corporate mail server manages and distributes
them on a network / Internet. An e-mail server
receives e-mails from computers and forwards
them to other e-mail servers. An e-mail server can
also send e-mails to client computers. one’s
computer at home or in an office MTA

Sender sends email to
1 corporate mail (
Xyz@jooust.ac.ke 2

The DNS server is a distributed
directory that resolves human readable
hostnames, such as www.dyn.com, to
machine readable IPs such as
50.16.85.102.

The internet through
which email is sent

Human firewall-the
last line of defense

6
Employees retrieves
the secure email
%4\ ’ .
................. . e |

7

Figure 5.1: Secure email flow integrated with human firewall (Researcher, 2023)

This diagram shows the flow of email from the sender to the receiver. The weakest link is the user, meaning
at the receiving point of the email, security goes wrong. Therefore, the need to create a firewall that helps
solve problems associated with social engineering attacks—for example, phishing is possible only with the
creation of a human firewall, which is the ultimate solution that has been lacking in the already existing
logical and physical security measures that have always existed. The problem that has been lacking in email
security is caused by human weakness. The human firewall introduces users to being part of the security
team by making them responsible for their actions, i.e., avoiding clicking dangerous links by identifying
them, flagging them, and being informed of the latest trends in attacks. This ensures security is tackled in
totality in the future, and any improvements from the recommendations above would make corporate email

€ven more secure.
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To effectively utilize the Human Firewall Simulator for enhancing security awareness against business email

compromise (BEC), consider the following recommendations:

1.

Human-Machine Synergy for Improved Defenses: By linking machine learning to the Human
Firewall Simulator, you present a comprehensive approach to cybersecurity training that leverages
advanced technology to enhance participants' abilities to counter BEC threats effectively. This
integration showcases the potential for combining human understanding and intuition with machine
learning's analytical power to create a more resilient and proactive cybersecurity defense

Implement mandatory training: Make it mandatory for all employees, especially those with access
to sensitive information or financial transactions, to complete the Human Firewall Simulator training.
Regularly schedule refresher courses to reinforce the knowledge and skills learned.

Tailor training to different roles: Customize the training modules and scenarios to align with specific
job roles and responsibilities within the organization. This ensures that employees receive targeted
training relevant to their work and the types of BEC attacks they may encounter.

Foster a culture of security: Emphasize the importance of security awareness and the role every
employee plays in protecting the organization. Encourage open communication and make reporting
suspicious emails or incidents a priority. Reward and recognize employees who actively participate in
training and demonstrate strong security practices.

Provide real-time feedback: Offer immediate feedback and guidance to employees as they navigate
through the simulator. This helps them understand their strengths and weaknesses, allowing for
continuous improvement. Incorporate personalized feedback and recommendations to address specific
areas of improvement.

Simulate real-world scenarios: Develop realistic BEC attack scenarios within the simulator to expose
employees to various tactics employed by attackers. This could include scenarios involving urgent
payment requests, vendor impersonation, or executive spoofing. By experiencing these scenarios in a
safe environment, employees can learn to identify warning signs and respond appropriately.

Engage employees through gamification: Gamify the training experience by incorporating
leaderboards, achievements, and challenges. Encourage healthy competition among employees and
departments, motivating them to actively participate in the simulator and improve their security
awareness.

Continuously update the simulator: BEC attacks evolve over time, so ensure that the Human
Firewall Simulator stays up-to-date with the latest attack techniques and trends. Regularly update the
training modules and incorporate new simulation scenarios to reflect emerging threats.

Measure and track progress: Implement metrics and analytics to measure the effectiveness of the
training program. Track employee performance, completion rates, and the number of reported
incidents. Analyze the data to identify areas for improvement and adjust the training content

accordingly.
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10. Integrate with other security measures: The Human Firewall Simulator should complement other
security measures within the organization. Integrate the training program with existing email security
solutions, multi-factor authentication systems, and incident response protocols. Reinforce the

importance of following security best practices in conjunction with the simulator training.

Stay informed and adapt. Stay updated on the latest trends, best practices, and countermeasures related to BEC
attacks. Regularly assess the effectiveness of the human firewall simulator and adapt the training program as

necessary to effectively address emerging threats.

By following these recommendations, organizations can maximize the impact of the Human Firewall
Simulator in enhancing security awareness against BEC attacks and fortifying their defenses against this

prevalent cyber threat.

5.4 Future Research Work
There is a constant need for innovation in security awareness training as the threat landscape changes and

technology progresses. Continuous study and innovation in these fields may result in the creation of Human
Firewall Simulators that are more efficient and adaptive and that better equip people and organizations to
protect themselves from the evolving threat of Business Email Compromise. Here are some prospective study
topics for the future:

1. Evaluation of Effectiveness: Conduct extensive research to assess the Human Firewall Simulator's long-
term efficacy. Examine how the simulator affects fewer BEC incidences, user behaviour trends, and
calculating the return on investment for businesses.

2. Integration with Security Operations: Investigate how the simulator can be integrated with a company's

security operations centre (SOC) to facilitate quick incident response in the event of a real BEC threat.

5.5 Summary of Chapter Five
The threat of business email compromise (BEC) continues to pose a significant threat to organizations,

prompting the development of the "human firewall” concept. This paper introduces the Human Firewall
Simulator, a proactive approach to enhancing security awareness and preparedness among employees. The
simulator immerses employees in realistic BEC scenarios, guiding them through decision-making processes
to identify potential threats. Interactive modules cover various stages of an attack, including recognizing
suspicious email addresses, verifying sender identities, and handling requests for sensitive information. The
simulator's customization and continuous learning capabilities ensure its relevance in the face of evolving
threats. The Human Firewall Simulator is a pivotal step in mitigating the risk of BEC attacks by providing
hands-on experience and immediate feedback. It empowers employees to become vigilant defenders against
social engineering tactics, reducing the likelihood of successful BEC attacks driven by human error. It
complements technical security measures by addressing the often-overlooked human element, aligning with
the principle that security is a shared responsibility. Organizations should integrate the Human Firewall

Simulator into their existing security training programs, regularly assess employees' progress, customize the
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simulator to reflect industry-specific BEC scenarios and challenges, introduce incentives or rewards for
employees who consistently excel in simulator exercises, encourage senior management participation, and
continuously update the simulator to address emerging BEC tactics and trends. By investing in this innovative
training tool, organizations can significantly strengthen their defense against BEC and similar social

engineering attacks.
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APPENDICES

APPENDIX 1: Communication from XYZ University webmaster
Fimbra dokumu@ll ke

Fake #2701 77 email communications

From rivinSnyaio=lanyeagaPissusidn> Fri, Oct 26, 2018 10:28 AM
Subject : Fake X98UEF emall communications

To : saffmembers <staffmembersijoaustascke>
Dear Staff Mambears,
Please treat al emal communicalbon regardng JEERGT services tha! do nal ongnale from a
genuing JOC email address as HOSTILE. Report such communication to the ICT
Directorate immediately, in order for us to take acton.

Pleasze ses the example below:

AR R TR R R E SRR TR E TR T rR eREeEe i e ey

===== Forearded Message -----

From: “Bieswsheaielss™ <patodirector@mids.ac.ins
Sent: Friday, October 26, 2008 12:24:37 AM
Subject: New Security 9.5 Update

r—_-.-_ e ——

Important!

According to ocur records, this account has not been ugraded to the new WebMail 9.5
for Advanced securlty features Klndly wislt the aesber service area or Sign In teo
upgrade irmediately.

hittp://zmomncnao.tik)/ Sign In to upgrade immecdiately.

aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa Disclaimér: The Informatlon contalned in
thiz e=mail including attachments iz confidential information intended only for the
addressee(s).If you have recelved this comunication in erro-~,pleaie notify us and
delete or déestroy any coples.

Emd Regards,
HIEDEUWREg0.
Directorate of ICT
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APPENDIX 2: Coding for the program

Login code
1 <iphp
z neluda | pe s | 7
3 FAALORLAERREL -
4 locoz—-"";
X if (5 SERVER ["EEQUEAT_METHOO") ——=—FCaT1%] |
& fiamarrang and paggeord sent from focm
B8 SBRRARGEIARR=— BMAT R SRR (5 F_FOST[ "wea-mama” ]}
3 EBFRAAERARA— DA R AR A EARE (50 F_FOST["passwosd” ]}
10
11 §8g)—= "SELECT id FROM admdin WHERE wsa-nane - ° BOdliebrame. =od
_E:.i!!:dﬂ -
.
ST
L
e
12 Sreselt = pyRgll aRery (Edb. S8ak)
13 Srooe = BRI TALCEAREERY S eaint b MRl . ARRRG) -
14 Sarctiid — Boowlactiva"];
1%
16 Sooent = myRall NN RAME. Goesult);
:E: FELL zesult matched SRoouilesiale. 200 QxRS SsARS. table cow Omut ba
1l =zow
13
20 Af[Senant — 1]
z1 £ BRARLORaARTALER "B AR DARe ) ¢
22 F_SESSION [ loghieiis | ——SHoRasniles
23
24 haodar [“1002t100: GRARASRARRD ] ¢
25 —alan |
ZE FRccic = "Itme Loqgin Hane oc Fasgwocsd is lowalid”;
T =
28 =+
28 2>
30 <himl>
31
3z <haad>
33 Bl b ?
3l ctitlerLagin Baga</titlax
ek
35 watyla = - UUaRtSgaR T
T Zumcd L
38 LonbofamllycAniel. Balvatica, sans-sarif;
339 font-alma: 14pu:
40 background-insoe: yrl{ by jpg")
41 —1
4z lakhal |
43 - L] '
44 width: 100pe;
4% font-sima: 14px:
48 —1
7 e |
4z herdarc2EEEEE5 solid lpe;
43 1
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50 fatylar

51

5z i haads

53

=4 <body Lgnales - "RFFEEEE">

s

k1] Lty S1femn — "oantorE” >

T e gfala — "width:300pe: border: solid lpe §333333: " align —
"Lalft">

5E gdix otele — "hackground-color:$333333; color: §FFFFET:

padding: Zpe : "rFhrLoging oo/ diae

L]

&0 €dix otele — "marglin:30pe”s

81

Bz <fapm Setioe — "7 mathod — "poatTr

63 <labal+IaaxMats: <ba/ 7o/ labal>€inpat faone = "tawt” nama -
R EE T T T

olass = "box r<hs Jbs S

E4 <labal>Passwerd: <he/>< labalrcinpot fane = "password”
nama -"pagauward” clago - "box” frCheSache S

6% <ifpmt Tora - "gobmdit" valwa — " Submit " Sabe 7
14 </ focmr

ET

3 wdie afyla — "font-siza:llpe: colse:focd00D: margin-
tap:l0px” ><fphp acho

fR=enes Brc/divs

K]

T LAl

'-_ < idiew

T LAl

TE </bady>

77T L fRtml>
Analysiz Code

1 <7php

2 o8 5 kg 37 ol <L o1 H

3 Llecluda [ GRRARARER ) 7

LR

5 <html>

S

<

k

"

a

-]

>

] titlazfialcoms BEandsghas-s titlas

3 <ifd ssn- "headar pg” style—"wildth:100% :halght:150pe:">

10 <atylas

11 —selastBanl
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1z bordar-radins: dpe hordar:1pe 3olid $RAARAB.LACEIEAMDE: Done repeab
scrsll 0 0 FFFFEEE:

13 background-color: geledah: haight: Z3pe:

14 _}

iy — navhar a:hovar |

15 background: $d44:

17T colok: black:

iz

13 __neuhar o |

Z0 Flesat: laft:

ZL dlgplay: hlack:

2z colar: PEZEILZ:

23 taxt-align: cantar:
24 padding: ldpx 1Epx:
25 tadt-dacoratlon: Do ¢
25 font-aloa: 17p=;

T =

28 _neubar [

z29 oraE o hiddam:

30 background-ocolar: 333
31 Taop: D3

3z wildbh: 100%:

22 3

34 <fatylar

35 </ hazdr

36 “hndy>

T Shie mlse—"navhar">
38 A LERA " SR PR FEetup Tast BRMLoERReDET/ >
33 AR HRAE AR FAnalysla</ay
40 S GERA " MRRATR R F TNV ta s ax

41 T lERh — " hedAh ERE 7800 Out< ey

42

43 </ divr

44 Ealact tashoods foX which you want to view analysia:

45 <focm astion—"<7-5_SERVER["FHEE_SELF']; 7+~ mathod-~post=7

45 <g@lort nome—"faatoadn” class—"gakactBoR

T <iphp

48 Fgnary = "selact distinet [RARGEER, T=0N GeRARbSRRAGE 7

43 fzamalt = gEadlhANeER (Sgh Bgeesyl -

50 whila [S=2wd - RSl SALGRLATERY (Foeaultl)

51 —L

5z 3

53 <optien —slaa—"<iphp echo Szows [ GRALGeRR |7 777 =<izhp acho
Brows [* fiihiadh
"eEr<soptionz

T4 <iphp

55 -3

55 3=

L </salects

L1 <impuit tyme—"gubmit” nama-~submdtT e lua—"BRAALERT ¥

53 </ fozmw

&0 <7php

&1 Af (4aamk(5_POST[ submit®]1}] {

62 frastesdal = oARLLKRELAAGAERLAERARG (S8R S_BIET L Ghnameni

&3 -1

g4

EX Fouaryl—_"sela~t distinet gonid from answac whase baRkoodm, — ©

dhagtendal " "
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E& Fouary?="selant gpuld CRMME(*F 2o totzl from answds whacao
BRI Bt 202 LhRneeeR, — T ftastoodal” GROUF by ggnie EAVING total

3%

&7 Bruaultl = syaalblogiery (54b, Sgquasyl);
58 Brosultd = BUARLL MY (510, Squasyd) ;
59 FLRRALBRR= BHARL L. SRS (Fresultl] ;
D Erassed - guagld nnm o rawe. | Fsasultl);
T1 Efailod — SEatalesm - Spassed ;

7 =

13 specipt *ypo—"tart/ JERRACEARL"

=rn="HEEpd'! S www.Jatatle. comfocharta/louda
E.ja"rsxfupcipts

T4 wEoonms tece="Raxt/ JaMaseahEE T

5 SRR AR R AR " Cuszant ", ["packages’ ! [ GomRebaRk 110
T8 LarFn ke A A F R A e R ad | SRR TR
77
T8 fomotion dezmlhanhll |
73 EAT datc = QoA RS R SRR [ [
BD ﬁ‘aianinl IEiIJEII] .
EL <Iphp
8z PE Y T PRy TT T I Pl
B3 PP A R PE TN PO PP
24 >
= —1}:
28 mAr aptiong =
g7 title: "Humhoe- oF gEploype@sdl whe passed tast:
2B 3
g3
an Ay k-t = OEw
L ER AR AR RE AR FRATRRAR U srmmarinns 115
31
3z Shart-drawidata, cotions) @
33 |
34 </aoripts
35 il ta-"plachart” Style—'width: S550px; halght: 400px:
35 poaition: ahsolota:
37 top: 2S0pac:
3E laft: Sopa:

35 o dier
100 <iphp
101 FQuaryd = "select BRRARYERIRI*} as total from answds whace
SRR renrEaA, =0

tEShoalR—= 'ftegtoodal’ and moda — "link' CROOP by gRRALT 7
10z frauelii o SYAILh ANGREFOD. Byeasyd) ;
103 ELIANETR—= BUARL . ANLEANE (Eaaultd);

104 fE2fa = ILLTRIATE T TLRLRATES
108 _3=

108 waecint tome—" et/ JaNARCRARET
bepo—hbtpa: ffwww.gatatic. confohartaflonder. & "t farcipts

107 <mosipt tene-"bart/JRNRSRRARE T
108 SRR AR R AR AR Cumzent ! [ packaces ' [ inaRaten 110

108 RS EAR S AR bbb AR SR LGSR [ dsARRDSRR]
110

111 fonetion deaethanhll |

112 EAT A3t3 = QoSG AT AR AR R AR R A TR [
113 L Dbl o ' £ CLick'],

114 <7php

115 @cha " [Click’, ™ S1iAKemm-~1.":
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115 aoha " WHEEY 't G e B RS - ]
117 i

11E 1}

115 WAE sprisng = |

1Z0 titla! "Muxhar af coployees who will click on tha malicdos
limka®

121 1

123

12z =my chot = oEw

(AR b PR B LR BRREBR [ Biachastl ")

1z4

1zs shaEbefnamldata, cptiona] !

1z& —3

1z7 </aczipts

1zE wdia fd-"plachartl™ otyle—"width: S50px: halght: 400px:
1z9 poaltion: absolobta

10 top: Z50pa:

131 laft: SShpe;

13z Trefdiee

133 <7Tphp

134 Suaryd = "selact gomid PRIt 2 total from anseeds whaso
S eyt m and
LeahoaiR = 'Stentoodal ' and mode — "attachment®' CRODP by gBOAA" 7
135 Eresulti - BYARLhENREEISHED, Egeazyd) ;
135 EbhAChARE-= BUARLhARERSREE Srasultd) ;
137 LLrAR A== ToRRRLERE T FRm e
1z 2>
133 <se-int tene-T et A JANASGRADE
bse-"hEbpa: ffwwW.gatatlic.comnfehartofloadar. & "s< aocipts

140 <Eocint teco-"taxt/aNREREARL T F

141 FRRRL B AT AR Cussent, {Tnackaces [ GomRmarean 11
14z RS R e B R R = T

143

144 fonotion Jeamaieak (1

143 EAY S2T2 = Qi EaRe FrA A AR PR AR R R R B A L
148 L BeR AR "t Download® ],

147 <Fphp

14E @rha [ Download’, " SabhAchamn- =1.

145 @oha [ Hor' 't Dowsload® ™ | Soodnatdand -]

150 iz

151 —11:

izz mAr oprisng =

153 titla: "Muomhar of enployees who will download thae dangastns
arttacrmenta’

154 L

155

155 FAY ~het = oEw

(AR R BB BPRRSBAA | ' PiachastZ ] ) ¢

157

15E shaEbefnamldata, cptiona] !

1xs —3

1&D </aczlpkts

1s1 i fa-"plachart?™ style— "width: SS50px: halght: 400px:
1&Z poaltlion: absolota

153 top: GO0p;

184 laft: Spa:

1&8% "Fdivw
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158  <iphp
187 Fhuasy®S = "aclact gEnid- Rl as total from answds whiaco
S - A,
CEOLootR—= 'Stamtoodal’ and mode — "email’ CHOOP by gRO.AA” -
158 Sresulti - BUARLRANREE( 50D guecyd) ;
1s3 T R e R T e N L e o MR TR =S
17D B RREe == SRERARR T SRR
1TL 3>
172 cacsint tomo-"towt/JANASERARE.
Beo—"hitpa: ffwww. gatetic. confehartafloadar. & " fancipt>
173 <arneipt fore-"tartSIaNRRcRARET >

174 R AREFR R Cuzant |, ["packagea” [ GesRliaan 11 !
178 RSB A e AR bR AR SRS, [ driaaasn) |

17s

177 fanctinn Jeawoieas 11

178 EAE dats = LosEhieF ARtk At AR b AL TR R DAL [ [

173 — L BRRlarm i diog "t Eaply” ],

120 <iphp

181 acha " [ Reply’ .~ . SERALIERE- "] - 7

12z acha " ["Woey 't Baply', " . BOGsRDL®-"1. "7

133 T

124 —1}:

13 mAr spriong = |

185 titla: "Mumhar of eoployess who will -aply to phishing emails®
187 1:

128

185 Ay chacot = DEw

(R RSB RR b BPRREBRAR | 'Piechast3 )] ;

130

131 Shart-Aramldata, sptions):

13z —1

133 </aocipts

134 €diax tA-"plachart3” style—'width: S50ps: haight: 400pe;
13% poaition: aheolota:

135 top: GO0

137 laft: SShpa;

138 Tae/divw

133 <iphp

EO0  Famarame = [fpassed + Speplambkrad. t SEaLe + SOQARADRE | S4s
201 fefawzr-b — SEabalemn - GadvarzagRr
20 _3I>

Z03 wecsipt Fome-"bawt  JANAICRARE"
Eeo-"hEtpa: ffwww.gatatic. coanfohartaflondar. §s "scfandpts

204 <soript tyne-"tert/JANRBERARLE T

205 FERALE AT ARl | Cussent ' [Tpackaes ' [ GomRamenns 1)
208 IrEakormh A AR AR AR AT | SFRRRIERR ¢

207

208 Lanetion Sesmeenk (11

209 AT _ASTE m Gons ] e T A i b P e P b i e e e, [
21D i B~ Rl 1 =1, =T -y [

Z11 <Iphp

212 b " [ G B RRaR - T -

2'_3 ﬂEtE ﬂ[lu:i i il L j E ﬂi i i_ﬂ]r'l'.;

214 —2

215 =k}

216 Eay somcoen o= |

217 title: "Iepeosoe Swo-amass of the ColRGreRdiraaiet,

Z21E =k
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215

220 Far obho=t = D
(B RRRER BB R L BRRA B  Diachaztd })

ZZ1
222 ehartranmedata, ocotiong] !
223 —3
2Z4 </esecipts
228 Allae fa-"plachartd™ style—"wildth: SS50px: halght: 400pa:
2I8§ poalition: ahasolonta:
227 top: SZ20px:
2ZE lafk: SOpa
2Z8 "rrfdiey
230 e id-"roport” style-—"
231 poalibion: abselota:
23z top: 3T70pa
233 lafk: SDOpx:
234 >
235 < Tpho
TIE6  Sdcomload=_selact HREASLERRR ") 25 BRRReseR R R satiee, [T00 ndwas
whE=g

SR AR AP, S~ AEToodal’ SECTE Do Gomagc s
237 FlomREAALT— BRI L ARG 50k, Fdownload) ; T

23E <fanlg FnsdAge—"2" gtyle— "backgroupd-color: FOCDCDC: coloar: SFOO0000:
margin: 0 aubtas:™ >

233 SRRAST
240 <he_Bonlayos Wisa Easulbt </ bx <Delrthz/>

241 <bex

242 “LhrErnlnyad 1d< /Lo

243 <hprHa of right aoswars-</ Lhr

244 <tz

243 </ GhRRA>

246 <SR

247 <7php

Z4E hila. Sriw - SHATLARECRLARARR | SoomRaRERAL | 1
248 by

250 =z

231 <tdr | Srow ] "apnld’ Ll td

Z5E sodz [Erow " SoadRt s RARLEARABIRL | | </ b

233 <ft=x\m" 7

254 —%

255 —

256 </ SRRy

257 < ftablazx

258 <7pbo wpall hate SR - T

235 o divr
TE0 </ body

281 </ hitml>
ZEZ
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APPENDIX 3: DOCUMENTATION AND MANUAL
Installation Guidelines

Windows Installation Manual

1.Go to https://www.apachefriends.org/download.html and download XAMPP.

2.Follow the installation instructions on the screen. It this takes care of setting up the web server and MySQL
database for you.

3.1f you don't want to utilize XAMPP, any web and a standalone installation of should work.

4.Start the 'Apache’ and 'MySQL'" services in the control panel once you've accomplished steps 1 or 2
depending on your preference.

5. In your browser, go to http://localhost/phpmyadmin/ or http://IP/phpmyadmin/.

6.Click on 'Databases,' and then create a database called phishadmin.

7.Click 'Import’ and choose the file phishadmin.sgl from the /sql /phishadmin.sql folder.

8.Finish the configuration by copying the accessible source code here to the folder.
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APPENDIX 5: Ethical Review Letter

JARAMOGI OGINGA ODINGA
UNIVERSITY OF SCIENCE AND TECHNOLOGY

DIVISION OF RESEARCH, INNOVATION AND OUTREACH
JOOUST-ETHICS REVIEW OFFICE

Tel 057-2501804 P.O. BOX 210 - 40601
Email: ere@jooust.ac ke BONDO
Website: www jooust.ac ke

OUR REF: JOOUST DVC-RIO/ERC/ES 21" December, 2021

Okumu Daniel Onyango,
1152/4262/2016

SHS

JOOUST

Dear Mr. Okumu’,

RE: APPROVAL TO CONDUCT RESEARCH TITLED “HUMAN FIREWALL SIMULATOR
FOR ENHANCING SECURITY AGAINST BUSINESS EMAIL COMPROMISE”

This is to inform you that JOOUST ERC has reviewed and approved your above research proposal. Your
application approval number is ERC/21/12/21-03. The approval period is from 21 December, 2021 — 20~
December, 2022.

This approval is subject to compliance with the following requirements:

1.

1L

il.

v.
Vi.

vil

Only approved documents including (informed consents, study instruments, MTA) will be
used.

All changes including (amendments, deviations and violations) are submitted for review and
approval by JOOUST IERC.

Death and life threatening problems and serious adverse events or unexpected adverse events
whether related or unrelated to the study must be reported to NACOSTI IERC within 72 hours
of notification.

Any changes, anticipated or otherwise that may increase the risks of affected safety or welfare
of study participants and others or affect the integrity of the research must be reported to
NACOSTI IERC within 72 hours.

Clearance for export of biological specimens must be obtained from relevant institutions
Submission of a request for renewal of approval at least 60 days prior to expiry of the approval
period. Attach a comprehensive progress report to support the renewal.

Submission of an executive summary report within 90 days upon completion of the study 1o

JOOUST IERC.

Prior to commencing your study, you will be expected to obtain a rescarch permut from National
b ission for Science, Technology and Innovation (NACOSTI) https:oris nacostt go ke and also obtain

or, RIO  Director, BPS Dean, SIS
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