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Abstract 
Cybercriminals exploit the weakest link in an organization's security, targeting CEOs or CFOs through 

business email compromise, or CEO fraud. These attacks primarily involve social engineering, tricking 

employees into committing security-compromising acts. Cybercriminals often pose as senior executives 

or vendors, transferring money, publishing private data, or installing malware. The impact of these attacks 

is significant, causing businesses financial setbacks, reputational damage, and legal repercussions. The 

attacks can lead to CEO fraud, email account compromise, and other security-compromising acts. Despite 

the importance of technology defenses, human involvement remains crucial in the success or failure of 

attacks like Business Email Compromise (BEC), which exploits human weaknesses and poses a 

significant threat to enterprises. The research introduces the Human Firewall Simulator, an interactive 

training tool designed to enhance security awareness by allowing staff to detect and respond to (BEC) 

threats. This dynamic platform allows employees to interact with real-world scenarios and engage in 

active learning beyond traditional classrooms. The simulator is the methodological approach that offers 

immediate feedback and guidance for correct decision-making, promoting an iterative learning process 

and extending beyond conventional awareness training by addressing the need for contextualized, 

customized, and adaptable approaches. Participants are tested on identifying fraudulent emails and 

suspicious behaviors through scenarios resembling real-world BEC tactics. The simulator uses data 

collection and analysis to study participant behaviors, identifying susceptibility patterns and progress over 

time. This data-driven insight improves training modules and targeted interventions, enhancing security 

awareness programs' effectiveness. A simulated assessment of email security attacks revealed a low 

success level in pre-assessment due to lack of awareness and training for employees. However, post-

assessment showed a high success level, as employees turned into human firewalls took proper actions, 

such as flagging and not clicking malicious links. This suggests that training and awareness programs can 

significantly improve email security in organizations. The organization should update its policies to 

accommodate and reinforce rules for employees to ensure that the tool is used regularly and actions taken 

by users are not deemed a threat to organizational email security. In the end, the Human Firewall Simulator 

fosters a vigilant culture within enterprises. Participants leave with a better understanding of threats, 

stronger reaction skills, and a sense of empowerment regarding BEC attack defense. In order to reduce 

the growing threats posed by BEC in the digital era, this research pioneers a unique paradigm in 

cybersecurity education that embraces experiential learning, personalization, and adaptive training 

approaches.  
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Definitions of terms 

 

Artificial intelligence is the computerized simulation of human processes, for example, the acquisition 

of information and rules for using information, the reasoning using rules to reach rough conclusions or 

final conclusions, and self-correction.  

Business email compromise is among the most financially destructive online crimes. It takes advantage 

of the fact that so many of us use email for both personal and professional transactions. 

Corporate Email: Corporate emails are those email addresses that usually include the business name or 

brand of a company or business. This is obtained thanks to the fact that the company previously obtained 

the necessary internet domain to generate the different email addresses it requires.  

Cybersecurity is the protection of connected systems, including hardware, software, and data, from 

cyberattacks. In a computer, security includes cybersecurity and physical security, both of which are used 

by companies to protect against unauthorized access to data centers and other computerized systems. 

Firewall is a network security device that regulates network traffic according to established security rules. 

A firewall is a device that separates a trusted internal network from an untrustworthy external network, 

such as the Internet. 

Fraud is a willing deception to secure an unfair or unlawful gain or to deprive a victim of a legal right. 

Hackers refer to this attempt to corrupt digital devices such as computers, cell phones, tablets, and even 

entire networks.  

Hacker: A person with highly developed technical abilities and an in-depth understanding of computer 

networks, systems, and software is referred to as a hacker.  

Human firewall: refers to the users, staff, or members of an organization who follow good practices in 

order to prevent attacks or data breaches by reporting any suspicious activities, i.e., by flagging or deleting 

suspicious mail or ignoring them. 

Machine learning is an artificial intelligence application that provides systems without explicit 

programming with the ability to learn and grow naturally through experience.  

Malware is any program harmful to a computer and the user. Malicious software includes computer 

viruses, worms, Trojans, and spyware.  

Penetration testing, also known as penetration testing or ethical hacking, consists of testing a computer 

system or a web application to find vulnerabilities that an attacker could exploit.  

Phishing is the fraudulent attempt to obtain information such as usernames, passwords, and credit card 

details by pretending to be a trustworthy entity in a communication.  

Simulator is a program or device that, like a flight simulator, generates a virtual representation of a real-

life environment for the purpose of training or experimentation.  
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Social engineering refers to the psychological manipulation of people so that they perform actions or 

disclose confidential information. This differs from social engineering within the sciences, which does 

not contain the disclosure of confidential information.  

Spammers: the use of messaging systems for unsolicited messages, in particular advertising, and then 

sending messages to multiple people on the site.  

Spoofing is a situation where one person impersonates another in order to gain an illegitimate advantage.  

Webinar is a seminar or other presentation that takes place over the Internet, allowing participants from 

different places to see and hear the presenter, ask questions, and sometimes answer surveys.  
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CHAPTER ONE: INTRODUCTION 

1.0 Introduction 
This chapter introduces knowledge in this research area, giving a basic idea about this study area to enable the 

reader to understand the need for the study. 

1.1 Background of the study 
The bad guys are quite inventive; they pose as organization leaders, demand documents, or ask payroll staff 

to deliver money to bank accounts.   Due to the penetration of business email, often known as CEO fraud, the 

FBI estimates that their efforts were worth approximately $12 billion. Only layered controls and non-technical 

security can effectively defend against these kinds of phishing assaults. (FBI, 2016). A significant factor in 

the rise in cyberattacks is the Internet's immense development, commercial connectedness, and network, as 

well as the vulnerabilities that follow from these. Over 1 billion emails sent over Gmail were examined by 

Google Research, and the findings are really intriguing: Phishing assaults are 6.2 times more likely to target 

corporate emails than personal ones, and rogue accounts are 4.3 times more likely, yet spam is only 0.4 times 

more likely. (Sjouwerman, 2017). Which indicates that the phishing approach is now the attack's primary 

focus. Attacks continue despite the defenses in place against commercial email fraud, particularly those using 

social engineering (91% of all cyberattacks start with phishing). (Gatner, 2017). Some of the most frequent 

and worst errors that employees make to create broken links are giving sensitive information to people without 

authenticating their identity and access privileges and allowing a stranger within an organization without 

authorization, which is an example of why there is a need for a human firewall. Sensitive information with a 

monetary value can be found in corporate inboxes. Phishing targets businesses engaged in banking and 

entertainment the most. Attackers appear to target organizations based on their size, kind, and activities. 

(Akamai, 2017). Building a human firewall may sound very similar to team-building and motivational 

activities that help employees understand how important they are to the success of the company. You are 

essential to business security! (Proteck, 2017).  With phishing attacks, companies cannot deploy security 

technology quickly enough for remote cybercriminals, which is why the ultimate protection is a combination 

of security technology and a human (Comtech, 2017). While computer security technology tries to spam and 

block most emails, cybercriminals use social engineering to target unsuspecting recipients. Criminals send 

spoofed emails with links that use existing business or person names to extract sensitive information, such as 

computer login details or personal information. These emails containing malicious links often bypass the usual 

security measures and are therefore difficult to block. Combining the human firewall with the already existing 

strategies is a more balanced and proactive approach to preventing BEC fraud, and if companies fail to adopt 

this strategy, then cyber criminals have already won. Despite very strict data compliance standards, 

tremendous technological innovation, and increased corporate investment, data breaches are escalating 

(Sadler, 2021). Previously, security solutions focused on the machine layer of an organization: network points 

and devices, which primarily provided blunt protection. The most popular security tools in recent days have 
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focused on perimeter protection by managing terminals and fixing vulnerabilities in the system. But 

cybercriminals no longer target infrastructure, but humans. 

It is the distracted user who clicks on an email attachment or the impatient customer who fills out information 

in a pixel-perfect phishing page that is vulnerable. It is becoming increasingly evident that regulators and users 

need to be at the center of strategy when building an approach to cybersecurity in the age of highly 

sophisticated attacks. (Mark Guntrip, 2020). 

Phishing emails contain more contextual information to increase the chances that a recipient will be victimized 

(Jason, 2012). For example, attackers can include information important to the personal or business interests 

of the recipient in order to increase the chances of the recipient responding. Such attacks are more and more 

deployed by criminals who aim to commit financial crimes against specific targets, corporate spies who steal 

intellectual property and sensitive information, and hacktivists who aim to draw attention to their cause. 

(APWG, 2014).  This solution goes beyond IT; it requires the cultivation of a fresh mindset among employees 

around cybersecurity, motivated by more than facts and fear, by continually raising awareness and instilling 

secure actions and decisions at the forefront of the company culture. There are three key elements for building 

an effective human firewall: making people care about cybersecurity, building awareness and knowledge, and 

measuring and monitoring (Schablik et al, 2017). A human firewall involves educating individuals within an 

organization on how to handle their emails, that is, when to click on a link or open an attachment and when to 

remove it. Education should involve all levels of the organization, not just treat safety training as a compliance-

based "checkbox" (Orlando, 2018). There is a lot of debate about the value of safety training. We train users 

not to click links in unexpected emails, but they do so even after hours of training and publicizing the risks. 

Spear phishing in particular is a risk that is difficult to explain for many end users due to the nature of well-

designed emails and social engineering. Educating users is normally a one-time effort or is rarely directly 

related to the experience of users in their inbox, thus minimizing human error and preempting human nature 

(Marcos, 2014). Hackers and spammers exploit human nature through social engineering to gain their trust, 

for example, by manipulating users to click malicious links in e-mails that appear to be from legitimate ones. 

Phishing is another attack method that tricks the user into clicking the link. Since some staff may invariably 

click unsafe links, an important extra layer to protect users who accidentally or by choice do not follow the 

training and guidance is required. So, when you can get a firewall to protect your network and endpoint 

detection and response to protect your devices, how do you then protect your organization from such staff? 

The security of the human layer is the ultimate requirement. meaning there is a lack of inclusivity of behavioral 

approaches into the already existing security mechanisms. This is why a combination of human firewalls and 

others, including sophisticated mail gateways, is the best defense to deal with these threats. (Nabila, 2019) 

The background study for the development of a human firewall simulator to enhance security awareness 

against business email compromise (BEC) attacks focuses on the evolving threat landscape of BEC attacks, 

the limitations of traditional security awareness training, and the potential benefits of experiential learning and 

simulation-based training methods. BEC attacks represent a formidable and rapidly growing threat to 
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organizations on a global scale, causing significant financial losses and reputational damage and exploiting 

human vulnerabilities within organizations. These attacks are characterized by their adept use of social 

engineering tactics, where cybercriminals manipulate human psychology and organizational dynamics to 

achieve their malicious goals. The BEC threat landscape highlights the severity and complexity of the threat 

landscape, including financial impact and reputational damage, social engineering techniques, manipulation 

of employees, unauthorized actions and information disclosure, impersonation of high-ranking executives, and 

exploitation of relationships with trusted vendors or partners. Detection challenges are also significant, as BEC 

attacks are crafted to evade traditional security measures. Human vulnerabilities in cybersecurity are 

increasingly recognized as a critical factor in the cybersecurity landscape. Cyber attackers skillfully exploit 

psychological biases and cognitive weaknesses inherent in human behavior to achieve their malicious 

objectives. These vulnerabilities include exploiting psychological biases, cognitive weaknesses, phishing and 

social engineering tactics, human error and lack of awareness, insider threats, and the complexity of cyber 

threats. (Datta, 2021) Addressing human vulnerabilities requires a multifaceted approach, including 

comprehensive cybersecurity education and training, to equip employees with the knowledge and skills to 

recognize and respond effectively to various cyber threats. In conclusion, the role of human vulnerabilities in 

cybersecurity cannot be underestimated. As attackers capitalize on psychological biases, cognitive 

weaknesses, and the potential for human error, organizations must recognize the importance of education, 

training, and fostering a culture of cybersecurity awareness among their employees. By understanding these 

vulnerabilities, organizations can implement strategies to mitigate risks and strengthen their overall security 

posture. (Acquaye, 2020) 

1.2 Statement of the Problem  

Organizations face a growing and complex threat from business email compromise in today's interconnected 

digital landscape (BEC). BEC attacks prey on human weaknesses, employing social engineering strategies to 

trick staff into disclosing private information, sending money, or carrying out malicious deeds. BEC persists 

as a problem despite advances in cybersecurity because of its unpredictable strategies and the frequently 

unintentional participation of employees.  

Conventional security awareness training is necessary, but it frequently falls short of enabling staff to 

recognize and effectively counter the constantly changing BEC attack landscape. The development of the 

critical skills necessary to recognize increasingly complex phishing attempts and fraudulent activities is 

hampered by static presentations, theoretical content, and a lack of immersive experiences. To protect their 

sensitive data, financial assets, and reputations, organizations must close this critical gap in their security 

strategies. 

Additionally, many awareness campaigns are generic in design and do not take into account the variety of 

organizations, industries, and attack methods that BEC attackers use. It becomes difficult for employees to 

apply theoretical information to real-world situations due to a lack of customization and context-specific 

training. 
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A transformative solution is needed to enhance security awareness against BEC attacks. The research problem 

addressed by this study is the growing cyberattacks targeting businesses through corporate email and social 

engineering methods that result in massive financial losses for companies worldwide. Employees are the most 

vulnerable line of defense and should be part of the messaging system in case attackers pass technical filters. 

This is the reason why there is a need for organizations to create a "human firewall" as soon as possible because 

hackers are getting away with millions of shillings (Sjouwerman, 2017). By designing, developing, and 

evaluating a Human Firewall Simulator using experiential learning, customization, and data-driven insights. 

Employees are empowered to become effective defenders against BEC attacks, addressing the shortcomings 

of traditional security awareness training and mitigating risks in the digital age. 

 

1.3 Research Gap  

The gap that exists in email security is the lack of inclusivity of behavioral approaches (solutions to social 

engineering attacks) into the already existing security mechanisms to enhance email security design. 

1.4 Main objective 

The main objective of this study was to develop a human firewall simulator for enhancing security awareness 

as the last line of defense in email communication against business email compromise fraud. 

1.5 Specific objectives 
In order to achieve the main objective of this research study, the following specific objectives were 

considered: 

i. To identify various social engineering techniques used to compromise corporate email 

ii. To investigate the current solutions for email security in an organization. 

iii. To develop human firewall simulator for enhancing security against business email compromise. 

iv. To test the developed human firewall simulator. 

 

1.6 Research questions   

i. What are the social engineering techniques used to compromise victims in a corporate email?  

ii. What are the current email security solutions applicable in an organization?  

iii. How can a human firewall simulator be developed? 

iv. How can the developed human firewall simulator be tested? 

 

1.7 Significance of the study 

The study aims to develop and implement a Human Firewall Simulator to enhance security awareness against 

Business Email Compromise (BEC) threats. The approach focuses on tackling a persistent threat, incorporating 
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active learning and experiential training, closing the gap between theory and practice, providing a safe 

environment for participants to practice identifying and responding to BEC threats, and providing data-driven 

insights. This approach contributes to building a stronger human firewall, enhancing organizational security 

posture, and introducing an innovative cybersecurity education approach. By empowering employees to 

identify and thwart BEC attempts, organizations can potentially avoid substantial financial losses and 

reputational damage. The study's significance lies in its potential to revolutionize the way organizations 

educate their workforce about BEC threats and equip them with a powerful strategy to counter the ongoing 

and evolving challenge of BEC. 

1.8 Scope of the Study 

In order to improve security awareness against business email compromise (BEC), this study focuses on the 

design, development, implementation, and evaluation of a human firewall simulator. The study is restricted to 

the simulator's design, development, and testing in safe situations. It does not cover the whole range of 

cybersecurity solutions. The objective is to advance our understanding of effective security awareness training 

and its role in reducing the dangers brought on by BEC assaults. 

1.9 Limitation 

Human firewall simulators can be valuable tools for enhancing corporate email security, but they have several 

limitations. These include simplified scenario simulation, a lack of emotional engagement, limited contextual 

information, a lack of real-time feedback, individual skill variation, and a lack of behavioral change 

measurement. Simulated training scenarios may not accurately reflect the complexity and diversity of real-

world attacks, making employees less prepared to detect and respond to sophisticated or novel threats. 

Additionally, simulators may not provide real-time guidance during actual attacks, making it harder for 

employees to recognize subtle signs of phishing or fraud. Additionally, individual skill variations may not be 

adequately addressed by simulators, as they typically provide a standardized training experience for all 

participants. Finally, lack of behavioral change measurement can make it challenging to evaluate the 

effectiveness of training programs. To overcome these limitations, organizations should consider 

complementing human firewall simulators with other training methods, such as ongoing education, interactive 

workshops, and real-world case studies. Regular assessments and continuous monitoring can help identify 

areas for improvement and provide targeted training interventions. 

1.10 Contribution to the theory and practice 
The concept of a "human firewall simulator" for enhancing security awareness against business email 

compromise (BEC) involves creating a simulated environment where individuals can learn and practice 

recognizing and responding to potential BEC attacks. This approach has both theoretical and practical 

contributions to make to the field of cybersecurity.  
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Human Firewall Simulator contributes to the theoretical understanding of human behavior in cybersecurity 

and offers practical benefits by enhancing security awareness, improving incident response, and mitigating the 

risk of BEC attacks. (Macris, 2011). 

1.10.1 Contributions to Theory 

Behavioral Understanding: The simulator contributes to our understanding of human behavior in the context 

of cybersecurity. By simulating real-world BEC scenarios, researchers can observe and analyze how 

individuals react to different types of attacks. This knowledge can help refine existing theories and models 

related to cybersecurity behavior. 

Learning and Decision-Making Processes: The simulator allows researchers to study the learning and decision-

making processes involved in recognizing and responding to BEC attacks. By analyzing participants' actions 

and choices during the simulation, researchers can gain insights into the cognitive processes underlying 

effective cybersecurity practices. 

Human Factors in Cybersecurity: The simulator sheds light on the role of human factors in cybersecurity. It 

can help identify vulnerabilities, biases, and cognitive limitations that make individuals susceptible to BEC 

attacks. This understanding can inform the development of more effective training programs and security 

measures. 

1.10.2 Contributions to Practice 

Security Awareness Training: The Human Firewall Simulator provides a practical tool for organizations to 

train their employees in recognizing and mitigating BEC attacks. It offers a safe environment to learn and 

practice responding to simulated attacks, helping employees develop a heightened sense of security awareness. 

Phishing and Social Engineering Defense: BEC attacks often involve phishing and social engineering 

techniques. The simulator enables individuals to experience realistic phishing attempts and social engineering 

tactics, helping them build the skills to identify and resist such attacks in real-world situations. 

Incident Response Preparation: By exposing participants to various BEC attack scenarios, the simulator helps 

organizations prepare their incident response teams. It allows them to practice detecting and mitigating attacks, 

improving their readiness to respond effectively when a real BEC incident occurs. 

Risk Mitigation and Prevention: The simulator assists organizations in reducing the risk of successful BEC 

attacks by fostering a security-conscious culture. By training employees to be vigilant and proactive, 

organizations can strengthen their defenses and prevent financial losses associated with BEC incidents. 

1.11. Summary of the Background of the Study 

Businesses are at risk from the threat of business email compromise (BEC), as attackers pretend to be respected 

staff in order to trick workers into doing activities that jeopardize security. A staff that is aware of security 

issues and has strong technical defenses is required to meet this challenge. Human error continues to be a 

major contributor to successful BEC attacks, underscoring the necessity of fostering an environment where 
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employees are more security-conscious. As a proactive measure to strengthen an organization's security 

posture, the idea of a "human firewall" develops. To improve employees' security awareness and their capacity 

to recognize possible BEC threats, the Human Firewall Simulator was created. Employees can obtain practical 

experience in identifying and reacting to phishing, social engineering, and other forms of cybercrime by 

recreating real-world BEC incidents in a controlled setting. imitation-based actions. The simulator offers a 

secure environment where workers can make mistakes and learn from them without endangering the firm. The 

Human Firewall Simulator's key features include interactive learning modules, decision-based learning, 

phishing simulation, progress tracking and reporting, customization, and ongoing learning. Realistic scenarios 

based on previous attacks are another highlight. Organizations can considerably lessen their susceptibility to 

BEC attacks by equipping workers with the information and abilities to recognize and thwart efforts. The 

Human Firewall Simulator is ready to adjust as technology and strategies change, ensuring that employees 

continue to be the first line of defense against BEC and other social engineering threats. 
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CHAPTER TWO: LITERATURE REVIEW 

2.0 Introduction 

This chapter focuses on similar work done by other researchers in the past and in the literature. It gives an 

overview of the research area, allowing the researcher to identify gaps that form the basis of this research. 

2.1 Business Email Compromise 
Despite the email security practices many organizations have implemented, hackers still manage to get into 

corporate email, mostly through social engineering attacks. 

 Fraud by compromise of business emails consists of checking or impersonating the account of a trusted user 

targeting companies involved in international transfers for the purpose of hijacking payments to an account 

controlled by the attacker (Berninger, 2018).  

These attacks, mostly based on phishing and social engineering, attract cybercriminals because of their relative 

simplicity. In most cases, BEC fraud involves little or no technical knowledge, malware, or special tools because 

it is mostly mitigated through social engineering attacks. CEO frauds would likely continue to evolve as the 

FBI warns that the fraud has cost about $3.1 billion to businesses and corporations (Hernedy, 2016). For this 

reason, money is becoming the biggest motivation for the attackers to continue exploiting BEC attacks. 

2.1.1 Steps for mitigating Business Email Compromise (BEC) 

Step 1: Identifying the business targeted for the attack. 

Step 2: Exploring the attack by utilizing engineering tactics to exploit the corporate users through luring and 

convincing the target of the legitimacy of the transaction.  

Step 3: Exchanging the wrong bank account details with the unsuspecting victim. 

Step 4: Executing a financial transfer to the dubious account controlled by attackers The more employees an 

organization hires; the more exposure it gets to digital attackers. This is because it takes only one employee to 

click on this scam email and let the sensitive data be exposed to the hackers.  

A big example is the Anthem Breach, which affected about 80 million people, and when we look at Target, 

this organization faced a tremendous financial loss of $162 million (Marianne et al, 2017). This mournful 

event also happened when a vendor received a phishing email exposing the personal information of an 

employee to the hacker. While technology also proves to be fruitful to some extent, employees are always the 

first line of defense. It is the employees who take care of all the machinery and equipment and keep it updated 

and maintained. Thus, if one wants to improve the security conditions of an organization, the training of 

employees should be a high priority. Phishing can be a risk that quickly grows in the cyber world and costs 

web clients billions of dollars each year. It is an illegal movement that employs a group of social innovators 

to bring together sensitive data from the web. The recognizable evidence of phishing strategies can be found 
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in different communication strategies like email, instant messages, pop-up messages, or at the web page level. 

During the period, a number of articles were distributed with procedures and strategies, but it took a long time 

to distinguish all of them and provide a full understanding. This research presents a hypothetical proof from 

the IRC (International Rescue Committee) for this risk in an orderly fashion. While it is commonly believed 

that the phishing attack is to create indistinguishable messages or sites to deceive the web client, this 

assumption was not used to assess this risk. 

2.2 Social Engineering Challenges 
It is not only the network configuration but also the well-meaning employees that could be the gateway for 

hackers (Winder, 2018). Social engineering scams are on the rise and hard to spot, with cybercriminals 

targeting specific services and users with tailored communications to give the impression they come from a 

senior manager, a supplier, or a candidate for a job. Social engineering malicious attacks are on the increase 

and go well beyond just targeting the financial sector. While some organizations are developing employee 

awareness coaching, requesting penetration tests, or using one of the two, these preventative measures have 

limitations. “Is security focused on the wrong problem?" (Johnson, 2014). 

The problem of social engineering has evolved in recent times at an incredible rate. Until the end of the last 

century, social engineering was an advanced but ordinary means of attacking dedicated systems, and is it today 

a methodology common in cybercrime and cyberterrorism? The level of complexity of the attacks, taking 

advantage of humans, is incredibly high, and often the human layer is the catalyst for subsequent technological 

attacks (Frumento, 2018). 

Phishing emails mainly use social engineering to get the target to respond to decoy messages. (Samani, 2015), 

but little research has been done on the impact of social engineering. The term "social engineering" refers to 

the psychological manipulation of people in order to get them to reveal information or commit undesired 

actions. (Mitnick et al, 2002). Cialdini focuses on three principles: social proof, scarcity, and authority. 

According to Cialdini, many people tend to comply with requests once they see that others already have them. 

Emails showing that they have previously been accepted by others are likely to be more persuasive in a 

phishing environment. Rarity is founded on the premise that most people have just a few unique or limited 

items. (Cialdini, 2007) As a result, emails claiming that an offer is only accessible for a short time are more 

likely to impact individuals. People would swiftly comply with a request that appeared to come from a 

respected authority figure, according to the concept of authority. As a result, an email from the organization's 

CEO should be more effective than a request from lower-level management. According to a recent study of 

phishing emails sent between 2013 and December 2013, authority was the most commonly utilized social 

engineering approach, followed by scarcity, notably in emails asking for account information. 

Social engineering techniques are manipulative tactics used by malicious actors to deceive and exploit 

individuals, often for the purpose of gaining unauthorized access to sensitive information, systems, or 
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resources. These techniques rely on exploiting human psychology and behavior rather than technical 

vulnerabilities. 

 

2.2.1 Common social engineering techniques include 

1. Phishing: Sending fraudulent emails or messages that appear to be from a legitimate source, enticing 

recipients to click on malicious links, provide sensitive information, or download malware. 

2. Spear Phishing: A targeted form of phishing where attackers tailor their messages to specific individuals 

or organizations, making them appear more convincing and personalized. 

3. Pretexting: Creating a fabricated scenario or pretext to trick individuals into revealing sensitive information 

or performing certain actions. 

4. Baiting: Placing infected physical or digital media (e.g., infected USB drives or fake software downloads) 

in public areas, hoping individuals will take the bait and unknowingly introduce malware into their systems. 

5. Quid Pro Quo: Offering something of value (e.g., free software, support) in exchange for sensitive 

information, login credentials, or access to a system. 

6. Tailgating/Piggybacking: Gaining unauthorized physical access to a restricted area by following an 

authorized person through access points. 

7. Impersonation: Pretending to be someone else, such as a trusted colleague, IT personnel, or customer 

support representative, to trick individuals into providing information or access. 

8. Watering Hole Attacks: Targeting websites frequently visited by a specific group or organization to infect 

their systems with malware. 

9. Reverse Social Engineering: Convincing individuals that the attacker needs their help or expertise to gain 

access to sensitive information or systems. 

10. Pharming: Redirecting website traffic to fraudulent websites by tampering with DNS settings or using 

malware. 

11. Tailored Malicious Content: Using information from social media or other sources to create personalized 

and convincing messages to deceive targets. 

12. Elicitation: Extracting sensitive information through casual conversations or seemingly innocent 

questions. 

Social engineering attacks can be highly effective because they exploit human trust, curiosity, fear, and 

willingness to help. To defend against social engineering, individuals and organizations should prioritize 

cybersecurity awareness training, implement strong access controls, and remain vigilant against suspicious 

communications or requests.  

2.3 Techniques in Phishing  

Phishing is a rapidly growing threat in the cyber world, causing billions of dollars in damage yearly to Internet 

users (Shaikh, Shabut, & Hossain, 2016). It's an illegal movement that uses a bunch of social and technological 
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innovations to collect sensitive data online. The recognizable proof of phishing strategies can be found in 

different communication strategies, such as mail, instant messages, and contextual or web page-level 

messages. There have been a number of inquiries about items distributed with various procedures, but they 

have failed to identify all the dangers to the arrangement. The Research Simulator attempts to assess this crime, 

examine research perspectives and approaches, and also investigate gaps, thereby attempting to generate 

phishing attention to stimulate thinking and feedback. actions to improve cybersecurity and gain the trust of 

business users. 

2.3.1 Insights from a targeted phishing 

Using highly targeted emails, many leaders fell prey to social engineering attacks known as "spear phishing." 

Social engineers trick victims into performing unintentional acts by posing as actors. User training with results 

indicating an individual could increase training effectiveness, hence the potential that organizational training 

can lead to increased overall spear phishing, even for those who are not directly trained. Despite these 

promising results, the sensitivity of individuals to highly targeted spear phishing remains a concern for 

practitioners and researchers. (Shaikh, Shabut, & Hossain, 2016) 

2.3.2 What is the prevalence of social engineering as a cyberattack? 

According to the newest statistics on the threat environment provided by the European Union Agency for 

Cybersecurity, social media is now the most widely used attack vector. In order to begin or execute an attack, 

threat actors prefer to attack humans first rather than security networks and systems.  

Indeed, as technology advances and security measures become more difficult to breach, human psychology 

has stayed constant throughout the millennia, making it easier to attack. Because the stimulus-response effect 

in human vulnerabilities is constant, these flaws are always successful. Employees are frequently undertrained 

in social attacks, making it difficult for them to recognize and respond to them. Provoke a vulnerability in the 

organization that can be exploited (ENISA, 2021). 

2.4 How Hackers Steal Email address and Passwords 

Hackers frequently steal passwords using various techniques and, more generally, phishing, where they send 

an official-looking email that later directs the recipient to a fake website.  

Once the victim enters a name and a password on the fake site, the hacker recovers the password. The following 

are the various techniques used in harvesting user names and passwords: 

2.4.1 Phishing Attacks 

Tab Nabbing: In this technique, a computer hacker sends an official-looking email that directs a victim to a 

website or fake form. The victim enters a password on the site, which the hacker can then access 

(Tschabitscher, 2018). A hacker sends an email to someone, indicating the recipient's email password is weak 

and needs to be replaced. The email would then direct the victim to a fraudulent page that may look exactly 
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like the one they are mimicking. When the user clicks on the link and arrives on the page, he enters his e-mail 

address and his password, probably never suspecting that something is wrong. When entering data into the 

form, the hacker gets both the email address and the password. 

A hacker would then log in as a legitimate user and use it to commit fraud.  

2.4.1.1 Key Logger Attacks:  

This happens when you receive this questionable email, "click on it," then click on a very nice attachment 

without suspicion, and a JavaScript code is injected into the browser. Every word typed, together with the 

usernames and passwords, is recorded and given to the hacker without your knowledge ( (LeClaire, 2006). 

2.4.2 Mass Theft 

Over 60% of users share their username and password across all of their accounts (Paganini, 2013). Hackers 

utilize software to collect usernames and passwords from tens of thousands of websites until one is found. 

After that, they have access to people's accounts and data. If you use the same username and password for all 

of your accounts, you're exposing yourself to a huge risk.  

However, it is nearly impossible to remember all of the complex passwords, so some individuals simply write 

them down, which defeats the purpose. Others simply use the same password for all of their accounts. 

2.4.3 Wi-Fi Traffic Monitoring Attacks 

This is where a simple application, downloaded free of charge from the Internet, monitors all traffic on a public 

Wi-Fi network. Once the username and password have been entered, the software notifies them and the hacker 

intercepts information.  

The username and password have been hacked. 

2.4.4 Brute Force Attacks 

 Most passwords are straightforward and should be guessed after a number of tries."123456" is still the most 

common password on the planet. (Smith, 2015). Forgetting the password that we used on an account and trying 

all the passwords we have used in the last years is a common experience. Hackers use tools that can crack 

passwords by simply entering multiple passwords repeatedly until they are decrypted; these tools can easily 

be downloaded for free. (Nguyen, 2015) 

2.4.5 Network sniffing attacks 

This attack involves sniffing passwords on the network especially where https is not enforced. This method 

also gives out configuration details for example services running, versions, Ip addresses, which would aid 

phishing attacks. 

2.5 Examples of Email attacks mitigated through BEC scams 

The examples below indicate the various ways the attackers, under the pretext that they are the CEOs, lure the 

finance officers into wiring funds to dubious accounts. 
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Figures 2.1, 2.2, and 2.3 below indicate the various ways the attackers, on the pretext that they are the CEOs, 

lure the finance officers into wiring funds to dubious accounts. This is a well-organized fraud trend that 

attackers use with the help of corporate emails to appear like it’s coming from a legitimate source. 

 

 

 

Figure 2.1: BEC scam example 1 (Sabi, 2019) 

 

                                   

Figure 2.2: BEC scam example 2 (Abbasi, 2018) 
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Figure 2.3: BEC scam example 3 (Cloudmark, 2016) 

 

Example 4: Communication from XYZ University 

The webmaster of XYZ University warned staff of fake emails in the cooperation email. This is a measure that 

cannot fully ensure that the employees follow the security procedures. Sucess cannot be measured in this kind 

of attempt..  See Appendix 1 
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2.5.1 A thread discussing a real CEO fraud attack 

The conversation reproduced below (see Figure 2.4) actually occurred in 2017 between a CEO scammer 

and the victim successfully scammed, although the names and credentials have been changed (Kaplan, 

2018). 
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Figure 2.4: Email thread of an Actual CEO Fraud Attack (Kaplan, 2018) 

2.6 Actions to effectively defend against social engineering attacks 

According to Christina Lekati (2020), a psychologist and social engineer, organizations can take advantage of 

a variety of safeguards and technical controls, such as establishing multi-factor authentication or enforcing 

least privilege policies. Below are some examples of human factor measures to boost security.: 

2.6.1 Social engineering awareness training for employees: 

Ignorance is the most exploited factor in social engineering. A person who is unaware of social engineers' 

techniques and procedures is powerless to combat them. Employees must comprehend not only what to do but 

why they should do it. They must recognize that security is a shared responsibility and that successful 

cyberattacks can result in a slew of problems for both themselves and their organizations. However, not all 

training methods are successful. 

It's great to use a strategy that engages employees and is adapted to the needs and surroundings of the company 

they work for. 

 

2.6.2 Simulations of social engineering attacks: 

Employees' talents can be put to the test once they've learned to identify with and respond to social engineering 

attacks. To see how far a possible stranger could access the premises of a business, phishing email simulations, 
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phone attack simulations, or person simulations may be required. These simulations assist employees in 

consolidating their training information and being vigilant. 

2.6.3 Conduct an Open-Source Intelligence analysis on the organization: 

Companies are frequently unaware of the amount of information about their company that is available on the 

Internet, the risk that it poses, or the sources that have made it possible. To aid their attacks, social engineers 

mainly rely on open-source information. Open-source intelligence collection tools aid enterprises in 

proactively addressing this issue and reducing the risk of vertical attacks and information vulnerabilities. 

According to Christina Lekati (2020), this analysis is a valuable tool for identifying and addressing specific 

training requirements. It may be necessary to publish certain potentially dangerous material on the internet. 

Employees can be trained on how to deal with problems and information that can be used against them, but 

staying online still exposes them. 

2.7 Human Firewall 

This involves the involvement of a group of employees who have been trained in the best procedures for 

detecting and reporting suspicious behavior. The stronger the firewall becomes as more employees commit to 

being a part of it, the more important this extra layer of human protection becomes. Many violations are due 

to employee errors. Therefore, a vigilant human firewall can prevent the potential dangers of software errors 

from occurring. 

Although many email filters have been automated through malware scan signatures and blacklists of pattern 

match domains, most of these controls are known threats. 

90% of attacks are preventable because they exploit known vulnerabilities or variations of them (Porter, 2016). 

While these automated technological defenses are perfect, a percentage still succeeds in specifically traversing 

threats that have not yet been recognized and for which defenses have been implemented. 

If there are some gaps in the firewalls, some of the known vulnerabilities passes on to the users of the 

organization. This is where the human firewall adds value (Getthreatready, 2017). 

Although it may seem far off, the answer to email fraud rests in enlisting the help of employees to create an 

army of cyber defenders. These are the same people that previously installed shadow IT on the premises, 

jeopardizing the company's security. 

We've seen technology and the "human firewall" work together to safeguard previously susceptible enterprises 

(Mimecast, 2015). 

In building a human firewall for email security, it is important to consider other important security aspects as 

well. Many organizations face continuous threats from phishing attacks, insider threats, and many other forms 

of threats. It is obvious that no organization can afford sufficient cybersecurity to mitigate and intercept every 

risk. The security policy must start with building a culture in which every employee is responsible for the 
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information. A culture that inspires employees with situational awareness training to identify and respond to 

incoming threats This research explores ways to go beyond day-to-day security to create a culture of security. 

(Amy McLaughlin, 2019). 

2.7.1 Defensive First Line 

The sensitive data that has to be protected is at the heart of a cybersecurity architecture. The first line of defense 

should be cyber security technology, but it is not a guarantee of security. Few dangers truly are a breakthrough 

if a company has deployed the correct ones as targeted protection against risks. This is significant since the 

"human firewall" is the next line of defense for employees. Employees don’t feel threatened if the technology 

works, and they are less likely to be victims if just a few people break into the infrastructure. 

2.7.2 Employees Motivation and Ability 

What happens if a threat gets past the "human firewall"? Can staff be able to spot it and respond appropriately? 

The answer is contingent on the quality of their education. 

An example from a cell phone illustrates how to teach employees: there are two reasons why someone wouldn't 

answer: either they didn't have the capacity to do so or they weren't motivated. In the context of cybersecurity 

training, "ability" refers to employees' ability to perceive and respond to risks, whereas "motivation" refers to 

their understanding of the repercussions of any action they take, whether positive or negative. The best training 

stresses both and does it in easy-to-understand terminology. 

2.7.3. Link the Desired Behaviors to Necessary Knowledge 

The next stage is to teach staff the new required behavior while using corporate messaging after they are aware 

of the hazards. Employees require someone to help them recognize their present risky behaviors in order to 

get there. Clicking on malicious attachment URLs is one example. Alternatives can be determined once these 

habits have been identified. Rather than clicking on a dangerous link, they identify the link or attachment as 

such and report it to IT. It is possible to determine exactly the knowledge that employees require regarding 

email-based hazards by working backwards from this point. 

2.8 Theory Supporting Human Firewall Creation 

2.8.1 Social Cognitive Theory (SCT) 

SCT places a high value on social impact and external and internal social enhancement. This theory describes 

the unique ways individuals acquire and maintain behaviors, taking into account the social environment in 

which they operate. This theory takes into account a person's past experiences to determine whether an action 

is likely to occur. These past experiences influence reinforcement, expectations, and anticipatory attitudes, all 

of which determine whether and why a person engages in a particular behavior (LaMorte, 2019). 

The goal is to describe how humans regulate their behavior through control and reinforcement to achieve 

sustainable, goal-directed behavior over time. The theory is based on five frameworks.  

1. Mutual determinism: refers to the dynamic and interactive interaction of people (individuals with a set of 

learning experiences), environment (external social context), and behavior (responses to stimuli to achieve 

goals). 
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2. Behavioral competence refers to a person's actual ability to perform actions through basic knowledge and 

skills. In order to act successfully, one must know what to do and how to do it. People learn from the 

consequences of their actions, which also affect the environment in which they live. 

3. Observational Learning: This asserts that people can witness and observe the actions of others and reproduce 

those actions. This is often indicated by behavioral "modeling." A person who sees a successful demonstration 

of an action can also successfully complete the action. 

4. Reinforcement: refers to an internal or external reaction to an individual's behavior that influences their 

likelihood of continuing or stopping the behavior. 

5. Expectation refers to the expected outcome of a person's actions; people expect their results. 

2.9 Human Security Layer 

The Human Security Layer automatically detects and prevents threats, including patterns and behaviors in 

human communication, creating a distinct security identity for each employee over time by increasing their 

security reflexes. (Tim, 2021) 

2.9.1 Need for Human Security Layer 

Employees now have power over both your systems and your data, according to Tim Salder. People, on the 

other hand, make mistakes, break rules, and can be duped (Sadler, 2021). Human error is responsible for 88 

percent of data breaches, according to AIG, which states that "human error continues to be a substantial 

contributor to cyber claims" (Sadler, 2021). With just a few clicks, staff can transfer millions of dollars to a 

bank account and share medical details in an Excel file over email. 

Instead of expecting people to do the right thing 100 percent of the time, we believe it is preferable to prevent 

errors from occurring in the first place by recognizing and preventing them. Human error is responsible for 88 

percent of data breaches, according to AIG, which states that "human errors and behavior continue to be a 

primary driver of cyber claims" (Sadler, 2021). 

2.9.2 People always break the rules 

People in every company can break the rules, whether on purpose or by accident. These guidelines might apply 

to anything from passwords to how sensitive information is maintained. But what about the rules governing 

data exfiltration? Employees are frequently blissfully unaware. They are unaware of their own policies as well 

as the policies of bad data management. As a result, people are not hesitant to e-mail company information to 

their personal email account, for example, to print at home. However, not all employees are well-intentioned, 

as evidenced by the sale of 68,000 client files to crooks by an employee of a defense cybersecurity firm before 

the end of 2019. This isn't a one-time occurrence. According to one study, 45 percent of employees say they 

took work-related documents with them after they were laid off, while more than half of UK employees 

acknowledged stealing from their employers. For less than £1,000, a fifth of those surveyed would be willing 

to do so (CISOMAG, 2019). At work, mistakes are unavoidable, ranging from a small typo to a malfunctioning 
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firewall, and these errors are caused by human error. In fact, 43% of employees say they've made a mistake at 

work that has harmed their cybersecurity. Regrettably, the repercussions of these errors can be severe. (Sadler, 

2021) 

If an employee sends a misdirected email, fines may be imposed, confidence may be lost, and the company's 

reputation may suffer long-term damage. Employees face more than shame and concern as a result of these 

misdirected emails; they also risk losing their jobs. 

2.9.3 People can be tricked  

Corporate emails are utilized as a medium of formal communication by organizations of all sizes and sectors 

with a network of entrepreneurs and clients, making it easy for hackers to pass off as internal and external 

contacts. Over the last two years, business email compromise attacks have surged by more than 100 percent 

(Sussman, 2019). So, what if an employee is duped by a spear phishing email and is persuaded into revealing 

credentials or assisting a hacker in gaining access to your network? The average fine for a violation is $3.92 

million (Brook, 2020). This research intends to curb these costs through the introduction of a human firewall 

into email security. 

2.10 Existing email security solutions Available 

Existing email security solutions employ various technologies and strategies to combat social engineering 

attacks, each with its strengths and weaknesses. Let's compare some common email security solutions: 

2.10.1 Spam Filters: 

Strengths: Spam filters can effectively block a significant portion of phishing emails and malicious content, 

reducing the likelihood of successful social engineering attacks. Weaknesses:  Advanced social engineering 

attacks may bypass basic spam filters through tactics like personalized content or spear-phishing techniques. 

2.10.2 Anti-Phishing Solutions: 

Strengths: Anti-phishing solutions use heuristics and machine learning algorithms to identify and block 

phishing emails, including those with deceptive URLs or malicious attachments. 

Weaknesses: Sophisticated phishing attacks with convincing social engineering tactics might still evade 

detection by some anti-phishing solutions. 

2.10.3 Email Authentication Protocols (SPF, DKIM, DMARC): 

Strengths: These protocols help validate the authenticity of incoming emails, reducing the likelihood of domain 

spoofing and impersonation-based attacks. 

Weaknesses: While these protocols improve email authentication, their widespread adoption is not universal, 

allowing some attackers to exploit domains without proper implementation. 

2.10.4 Employee Training and Awareness Programs: 

Strengths: Educating employees about social engineering risks can raise awareness and empower them to 

recognize and report suspicious emails. 
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Weaknesses: Training alone may not prevent all social engineering attempts, and human error remains a 

significant vulnerability in phishing attacks. 

2.10.5 AI-Driven Threat Intelligence: 

Strengths: Artificial Intelligence (AI) and Machine Learning (ML) technologies can identify emerging social 

engineering patterns and enhance threat detection accuracy. 

Weaknesses: AI solutions may produce false positives or negatives, leading to missed threats or legitimate 

emails being misclassified as malicious. 

2.10.6 Behavioral Analysis and Anomaly Detection: 

Strengths: Analyzing user behavior and identifying anomalies can help detect account compromise and 

unauthorized access. 

Weaknesses: It may not be effective against sophisticated attackers who mimic legitimate user behavior. 

2.10.7 Encryption and Data Loss Prevention (DLP): 

Strengths: Encryption and DLP solutions protect sensitive data and prevent inadvertent data leaks, limiting the 

damage of social engineering attacks. 

Weaknesses: Encryption cannot prevent social engineering attacks themselves but can mitigate the impact of 

successful breaches. 

2.10.8 Continuous Monitoring and Incident Response: 

Strengths: Real-time monitoring and rapid incident response can identify and mitigate social engineering 

attacks quickly. 

Weaknesses: Lack of resources or delayed responses could lead to significant damage before detection. 

Below is a table comparing the strengths and weaknesses of existing email security solutions in solving social 

engineering attacks: 

 

Table 2.1: comparing the strengths and weaknesses of existing email security solutions in solving social 

engineering attacks: 

Author(s) Email Security 

Solution 

Beneficiaries Strengths Weaknesses 

(Zola, 2021) Spam Filters Symantec, Sophos Email Security, 

Barracuda Email Security , 

Proofpoint, Microsoft 

Effectively block 

a significant 

portion of 

phishing emails. 

Advanced attacks may 

bypass basic filters. 

(Kl, 2023) Anti-Phishing 

Solutions 

Cisco Email Security, Proofpoint, 

Microsoft Defender, Barracuda, 

Mimecast Email Security 

Use heuristics and 

ML algorithms to 

identify phishing 

emails. 

Sophisticated attacks 

may still evade 

detection. 

(Writes, 2023) Email 

Authentication 

Protocols (SPF, 

DKIM, 

DMARC) 

Cisco Email Security, Proofpoint, 

Microsoft Defender, Barracuda, 

Mimecast Email Security, Google 

Workspace 

Validate email 

authenticity, 

reducing domain 

spoofing. 

Adoption not 

universal, some 

domains may lack 

proper 

implementation. 
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(Samson, 

2021) 

Employee 

Training & 

Awareness 

Programs 

KnowBe4, Cofense, Proofpoint, 

Mimecast Email Security, SANS, 

SecurityIQ, Wombat 

Educate 

employees about 

social engineering 

risks. 

Training alone may 

not prevent all attacks. 

(Alam, 2023) AI-Driven 

Threat 

Intelligence 

Darktrace, FireEye, Symantec, 

Tessian, Vade Secure, GreatHorn 

Identify emerging 

social engineering 

patterns. 

May produce false 

positives or negatives. 

(Stolfo, 2003) Behavioral 

Analysis & 

Anomaly 

Detection 

Cisco Email Security, Proofpoint, 

Microsoft Defender, Barracuda, 

Mimecast Email Security, Tessian 

Detect account 

compromise and 

unauthorized 

access. 

May not be effective 

against sophisticated 

attackers. 

(Team, 2023) Encryption & 

Data Loss 

Prevention 

(DLP) 

Trend Micro, Egress secure email, 

Sophos Email Security, Barracuda, 

Cisco Email Security, Zix Email 

Encryption 

Protect sensitive 

data and prevent 

data leaks. 

Cannot prevent social 

engineering attacks 

themselves. 

(Security, 

2014) 

Continuous 

Monitoring & 

Incident 

Response 

FireEye Email Security, Cisco Email 

Security, Symantec, Mimecast Email 

Security 

Real-time 

monitoring for 

quick response. 

Lack of resources or 

delayed response may 

lead to significant 

damage. 

 

Organizations must implement a multi-layered defense strategy to combat social engineering attacks. A human 

firewall simulator, combined with existing solutions, can help reduce the risk of successful attacks. This 

simulator has a feedback mechanism to assess user awareness and overall organization awareness levels. It 

integrates with existing solutions to solve phishing attacks and BEC attacks. Despite existing security plans, 

recent attacks focus on social engineering, making employees part of the security problem. This research 

designs a simulator that works with existing email security mechanisms, allowing "human" employees to be 

part of the security, through simulation and policy enforcement. 

 2.11 Design of the current security model 

An email exchange is an email message flow with a variety of mechanisms for spam and antivirus filtering as 

depicted in Figure 2.5. 

 

Email Message Flow 
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Figure 2.5: Email Message Flow Courtesy of (Cisco, Email Security Deployment Guide, 2010) 

Despite all these mechanisms for protection in this design, mostly used to secure emails, corporate emails 

suffer attacks mostly from social engineering attacks. Social engineering happens at the last stage of message 

delivery, which is why integrating the security mechanism with a human firewall greatly helps reduce CEO 

fraud. (See Figure. 5.1) 

2.12 How Human firewall works  

More than ever, businesses must put cybersecurity first. However, this process calls for a broader approach 

than the strategy that most businesses had up to this point, which involved investing extensively in security 

solutions. People are the biggest cybersecurity risk, which is missed if cybersecurity measures are limited to 

IT-only mitigation. Organizations have traditionally installed firewalls around their technical assets. A firewall 

is a hardware and software arrangement that monitors and regulates network traffic based on established 

security criteria. Modern security applications driven by AI have recently been introduced as improvements 

to the firewall concept. But as sophisticated threats target people and their weaknesses across a larger range 

of distributed endpoints, a different type of firewall is needed: a human firewall. 

2.12.1 What makes a human firewall? 

The first line of defense against security risks to a business is its human firewall. A human firewall is a layer 

of protection for people, as opposed to a technological firewall, which digitally arbitrates network traffic. It is 

empowered by training and rewards, spanning teams, corporate functions, and technological advancements. 

A human firewall is not a single individual or "evangelist," it is not restricted to the security team or any other 

team, it is not the worker's exclusive job, and it is not a "set-and-forget" state. 

A human firewall is a layer of protection for people, as opposed to a technological firewall, which digitally 

arbitrates network traffic. 



25 
 

A human firewall does more than just focus on the conventional "weakest link" in the security "chain." Instead, 

it is a completely other chain that needs to be encouraged and improved as threats are continuously changing. 

For instance, prominent phishing risks in five years may not appear the same as those in use now. How many 

workers actually understand what social engineering is? 

Companies must offer staff substantial education, simulation, training, and relevance in order to create a strong 

human firewall. Training on security awareness should also take into account the individual responsibilities 

and metrics that each employee plays in addition to the company's primary product or service. This extends 

far beyond the security team to involve all employees, including managers and call center reps as well as 

product designers and field colleagues. 

2.12.1 Human Firewall components 

 

 

 

 

 

 

 

 

 

 

 

Figure 2.6: Human Firewall components (Gatner, 2017) 

1. Train: employees are taken through phishing simulation & awareness training involving. Lessons are given 

to raise awareness of existing threats to the use of quizzes designed in the LMS. 

2. Profile: the system operates on profiling and reporting by the user by monitoring activity by the user and 

judging individual performance by analyzing behavior and mapping strengths and weaknesses through 

generating reports to track them. 

3. Flag: employees are required to click on the phishing report button which involves a phishing reporting 

mechanism on Outlook, Email Based and API. Once this is done, the attacks are then handled by the 

Information Technology department. 

4. Remediate: Here, any link or attachment suspected to have a threat is quarantined, deleted from the inbox 

or server, and shown in a threat alert folder. This is a remedy for Outlook, Google's suite, and many others to 

ensure that the platform has a user threat. 

5.Collaborate: A central repository of global phishing trends and increased phishing detection through crowd 

wisdom as well as the collaboration of millions of employees globally are to be introduced. 
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6. Take Down - Collaborations with other international organizations, such as CERT, in some countries ensure 

that each malicious attempt is located at the source and effectively removed to ensure that it does not affect 

another employee. A trained employee can report malicious emails and quarantine them to protect the whole 

organization in real time.  

2.13 Summary of Literature Review  

The literature review on the development of a human firewall simulator to enhance security awareness against 

business email compromise (BEC) highlights the growing threat of BEC attacks, their financial impact, and 

the use of advanced social engineering techniques. Cybersecurity awareness training is crucial for staff 

members to combat these threats. Conventional training tactics are criticized for their ineffectiveness in 

changing behavior and adapting to new attack techniques. Experiential learning and simulation have been 

extensively studied, demonstrating their effectiveness in improving decision-making skills and practical 

application of knowledge. Human factors play a significant role in cybersecurity, with human error often 

contributing to successful attacks. Customization and contextualization of training content enhance 

engagement and relevance, while data-driven training and analysis provide insights into participant behavior, 

decision-making patterns, and areas for improvement. Simulations that mimic real-world scenarios are deemed 

effective in enhancing participants' resilience against cyber-attacks. In conclusion, the literature review 

highlights the need for innovative cybersecurity awareness training, particularly in combating BEC attacks. 

The incorporation of experiential learning through a human firewall simulator aligns with research findings, 

focusing on customization, data-driven insights, and practical application. 
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CHAPTER THREE: RESEARCH METHODOLOGY 

3.0 Introduction 

In this chapter, the researcher focuses on the methods used in performing research operations and solving 

research problems systematically. 

3.1 Methodology 

A quantitative methodology is what distinguishes the research approach used to create the Human Firewall 

Simulator. This strategy was chosen to fully address the complex issues surrounding raising security awareness 

against BEC assaults. The quantitative approach makes it easier to monitor results and analyze behavioral data. 

Behavioral data from participant interactions with the simulator is collected and analyzed as part of the 

quantitative component. This information consists of choices made, reaction times, and scenario results. The 

simulator's success is evaluated in terms of improved security awareness, decreased exposure to BEC assaults, 

and accurate decision-making using the quantitative data (Gogodze, 2019). Reasons for Choosing a 

Simulation-Based Approach: The necessity for an interactive and immersive learning environment that closely 

resembles real-world BEC scenarios led to the choice of a simulation-based approach. The interactive aspect 

of simulations, enables users to actively participate in various BEC attack simulations, is in line with the goal 

of raising security awareness. This strategy makes use of the principles of experiential learning, according to 

which learners gain the most knowledge when they actively make decisions and deal with the results of those 

actions. (Purup, 2020)  

3.2 Simulation 

Analytical reasoning might be difficult or impossible in the case of complicated models, especially if the 

specification is nonlinear. In these situations, simulation is frequently the only option. Simulating is the process 

of moving the model forward in time and seeing what happens.  

i The simulation measures the behaviors of the results that are generated from the simulated data, which is 

compared to the actual scenario to see if there is a positive effect.  

ii This methodology allows organizations to train and test their employees' responses to cybersecurity incidents 

in a controlled environment without exposing real data or systems to risk. 

iii. Simulations provide an opportunity to assess user behavior, knowledge, and awareness of cybersecurity 

best practices. By observing how employees react to simulated cyber threats, organizations can identify areas 

where further training and awareness programs are needed. This helps in identifying potential weaknesses and 

gaps in knowledge among employees, enabling organizations to take proactive measures to address them. 

iv. Human firewall simulations create a safe space for employees to make mistakes and learn from them. In 

real-life scenarios, mistakes can have severe consequences, but simulations allow employees to experiment, 

fail, and understand the consequences of their actions without affecting the organization's operations. Through 
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debriefing sessions after the simulation, employees can reflect on their choices and learn from their mistakes, 

improving their ability to respond effectively to future incidents. 

v. Simulations help organizations build and strengthen their incident response capabilities. By immersing 

employees in realistic scenarios, they gain first-hand experience in identifying and responding to potential 

threats. This methodology allows organizations to detect areas where their incident response plans or processes 

might be lacking, enabling them to refine and improve them. It fosters a culture of active defense and 

encourages employees to stay vigilant against potential cyber threats. 

vi. This methodology provide organizations with a measurable way to assess the effectiveness of their 

cybersecurity training programs. By evaluating how employees perform during simulations, organizations can 

determine the impact of their training efforts and identify areas for improvement. This methodology enables 

organizations to fine-tune their training strategies and tailor them to address specific weaknesses or gaps in 

knowledge. Human firewall simulation methodology replicates realistic scenarios, assesses user behavior and 

awareness, enables learning from mistakes, helps build response capabilities, and measures the effectiveness 

of cybersecurity training programs. It provides organizations with valuable insights into their readiness to face 

cyber threats and allows them to take proactive measures to enhance their overall security posture. 

3.2.1How users are selected to participate in the simulated Training 

Selecting the right users to participate in the Human Firewall Simulator is a crucial aspect of its effectiveness. 

The goal is to ensure that the training reaches those individuals whose roles, responsibilities, and potential 

exposure to Business Email Compromise (BEC) make them most relevant for the training. However, all 

corporate users must participate in human-firewall simulated training. Here's how users are typically selected 

to participate: 

1. Role-Based Selection: Identify user roles that are more likely to encounter BEC threats due to their 

involvement in financial transactions, sensitive data handling, or communication with external parties. This 

might include employees in finance, accounts payable, executive assistants, and procurement. 

2.Departmental Involvement: Departments that deal with sensitive information, financial transactions, or 

external communications are often selected for participation. These may include finance, legal, HR, and 

executive teams. 

3. Risk Profile: Evaluate the risk profile of different teams or departments. Those that handle higher volumes 

of financial transactions or sensitive information might be given higher priority for participation. 

4. Phishing Susceptibility: Consider the susceptibility of users to phishing attacks. Individuals who have a 

history of falling for phishing attempts might benefit from the training to enhance their vigilance. 

5. Mandatory Training: Some organizations might mandate certain teams or individuals to undergo the 

training due to the nature of their work. For example, employees involved in financial transactions might be 

required to complete the training. 

6. Training Goals: Align the selection with the goals of the training program. If the aim is to have 

representatives from all departments, a diverse group of users might be selected. 
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7. Pilot Groups: Start with a smaller pilot group before rolling out the training to a larger audience. This 

allows you to assess the effectiveness of the training, gather feedback, and make necessary improvements 

before wider implementation. 

8. Voluntary Participation: Some organizations might offer the training on a voluntary basis. Users interested 

in enhancing their security awareness can opt to participate. 

9. Senior Management and Executives: Including senior management and executives in the training sends a 

strong message about the organization's commitment to security. Their participation can set an example for 

others. 

10. Regular Assessment: Regularly reassess the training needs of different teams or individuals. As roles 

change or new employees join, consider incorporating them into the training program. 

11. Targeted Approach: Use data analytics and insights to identify departments or teams that might have a 

higher likelihood of encountering BEC threats based on historical data. 

12. Refresher Training: Consider offering refresher training to those who have already undergone the training 

to reinforce the lessons and keep security awareness high. 

The selection process should be well communicated to the participants through training codes which are sent 

to the participants in good time. Provide them with clear reasons for their selection and the benefits of 

participating. This can enhance their motivation and engagement during the training process. 

3.2.1The simulation human firewall has two basic steps: 

a. Pre-Assessment of user’s knowledge to the social engineering attacks. 

b. Post Assessment Evaluation after integration with human firewall. 

3.2.1.1 Assessment of the user’s knowledge of the social engineering attacks 

Users is tested on various phishing attacks before receiving trainings. 

This is done to access knowledge level of the staff in the organization, pointing to the areas of concern to help 

have a focused based training. Various areas of phishing are; 

i. Phishing awareness: Evaluate if users can identify phishing attacks, their understanding of threats, and 

their level of awareness of best practices. 

ii. Reporting and response: Evaluate the users' ability to report phishing emails promptly and accurately. 

This can be assessed by tracking the number of reported incidents and the response time. 

iii. Mobile device security: Test the users' awareness and adherence to secure email practices on mobile 

devices. This can include evaluating if they use secure email apps, update device software, and understand 

the risks associated with mobile email usage. 

iv. Password security: Assess the users' password hygiene and knowledge of best practices. This can include 

evaluating if they use strong and unique passwords, enable two-factor authentication, and understand the 

importance of regular password changes. 
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v. Social engineering attacks: Conduct simulated social engineering attacks to test the users' susceptibility 

to manipulation through phone calls, messages, voicemail messages, or in-person interactions related to 

email security. 

vi. Phishing email identification: Evaluate the users' ability to identify signs of phishing emails, such as 

suspicious sender addresses, grammatical errors, mismatched URLs, requests for personal information, or 

urgent and threatening language. 

vii. Post-incident evaluation: Assess the users' understanding of the impact and consequences of falling victim 

to a phishing attack. This can help determine if additional training or remediation is required. 

3.2.1.2 Post Assessment Evaluation after integration with human firewall 

Awareness training is required based on the analysis from the pre-assessment. Training materials are designed 

to focus on the weak areas identified during pre-assessment. A training link is sent to the trainees, requesting 

that they log into a portal with a training button and begin their training based on the test codes sent to them 

by the administrator. The test codes vary based on clustering from the training needs assessment done at the 

pre-assessment stage. A link to the training is to be posted on the company's intranet for referral purposes. 

The length of the presentation is to be approximately twenty (20) minutes and cover basic topics such as:  

i. The various sorts of phishing scams that exist today. 

ii. How to detect phishing assaults.  

iii. Signs that we've been the victim of a phishing assault.  

iv. How to Avoid Phishing Attacks 

v. information about the hotline, which allows users to report suspects. 

The user's knowledge of what has been shared is then tested. By clicking the assessment button, the trainees 

are taken through tests derived from the training materials that were in the training section. Trainees are taken 

through a compulsory quiz. If an employee answers all questions correctly, he or she is to be awarded a 

certificate of completion, but if they fail, it shows the failure rate and the areas of weakness to form the next 

training. 

An overall analysis is graphically displayed for the organization’s awareness position. A continuous 

assessment is done routinely based on statistics provided showing departments and staff most at risk; this is to 

help achieve the effectiveness of human firewall integration with the email security framework to help reduce 

business email compromise. 

3.3 Instruments 

Several tools and instruments were used for the study, including Python for programming tasks, an XAMPP 

server for local web development and testing, Notepad++ for code editing, a browser and the internet for 

research and accessing online resources, and an SMTP server for email communication. 
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i. Python: Python is a versatile programming language commonly used for data analysis, web 

development, scientific computing, automation, and more. It provides a wide range of libraries and 

frameworks that make it suitable for various applications. 

ii. XAMPP Server: XAMPP is a software package that provides a local web server environment for 

developers. It includes components like the Apache web server, MySQL database, PHP, and Perl. 

XAMPP allows you to set up a local server on your computer for developing and testing web 

applications. 

iii. Notepad++: Notepad++ is a free, open-source code editor and text editor for Windows. It supports 

multiple programming languages, provides syntax highlighting, code folding, and other useful 

features for code editing and development. 

iv. Browser: A web browser is software used to access and view websites on the internet. Popular web 

browsers include Google Chrome, Mozilla Firefox, Safari, and Microsoft Edge. Browsers allow you 

to interact with web-based applications, view web pages, and test web development projects. 

v. Internet: The internet is a global network of interconnected computers and devices that enables 

communication and access to information worldwide. It is essential for browsing websites, 

accessing online resources, and connecting to various services. 

vi. SMTP Server: SMTP (Simple Mail Transfer Protocol) is a standard protocol for sending emails. An 

SMTP server is responsible for sending and routing email messages over the internet. It handles the 

transfer of outgoing emails from your email client or web application to the recipient's email server. 

 

3.4 Ethical considerations  

The research was done under the approval by School of Informatics and Innovative Systems, National 

Commission for Science, Technology and Innovation, and Board of Postgraduate Studies. See Appendix 4, 

Appendix 5, and Appendix 6, respectively. 

3.5 Summary of Research methodology 
The methodology concludes by summarizing the systematic approach taken to design, develop, and implement 

the Human Firewall Simulator. It emphasizes that the simulator is a dynamic tool that evolves with the 

changing threat landscape and user needs, fostering a culture of ongoing security awareness and preparedness 

against BEC attacks.  
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CHAPTER FOUR: DEVELOPMENT OF HUMAN FIREWALL 

SIMULATOR 

4.0. Introduction 

This chapter focuses on the building and development of the simulator, explaining the various stages of the 

development to the final stage and the tools used. 

4.1 Model for Human Firewall Simulator 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 4.1: Model for Human Firewall simulated (Researcher, 2023) 

 

1. Assessment: Users are introduced to the simulator and then tested to assess their knowledge level; the 

results are displayed in terms of the number of questions asked correctly, the areas of weakness, as well as the 

average awareness report on the organization. The training component is then enabled, with training focused 

on the areas perceived to be the weak points identified by the pre-assessment.  

2. Trainings/Awareness/ simulations through LMS (Learning Management System).  

This the simulated Human firewall control system that does trainings through LMS, Tests/ Quizzes (The 

quizzes vary from one trainee to another) are done again to the trainees after the training to see the success 
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level. This is compared to the previous results found before training.  A continuous training and assessment 

are to be scheduled regularly even to those who had proven to be knowledgeable.  

3. Users Turned into “Human Firewall”: Those trained and have met the threshold set for example 100% 

pass in all the quizzes are considered as part of the security team (Human Firewall). Remember dynamics of 

attacks changes rapidly because attackers always want to be on top of things. New attack trends adopted by 

attackers are to be added to the Leaning simulator to form part of the new leaning materials in the LMS to 

ensure even the most knowledgeable users are equipped with the latest knowledge. Either test/ quizzes 

continue periodically to ascertain the knowledge level. 

4. Profiling Based on the reports generated by the simulator from the regular quizzes and tests, the system 

helps with decision-making, i.e., whether a user can be trusted to use the corporate email securely or requires 

further training; or disciplinary actions as per the organization’s policy. Judge individual performance by 

analyzing user behavior. For example, if it is determined that a user assumed to flag what was to be flagged 

or clicked on a malicious link on the corporate email, then this user is to be taken to the training stage once 

more, and the loop continues. 

5. Flagging Integrated click buttons/phishing reporter for email and API-based phishing-reporting to inform 

IT authority of a suspicious link or communication. 

6. Collaborations Involves creation of Central repository global phishing trends to help increase phishing 

detection through crowd/pool wisdom that informs users of the attack trends users by hackers thus increasing 

knowledge and awareness on email security. 

7. Take Down/Remediate: Collaborate with international bodies like CERT to track down malicious 

attempts. Alert the technical team about threats by quarantining any link or attachment suspected to have a 

threat, deleting the mail from the inbox or server, and showing it in a threat alert folder. 

 

4.2. Variables that play a role in the effectiveness of the simulator 

Dependent and independent variables that play a role in the effectiveness of the simulator and its impact on 

security awareness: 

4.2.1 Independent Variables: 

i. Simulator Content: The various scenarios, simulations, and educational modules provided by the 

simulator to train employees about BEC tactics and techniques. 

ii. Feedback Mechanism: The quality and immediacy of feedback given to users when they interact with 

simulated phishing emails, helping them understand the reasons behind correct and incorrect decisions. 

iii. Customization: The ability of organizations to tailor the simulations to their specific industry, 

corporate culture, and threat landscape. 

iv. Frequency and Diversity of Scenarios: How often new scenarios are introduced and how diverse 

these scenarios are, which keeps the training fresh and reflective of evolving threats. 
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v. Gamification Elements: The presence of gamification features like leaderboards, rewards, and 

achievements to enhance user engagement and motivation. 

vi. Continuous Learning Approach: The strategy of introducing new challenges and content over time 

to ensure that employees maintain a high level of security awareness. 

4.2.2 Dependent Variables: 

i. Security Awareness: The primary outcome variable, reflecting how well employees understand BEC 

tactics, can identify suspicious emails, and make informed decisions when faced with potential threats. 

ii. Phishing Detection Rate: The percentage of simulated phishing emails correctly identified as 

suspicious by employees, indicating their ability to recognize potential BEC attacks. 

iii. Response Rate to Suspicious Emails: The proportion of times employees take appropriate actions 

(e.g., not clicking on links, not sharing sensitive information) when faced with simulated suspicious 

emails. 

iv. Reduction in Successful BEC Incidents: The impact of the training on the organization's actual 

incidence of successful BEC attacks, potentially leading to a decrease in successful breaches. 

v. User Engagement: Measured by the frequency of interaction with the simulator, completion rates of 

modules, and participation in gamified elements. 

vi. Retention and Application of Knowledge: The degree to which employees retain and apply the 

knowledge gained from the simulator in their real-world email interactions. 

vii. Cultural Shift: The extent to which the training fosters a security-conscious culture within the 

organization, leading to long-term changes in employee behavior. 

viii. Feedback Utilization: How effectively employees use the feedback provided by the simulator to 

improve their decision-making in subsequent interactions. 

These independent and dependent factors work together to help determine how well the Human Firewall 

Simulator works to raise security awareness against BEC threats. These factors can be used by organizations 

to gauge the effectiveness of their cybersecurity training programs and to help them choose the best course of 

action. 

4.3 Human Firewall Simulator Development  

This research study involves the development and testing of a human firewall simulator as an appropriate 

research method to handle the complexities in this research area. The researcher first puts users to the test by 

testing them through simulating phishing attempts, and then quizzes them (all types of users) to determine the 

necessity of incorporating a human firewall into the standard email security framework and the value it 

provides to email security. 

4.3.1 Sequence diagram 

Sequence diagrams in system design are used to demonstrate different ways users of a system are to interact 

with the system. It displays the different users that the system has and how those specific users interact with 
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the system. All users in a system must be captured in this sequence diagram, along with the functions they 

perform in the system. 

4.3.2 Admin sequence diagram 

 

 

 

 

 

 

 

 

 

 

 

Figure 4.2: Admin sequence diagram (Researcher, 2023) 

The admin sequence diagram (figure 4.2) shows the flow of administrator interactions with the system. Upon 

opening the administrator module, the administrator logs in, takes the system to the main admin page, creates 

a test code to be sent to the trainees, enters the organization’s name and the domain name of the organization, 

i.e., www.mail.safaricom.com; the user then generates domain variations that are look-alike, i.e., 

www.mail.safaricom; the admin then selects one varied domain name for cloning; the admin then provides an 

email address to be used to send the cloned domain; the admin then enters the domain to be replicated and 

invites the clients. The administrator then waits for the training and tests to be done by the clients. The analysis 

is done by selecting the test code that was provided to the clients, viewing the results analyzed, and then 

logging out. 

4.3.3 Client sequence diagram 
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Figure 4.3: Client sequence diagram (Researcher, 2023) 

In the client sequence diagram above (Figure 4.3), the client opens the url received on the home page; the url 

contains the training materials; the client reads the tutorials received; once done, the client enters the test code 

and employer ID on the assessment button; and the client begins the test. 

4.3.4 Use-case Diagram 

Another important system design tool is the use-case diagram. They are used mainly to determine different 

interactions between systems and their actors. They don't describe how the system operates internally; they 

only identify what the system does and how the system actors use it. 

 

 

 

 

 

 

 

 

 

 

Figure 4.4: Use-case Diagram (Researcher, 2023) 

 

According to figure 4.4, the simulator contains two major parts: the administrator side (Admin) and the client 

side. 

Admin:  

i. log in: Authentication is determined before a user logs in. 

ii. Set test environment: administrator sets the test environment, making sure the main areas 

of weakness are covered during testing of the clients. 

iii. Conduct analysis: Here, the administrator generated analysis in the form of charts from the 

tests conducted by the clients. 

iv. Invite clients: The administrator sends invitations to the clients for the scheduled training 

and testing, and depending on the clustering of the clients, test codes are issued based on 

the various focused testing areas that have been identified as weak areas of the clients. 

v. Log Out: This is the end stage of system interaction. Logging in comes back when the 

administrator wants to interact again with the system. 
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Client: 

i. Start tutorial: Here, the client, upon receipt of an invitation, gets training in the form of 

presentations, video clips to watch, or live Zoom training. The client or trainee is expected to 

take the training seriously because an assessment follows. Based on the test code sent to the 

trainee, the training involves areas the clients are considered weak in or not well knowledgeable 

about. 

ii. Start assessment: Upon going through the tutorials, the trainee is expected to answer questions 

iii.  using the test code provided. If the trainee gets 100% in the training (which is the goal), a 

certificate is issued instantly on the system; if not, the system analyzes the weak areas where 

the training failed, which forms the focus of the next training. 

 

4.3.5 Activity Diagram 

This is another very important tool in system design; it helps developers of systems understand the flow of 

events in the system, what constraints the system has, what processes the system has, and the conditions that 

cause different behaviors in the system. Activity diagrams are key to understanding a high-level overview of 

what's happening in a system. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 4.5: Activity Diagram (Researcher, 2023) 

From figure 4.5 above, the activity diagram shows admin authentication; if the credentials provided are correct, 

the system proceeds; otherwise, it takes it back to log in.  
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Once the administrator is authenticated, the test environment page is be displayed. The administrator can 

choose to proceed to the test environment, analyze existing results using the test codes provided, or logout.  

If the administrator chooses to proceed with setting the test environment, clients are invited to read tutorials 

and then take the assessment. The clients can also be invited to take the assessments without tutorials, 

especially if the administrator is interested in knowing the knowledge level as a guide for the test environment. 

(pre-assessment).  The administrator can then log out. 

4.4 Testing and Validation (Results) and Analysis 
The simulation tool gives the results of tests or quizzes done by each individual, showing the number of quizzes 

done, the number of questions answered correctly, and the number of quizzes that failed. The simulator also 

indicates in which area of email security the user failed, i.e., clicking attachments, responding to suspicious 

email addresses, or failing to report suspicious email. This shows individual email security awareness. 

The total number of people with their unique code or admission number is to be shown in the result charts 

showing the overall organization's email security position.  

The results are relayed in percentage; for example, 75% of users fell victim before integrating email security 

with a human firewall, or 30% of the users fell victim after integrating a human firewall. The primary goal of 

phishing simulation is to raise awareness by offering straightforward instruction and a personalized evaluation 

(without any actual setup—no domain, infrastructure, or email address) to evaluate people's actions in a 

specific situation and determine their current awareness posture. 

The goal of the red team evaluation is to identify IT weaknesses, including people and networks. The majority 

of organizations take numerous steps to increase perimeter security and patch vulnerabilities discovered, yet 

people remain the weakest link. Phishing is critical in determining employee security knowledge and enlisting 

them as members of the security team. 

By utilizing engaging and straightforward training sessions, our phishing simulation allows users to grasp 

email security without actually doing the "real" phishing attack. This simulator provides a personalized 

environment in which you may create your exam according to your needs, such as making questions unique 

for each participant, simulating a real-time phishing assault, and making questions targeted and tough to 

answer. 

Once the test is created, anyone in the target population can take it and submit their answers. 

At the conclusion of the session, an analysis is offered to help you understand your current awareness posture. 

because the attackers simply need one click to get through! This makes us think twice about clicking that 

button. The simulator is designed into two modules: the administrator module and the client module. The 

admin module has a control panel that updates the database with the most current activities and also invites 

users to the simulator through email. 
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4.4.1 Admin Module 

Administration module: This module (see figure 4.6) offers access to the configuration test and the analysis 

of views; it is accessible at the address AdminPanel/login.php (http://localhost/AdminPanel/login.php). 

“admin” for user name and “admin” for password are the default login credentials. 

 

Figure 4.6: Admin-Module (Researcher, 2023) 

4.4.1.1 The interface for the phishing simulator login page is as shown below:  

Once the credential is placed, the system verifies and authenticates the user or denies access to ensure the 

security of the system is maintained. This module is controlled by mainly ICT personnel, who are in charge 

of maintaining and updating the system. 

 

 

Figure 4.7: Login Interface (Researcher, 2023) 
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4.4.2 Client Module  

This is the module for those who only has access to the tutorial and the evaluation, and is accessed through 

http://localhost /phishClient /from of the panel index. 

 

 

 

Figure 4.8: client side Interface (Researcher, 2023) 

 

4.4.2.1 Tutorials (Client-Module) 

This includes an introduction to phishing along with general tactics for raising awareness and educating 

people. This section contains presentation documents, links to videos, and links to online trainings, among 

others. 
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Figure 4.9: Tutorial (Client-side Module) (Researcher, 2023) 

 

4.4.2.2 Evaluation (Client-side Module) 

This stage prompts the user to choose between ignoring or reporting phishing or a site or scenario from 

SMiShing, and the user must choose between ignoring or reporting it. Even if the test code is the same, the 

questions are different for each user. There is a nice balance of positive and negative questions. Because it 

only takes one click for an attack to go through, all answers must be correct. When all questions are answered 

correctly, the system issues a certificate to the students. The certificates are issued in modules, and one must 

complete one module to move on to the next. See figure 4.10 below. 
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Figure 4.10: Assessment (Client-side Module) (Researcher, 2023) 

4.4.3 Test Set up (Administrator Module) 

In this section, the simulator asks for some basic information. As an example, enter your domain name here, 

and the simulator generates a list of comparable domains that attackers can use to target you. You can select 
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one to use throughout your phishing simulation evaluation.

 

 

Figure 4.11: Setting up test (Admin Module) (Researcher, 2023) 
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Figure 4.12: Create a similar web site displayed under your domain (Researcher, 2023) 

 

When evaluating, you enter the URI of your most frequently visited websites, and it generates a similar website 

that is presented under your domain to create a realistic scenario. This is also known as "Typo squatting." 

You can construct a test code for each service and a test configuration for each of them so that each receives 

a different phishing site, making the evaluation even more difficult. 

Even if the test is the same, each employee has a separate set of questions.  

Email ID: Here you must enter an email ID that is commonly used for mass communication. During the 

evaluation, the simulator produces more combinations of email addresses. You can see a preview of the 

phishing web page that we created to look like your original one. 
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Figure 4.13: Preview the appearance of the phishing web page that we created to look like the original 

one. (Researcher, 2023) 
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4.4.4 Invite (Admin Module)  

Admin can upload CSV file and invite the members to take test. See figure 4.14 below.

 

Figure 4.14: Admin can upload CSV file and invite the members to take test. (Researcher, 2023) 

Email and contact details of clients to be invited are entered into a CSV Excel file, which is imported into 

the system for an automated invitation. 

 

Figure 4.15: Enter SMTP server and administrator’s email credentials to invite members. (Researcher, 

2023) 
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4.4.5 Administrator Module (Analysis) 

Analysis of data involves examination, categorization, tabulation, testing, and recombination of evidence to 

solve the research. (Yin, 2003) 

The first step involves pre-assessing user knowledge for social engineering attacks.  The second step involves 

post-assessment assessment after proper training and awareness are given to the staff. In either case, a 

simulator is embedded in sample users to capture data on pre-assessment and post-assessment. According to 

Leedy & Ormrod, the data could be organized into tables, figures, and other formats to present information in 

a compact way. (Leedy, 2005) 

The study gives the results in tables, forms, and graphs for representation. It includes a graphical analysis of 

the various responses provided by the trainees based on the answers provided in the quizzes. This assists in 

determining the organization's current outreach stance. See figure 4.16. 
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Figure 4.16: Analysis/ Results (Researcher, 2023) 
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4.4.5.1 Analysis of results (from figure 4.16) 

1: Number of employees who passed the test: The result indicates the percentage of employees who passed 

the test versus those who failed. A repeated simulation indicates that the more the users get educated, the 

higher the percentage of those who pass the tests. 

2: Number of employees who clicks on the malicious links: This result is specifically focused on testing 

employees who click on malicious links to test this area of insecurity. If organizations consider this security 

area to require more training, then a lot of training is to be focused on this area. The result is relayed in the 

percentage of those who would click on the malicious link versus those who wouldn’t. 

3: Number of employees who downloads the dangerous attachments: This result shows the percentage of 

employees who would download dangerous links compared to those who wouldn’t. When a lot of questions 

are answered correctly in this area, the result indicates that many employees won’t click on dangerous 

attachments. Either way, when a lot of questions in this area are answered wrongly, a higher percentage of 

employees are likely to click on dangerous attachments. The latter indicates a security threat to the 

organization. 

4: Number of employees who reply to phishing emails: This result shows the percentage of employees who 

would reply to phishing emails versus those who wouldn’t. When a lot of questions are answered correctly in 

this area, the result indicates that many employees won't reply to phishing emails. Either way, when a lot of 

questions in this area are answered wrongly, a higher percentage of employees are likely to reply to phishing 

emails. The latter indicates a security threat to the organization. 

5: Average awareness of the organization: This result shows the percentage of employees' average 

awareness in the above areas tested (malicious links, downloading dangerous attachments, phishing emails). 

When a lot of questions from the above areas are answered correctly in this area, the result indicates high 

employees’ awareness in terms of percentages. Either way, when a lot of questions in the above areas are 

answered wrongly, a higher percentage of employees are unaware. This helps guide organizations and 

corporations on the status of their security at a particular time. 

6: Employees Wise results: This indicated how individual employees performed. The employees are 

identified through their employee ID, and the results are relayed out of ten questions. For example, employee 

ID 341 scored 10 out of 10 questions compared to employee ID 344, who scored 6 correct out of 10 questions. 

Tested.  How wise the employees are to make the right choice in handling emails is tested through this section 

of results. 

 

4.5 Summary of Chapter Four 
This chapter discusses the technical requirements and setup for deploying the Human Firewall Simulator, 

including server infrastructure, user authentication mechanisms, database configuration, and system scalability 

for the organization's workforce.   
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CHAPTER FIVE: SUMMARY, CONCLUSIONS AND 

RECOMMENDATIONS 

5.0 Introduction 
This section discusses the technical requirements and setup for deploying the Human Firewall Simulator, 

including server infrastructure, user authentication mechanisms, database configuration, and system 

scalability for the organization's workforce. 

5.1 Summary 
This research aims to eliminate the need to configure an entire phishing campaign and a "live" environment, 

to provide a personalized assessment, to train users in targeted attacks, to provide an intuitive interactive 

interface to exercise the entire process, to involve users in the security team in making the firewall, and to 

eliminate the need to have a pen-tester or a specialist carry out a phishing campaign. This research also 

provides options to customize the simulator to adapt to the ever-changing trends in cybersecurity, especially 

email security. Just with a few clicks, the simulator allows the organization to know its employees in terms of 

strengths and weaknesses based on the analysis provided. 

Employees are the greatest assets in a corporate environment; therefore, with the right education and guidance, 

they should turn out to be a great part of a robust email security setup. The results achieved above prove the 

success of the tool (to combat social engineering attacks). When combined with the technical security setups, 

i.e., firewalls, encryptions, virus scans, and many more, email insecurity threatening BECs and CEOs is 

tackled effectively. 

An integrated email security system therefore ensures security from threats like ransomware, BEC/spear 

phishing attacks, configuration errors, and malicious links, all of which are now collectively tackled through 

this new security structure combining human firewalls. 

The Human Firewall Simulator is a powerful tool designed to enhance security awareness and protect 

organizations against business email compromise (BEC) attacks. BEC attacks are a type of cyber threat in 

which attackers impersonate high-ranking executives or trusted business partners to deceive employees and 

gain access to sensitive information or financial assets. 

The simulator aims to educate employees and strengthen their ability to recognize and respond to BEC attacks 

effectively.  It provides a simulated environment where employees can learn about common BEC tactics, such 

as email spoofing, social engineering, and phishing. Through interactive exercises and real-world scenarios, 

employees can practice identifying suspicious emails, verifying sender identities, and detecting fraudulent 

requests. 

The Human Firewall Simulator is a state-of-the-art tool created to promote security awareness and counter the 

expanding issue of Business Email Compromise (BEC). BEC assaults involve fraudsters posing as reliable 

organizations in order to trick workers into sending money, disclosing private information, or carrying out 
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unwanted tasks. By educating them about BEC strategies and teaching them how to spot and efficiently react 

to questionable emails, this simulator seeks to turn employees into an organization's first line of defense.  

The Human Firewall Simulator incorporates various features to engage users and improve their security 

awareness. It may include interactive modules, quizzes, and educational resources to teach employees about 

BEC attack techniques and how to defend against them. The simulator may also offer personalized feedback 

and performance metrics to help employees track their progress and identify areas for improvement. 

By using the Human Firewall Simulator, organizations can create a proactive security culture and empower 

employees to become the first line of defense against BEC attacks. The simulator's immersive and hands-on 

approach helps employees develop a critical mindset, enabling them to scrutinize emails, verify authenticity, 

and report suspicious activities promptly. Ultimately, this enhances the overall security posture of the 

organization and mitigates the risk of falling victim to BEC attacks. 

The Human Firewall Simulator is a state-of-the-art tool created to promote security awareness and counter the 

expanding issue of Business Email Compromise (BEC). BEC assaults involve fraudsters posing as reliable 

organizations in order to trick workers into sending money, disclosing private information, or carrying out 

unwanted tasks. By educating them about BEC strategies and teaching them how to spot and efficiently react 

to questionable emails, this simulator seeks to turn employees into an organization's first line of defense. 

Key Features: 

1. Realistic Simulations: The simulator simulates a number of BEC scenarios, including CEO fraud, supplier 

invoicing hoaxes, and urgent fund transfer requests. These simulations closely resemble real BEC attacks, 

assisting staff members in experiencing and comprehending the strategies employed by fraudsters. 

2. Interactive learning modules are offered by the application to educate staff employees on common BEC 

strategies such as email spoofing, social engineering, and domain impersonation. Users can learn through 

multimedia presentations, exams, and practical exercises. 

3. The simulator maintains a database of emails that seem to be phishing attempts that the business has 

received. By practicing identifying these phishing attempts in a secure environment, employees can boost their 

confidence in their capacity to detect hazardous emails. 

4. Dynamic Feedback: The simulator gives workers quick feedback on their interactions with simulated 

phishing emails. This involves pointing out warning signs, describing why an email is suspect, and assisting 

users in making the best decisions. 

5. Customizable Scenarios: Businesses can create simulations that are specific to their industry, corporate 

culture, and threat environment. The relevance and efficacy of the training are improved by personalization. 
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6. The simulator tracks individual and team progress, enabling enterprises to evaluate the development of 

their security awareness as a whole. Managers have access to comprehensive reports that highlight their 

strengths and highlight areas that need further work. 

7. Gamification features: The simulator includes gamification features like leaderboards, achievements, and 

awards to motivate staff. In order to acquire higher security awareness scores, staff are encouraged to engage 

in healthy competition. 

8. Continuous Learning: By sporadically presenting fresh BEC challenges and scenarios, the Human 

Firewall Simulator promotes continuous learning. Employees are kept aware and informed about evolving 

cyber threats as a result. 

An effective way to deal with the human factor in cybersecurity is to use the Human Firewall Simulator. 

Organizations may dramatically lower the risk of falling victim to these scams and improve their overall 

security posture by providing staff with the information and abilities to spot BEC attacks. 
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5.1.1 Summary of the objectives 

1. Specific Objective 1: To identify various social engineering techniques used to compromise corporate 

email. 

The various techniques used by attackers were identified as well as how they are mitigated. These includes 

Phishing, Spear Phishing, Pretexting, Baiting, Quid Pro Quo, Tailgating/Piggybacking, Impersonation, 

Watering Hole Attacks, Reverse Social Engineering, Pharming, Tailored Malicious Content and Elicitation 

2. Specific Objective 2: To investigate current email security solutions available. 

The email security options available were investigated through qualitative desk-based research, where it was 

established that the current email solutions available were not focused on turning employees into human 

firewalls. See table 2.1 

3. Specific Objective 3: To develop and test human firewall simulator 

Human Simulator was developed and tested. This is clearly shown in chapter four. The researcher designed a 

model that guided the development of Human Firewall simulator. The model was tested and results analyzed 

in form of charts and tables. 

In summary, the Human Firewall Simulator is a comprehensive tool that leverages simulated environments, 

educational resources, and interactive exercises to raise security awareness among employees and protect 

organizations against business email compromise attacks. By training employees to be vigilant and 

knowledgeable about BEC threats, organizations can significantly reduce the likelihood of successful attacks 

and safeguard their sensitive information and financial assets. 

5.2 Conclusions 
The research has a conclusive solution to corporate email security based on the simulator's results, with all 

employees trained, empowered, and turned into members of the email security team. 

Employees' minds are changed to take responsibility for securing the organization, therefore resolving the 

issue of employees or humans being the weakest link in email security. 

The simulator is to be updated with the latest techniques used by hackers to guarantee that company personnel 

are up-to-date on the latest trends and are part of a global campaign to combat social engineering attacks. To 

make this simulated tool successful, organizations need to bring better problem-solving skills, faster task 

completion, competition that drives staff to excel at their jobs. Corporates should also strive to create an 

environment of teamwork hence increase employee decision-making efficiency.In order to educate users 

rather than train them (convert them to human firewalls), organizations and corporations should start by 

organizing security-oriented incentives to motivate the staff to take this education positively. Either there is a 

need to bring in external security professionals, as they are usually eager to get continuing education from 

external professionals to add credits to their education. The organization should update its policies to 

accommodate and reinforce rules for the employees to ensure that the tool is used regularly and actions taken 

by users are not deemed a threat to organizational email security. 
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In conclusion, the Human Firewall Simulator is a valuable tool for organizations seeking to enhance security 

awareness and protect against business email compromise (BEC) attacks. By providing employees with 

interactive training modules, realistic scenarios, and personalized feedback, the simulator empowers them to 

become the first line of defense against BEC threats. 

Through mandatory training, tailored modules, and a culture of security, organizations can foster a proactive 

security mindset among employees. By simulating real-world BEC attack scenarios, employees can develop 

the skills to identify suspicious emails, verify sender identities, and respond appropriately. The gamified 

elements of the simulator engage employees and encourage active participation, while metrics and analytics 

allow organizations to measure progress and adapt the training program accordingly. 

By integrating the Human Firewall Simulator with existing security measures and staying informed about 

evolving BEC attack techniques, organizations can establish a robust defense against this type of cyber threat. 

The simulator acts as a critical component in building a resilient security posture, ultimately safeguarding 

sensitive information and financial assets from BEC attacks. With continuous updates and a commitment to 

ongoing training and awareness, organizations can mitigate the risk of falling victim to BEC attacks and create 

a strong human firewall that serves as an effective defense against cybercriminals. 

5.2.1 key assertions that drive this research to its effectiveness in improving an organization's 

cybersecurity posture 

1. Human Vulnerability: 

The simulator recognizes that people are frequently the weakest point in a company's cybersecurity defense. 

Costly security breaches can result from staff members' lack of awareness and vulnerability to social 

engineering assaults like BEC. 

2. Education is empowerment: 

The simulator claims that teaching staff about BEC strategies and procedures gives them the power to play a 

crucial role in the defense against such attacks. 

Employees with better knowledge are more likely to recognize questionable emails and take the necessary ac

tion. 

3. Realistic Simulations: The effectiveness of the simulator depends on the use of accurate BEC simulations. 

Employees have a better grasp of the strategies utilized by hackers by being exposed to realistic scenarios that 

mimic genuine attack methods. 

4. Building Critical Thinking Skills: The simulator seeks to help workers develop their critical thinking 

abilities. It cultivates a more skeptical and cautious approach to email exchanges by encouraging them to query 

the veracity of emails, examine sender information, and consider the context of requests. 

5. Continuous Learning: The idea put forth here is that cybersecurity is a continuous activity. 

By gradually presenting new scenarios and obstacles, the simulator encourages continual learning and makes

 sure that staff members are alert and capable of adapting to new risks. 
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6. Practical Training: The simulator offers practical training in a secure setting. Without worrying about the 

consequences in the real world, employees can interact with simulated phishing emails, assess potential 

dangers, and make judgments. This hands-on learning experience strengthens knowledge and boosts self-

assurance. 

7. Feedback-driven Enhancement: A key element is immediate feedback on how users respond to simulated 

emails. This feedback process, it is claimed, fosters desirable behaviors and gives workers a chance to 

constructively learn from their failures. 

8. Customization for Relevance: It is said that relevant simulations are more effective at capturing workers' 

attention. The simulator makes sure that the training is current and relatable by enabling firms to design 

situations based on their industry, culture, and particular dangers. 

9. Behavioral Change: The simulator's overarching objective is to promote behavioral change. It contends 

that regular exposure to training exercises and simulations might result in a cultural shift within the company 

where security-conscious conduct is embedded in routine operations. 

10. Measurement and Accountability: According to the simulator, keeping track of and reporting on 

progress is crucial. Organizations may hold workers accountable for their security awareness and pinpoint 

areas that require improvement by assessing the performance of both individuals and teams. 

11. Gamification for Engagement: Using gamification components suggests that competition and 

engagement can serve as powerful motivators. The simulator promotes active participation and long-lasting 

interest by making security training interesting and rewarding. 

The Human Firewall Simulator builds on these claims to develop a thorough and dynamic strategy to improve 

security awareness against BEC attacks. By addressing human vulnerabilities, fostering education, and 

encouraging proactive decision-making, the simulator strengthens an organization's defense against this 

pervasive cyber threat.  

5.3 Recommendations 
Eventually, the newly introduced and tested human firewall should be integrated into the already existing 

email security mechanisms as the last line of defense, bringing about the new email security model shown 

below in figure 5.1.  
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5.3.1 Model integrating Human Firewall with existing email security. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

This diagram shows the flow of email from the sender to the receiver. The weakest link is the user, meaning 

at the receiving point of the email, security goes wrong. Therefore, the need to create a firewall that helps 

solve problems associated with social engineering attacks—for example, phishing is possible only with the 

creation of a human firewall, which is the ultimate solution that has been lacking in the already existing 

logical and physical security measures that have always existed. The problem that has been lacking in email 

security is caused by human weakness. The human firewall introduces users to being part of the security 

team by making them responsible for their actions, i.e., avoiding clicking dangerous links by identifying 

them, flagging them, and being informed of the latest trends in attacks. This ensures security is tackled in 

totality in the future, and any improvements from the recommendations above would make corporate email 

even more secure.  

Figure 5.1: Secure email flow integrated with human firewall (Researcher, 2023) 
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To effectively utilize the Human Firewall Simulator for enhancing security awareness against business email 

compromise (BEC), consider the following recommendations: 

1. Human-Machine Synergy for Improved Defenses: By linking machine learning to the Human 

Firewall Simulator, you present a comprehensive approach to cybersecurity training that leverages 

advanced technology to enhance participants' abilities to counter BEC threats effectively. This 

integration showcases the potential for combining human understanding and intuition with machine 

learning's analytical power to create a more resilient and proactive cybersecurity defense 

2. Implement mandatory training: Make it mandatory for all employees, especially those with access 

to sensitive information or financial transactions, to complete the Human Firewall Simulator training. 

Regularly schedule refresher courses to reinforce the knowledge and skills learned. 

3. Tailor training to different roles: Customize the training modules and scenarios to align with specific 

job roles and responsibilities within the organization. This ensures that employees receive targeted 

training relevant to their work and the types of BEC attacks they may encounter. 

4. Foster a culture of security: Emphasize the importance of security awareness and the role every 

employee plays in protecting the organization. Encourage open communication and make reporting 

suspicious emails or incidents a priority. Reward and recognize employees who actively participate in 

training and demonstrate strong security practices. 

5. Provide real-time feedback: Offer immediate feedback and guidance to employees as they navigate 

through the simulator. This helps them understand their strengths and weaknesses, allowing for 

continuous improvement. Incorporate personalized feedback and recommendations to address specific 

areas of improvement. 

6. Simulate real-world scenarios: Develop realistic BEC attack scenarios within the simulator to expose 

employees to various tactics employed by attackers. This could include scenarios involving urgent 

payment requests, vendor impersonation, or executive spoofing. By experiencing these scenarios in a 

safe environment, employees can learn to identify warning signs and respond appropriately. 

7. Engage employees through gamification: Gamify the training experience by incorporating 

leaderboards, achievements, and challenges. Encourage healthy competition among employees and 

departments, motivating them to actively participate in the simulator and improve their security 

awareness. 

8. Continuously update the simulator: BEC attacks evolve over time, so ensure that the Human 

Firewall Simulator stays up-to-date with the latest attack techniques and trends. Regularly update the 

training modules and incorporate new simulation scenarios to reflect emerging threats. 

9. Measure and track progress: Implement metrics and analytics to measure the effectiveness of the 

training program. Track employee performance, completion rates, and the number of reported 

incidents. Analyze the data to identify areas for improvement and adjust the training content 

accordingly. 
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10. Integrate with other security measures: The Human Firewall Simulator should complement other 

security measures within the organization. Integrate the training program with existing email security 

solutions, multi-factor authentication systems, and incident response protocols. Reinforce the 

importance of following security best practices in conjunction with the simulator training. 

Stay informed and adapt. Stay updated on the latest trends, best practices, and countermeasures related to BEC 

attacks. Regularly assess the effectiveness of the human firewall simulator and adapt the training program as 

necessary to effectively address emerging threats. 

By following these recommendations, organizations can maximize the impact of the Human Firewall 

Simulator in enhancing security awareness against BEC attacks and fortifying their defenses against this 

prevalent cyber threat. 

5.4 Future Research Work 
There is a constant need for innovation in security awareness training as the threat landscape changes and 

technology progresses. Continuous study and innovation in these fields may result in the creation of Human 

Firewall Simulators that are more efficient and adaptive and that better equip people and organizations to 

protect themselves from the evolving threat of Business Email Compromise.  Here are some prospective study 

topics for the future: 

1. Evaluation of Effectiveness: Conduct extensive research to assess the Human Firewall Simulator's long-

term efficacy. Examine how the simulator affects fewer BEC incidences, user behaviour trends, and 

calculating the return on investment for businesses. 

2. Integration with Security Operations: Investigate how the simulator can be integrated with a company's 

security operations centre (SOC) to facilitate quick incident response in the event of a real BEC threat. 

5.5 Summary of Chapter Five 
The threat of business email compromise (BEC) continues to pose a significant threat to organizations, 

prompting the development of the "human firewall" concept. This paper introduces the Human Firewall 

Simulator, a proactive approach to enhancing security awareness and preparedness among employees. The 

simulator immerses employees in realistic BEC scenarios, guiding them through decision-making processes 

to identify potential threats. Interactive modules cover various stages of an attack, including recognizing 

suspicious email addresses, verifying sender identities, and handling requests for sensitive information. The 

simulator's customization and continuous learning capabilities ensure its relevance in the face of evolving 

threats. The Human Firewall Simulator is a pivotal step in mitigating the risk of BEC attacks by providing 

hands-on experience and immediate feedback. It empowers employees to become vigilant defenders against 

social engineering tactics, reducing the likelihood of successful BEC attacks driven by human error. It 

complements technical security measures by addressing the often-overlooked human element, aligning with 

the principle that security is a shared responsibility. Organizations should integrate the Human Firewall 

Simulator into their existing security training programs, regularly assess employees' progress, customize the 
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simulator to reflect industry-specific BEC scenarios and challenges, introduce incentives or rewards for 

employees who consistently excel in simulator exercises, encourage senior management participation, and 

continuously update the simulator to address emerging BEC tactics and trends. By investing in this innovative 

training tool, organizations can significantly strengthen their defense against BEC and similar social 

engineering attacks. 
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APPENDIX 2: Coding for the program 
Login code 
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APPENDIX 3: DOCUMENTATION AND MANUAL 
Installation Guidelines 

Windows Installation Manual 

1.Go to https://www.apachefriends.org/download.html and download XAMPP. 

2.Follow the installation instructions on the screen. It this takes care of setting up the web server and MySQL 

database for you. 

3.If you don't want to utilize XAMPP, any web and a standalone installation of should work. 

4.Start the 'Apache' and 'MySQL' services in the control panel once you've accomplished steps 1 or 2 

depending on your preference. 

5. In your browser, go to http://localhost/phpmyadmin/ or http://IP/phpmyadmin/. 

6.Click on 'Databases,' and then create a database called phishadmin. 

7.Click 'Import' and choose the file phishadmin.sql from the /sql /phishadmin.sql folder. 

8.Finish the configuration by copying the accessible source code here to the folder. 
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