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QUESTION 1 30 MARKS

a) Define the following terms:

1) Cybersquatting (2 marks)
ii) Data diddling (2 marks)
iii) Denial of Service(dos) attack (2 marks)
b) Explain how you would track on line child offenders (4 marks)

c) Evidence integrity is essential in order for digital evidence to be admissible in court and to
carry weight as evidence.

1) What is Chain of Custody (CoC) (2 marks)
i) Why is CoC important for evidence integrity (2 marks)

d) A police officer has come to search your premise for suspected cybercrime.How will you
know that the search warrant he has is valid (8 marks)

e) Discuss how logfiles and IP addresses can be used to track unauthorized users (8 marks)
QUESTION 2 20 MARKS

a) What is OOV (order of volatility) and how does it influence decisions regarding which

evidence should be preserved first (4 marks)
b) List 6 data storage media as a function of their OOV (6 marks)
c) Discuss 5 tools that hackers use to hack systems (10 marks)

QUESTION 3 20 MARKS

i.  What is digital evidence (2 marks)
ii.  Explain different types of digital evidence (8 Marks)
iii.  Describe how digital evidence is gathered in a cybercrime scene (10 marks)

QUESTION 4 20 MARKS
b)What is the importance of cyberlaws in Kenya (4 marks)
b) Explain 5 types of cybercrime that are done frequently in digital world (10 marks)

c) Digital evidence is a rich and often unexplored source of information.These evidences can be
used for crime reconstruction.Describe the 3 types of analyses that can be performed as part of
cybercrime reconstruction (6 marks)
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QUESTION 5 20 MARKS

a) What are the practical and technological issues that can arise during analysis of digital
evidence (10 marks)

b) Describe the processes involved in preserving digital evidence in a cybercrime scene
(10 marks)
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