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QUESTION ONE [30 MARKS]

a) Define information security. 2 marks

b) Explain Five significance of information security in modern organizations? 5 marks

c) Differentiate between threats, vulnerabilities, and risks in the context of information security.
3 marks

d) Describe the components of a risk management framework (e.g., identify, assess, mitigate,

monitor) and explain how it helps organizations proactively manage security risks. 8 marks

e) State and explain Six significance of security awareness and training programs in promoting a

culture of security within an organization. 6 marks

f) Discuss Four roles of incident response teams between different stakeholders during incident

response activities. 4 marks

g) Describe any two methods for encrypting data-in-transit to protect sensitive information from

unauthorized access. 2 marks

QUESTION TWO [20 MARKS]
a) Discuss the CIA triad (Confidentiality, Integrity, Availability) and its relevance to information
security. Provide and explain THREE examples in each case of how each aspect is implemented

in an organization's security policies. 12 marks
b) Describe FOUR alternative authentication methods other than password-based authentication
8 marks

QUESTION THREE [20 MARKS]
a) State and explain the SIX potential consequences of data breaches and privacy violations for

organizations? 12 marks
b) What is data-at-rest, describe the THREE methods for encrypting data-at-rest to protect
sensitive information from unauthorized access. 8 marks

QUESTION FOUR [20 MARKS]

a) Define identity and authentication in the context of information security. What are the FOUR
common authentication factors, and how do they contribute to user authentication? 10 marks

b) Discuss the importance of regulatory compliance and industry standards (e.g., GDPR, 1SO
27001) in shaping security policies. How do these standards influence organizational security
practices? 10 marks

QUESTION FIVE [20 MARKS]
Describe the purpose and function of security controls in protecting information systems.
Provide examples of administrative, technical, and physical controls. 20 marks



