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QUESTION ONE [30MKS]

a.
b.

What are imperfections that must be considered by the transport layer? [2mks]
CABS Solution is a consulting company. One of the activities is setting up of Internet
services and troubleshooting. The director of CABS has contacted you as one of the key
speaker on TCP configuration. What will you include of your talk concerning TCP
information required to send and receive segments? [4mks]
Explain how System administrator uses Networker analyzer to determine network
intruders [4mks]
The network number portion of the IP address is administered by Regional Internet
Registries (RIR). Explain them. [1mks]
These interactions between a user and a service provider are expressed in by using
primitives. These primitives are an abstract representation of the interactions between a
user and a service provider. State and explain these primitives [3mks].
The figure below shows the Wireshark Window. Explain the Supports command-line and
GUI interfaces it provides [6mks].
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Mo, - Time Source Destination Protocol  Info i)
1 0.000000 192,168.0.33 192.168.0.15 TCFP bgp » 2123 [FIM, PSH, ACK] Seq=0 Ack=0 Win=16101 Le
2 0.000031 192,168.0.15 192.168.0.33 TCR 2123 » bagp [ACK] Seq=0 Ack=1 Win=32120 Len=0
3 0.000422 192.168.0.15 192.168.0.33 TCP 2123 > bagp [FIN, ACK] Seq=0 Ack=1 Win=32120 Len=0
A4 0. 006057 a2z, .33 ] 1. 15 ( bgp » 2123 [AC Seg= Win=16101 Len=0
5 7.9995977 192.168.0.15 192.168.0.33 TCP 2124 » bagp [SYN] Seq=0 Le M55=1460 TSW=181687325
6 2.003509 192.168.0.33 192.168.0.15 TCP bgp > 2124 [S¥H, ACK] Seq=0 Ack=1 Win=16384 Len=0 M
7 B.003954 192,168.0.15 192.168.0.33 TCR 2124 » bgp [ACK] Seg=1 Ack=1 Win=32120 Len=0
g 8.004042 192,168.0.15 192.168.0.33 bGP OPEH Message
9 8.208048 192.168.0.33 192.168.0.15 TCR bap > 2124 [ACK] Seq=1 Ack=30 Win=1£355 Len=0
10 §.337997 192.168.0.33 192.168.0.15 BGP OPEH Message
11 8.338027 192.168.0.15 192.168.0.33 TCP 2124 » bgp [ACK] Seq=30 Ack=30 Win=32120 Len=0
12 B.338115 192.168.0.15 192.168.0.33 BGP KEEPALIVE Message
13 8.342206 192,168.0.33 192.168.0.15 BGP KEEPALIVE Message
14 B.349836 192.168.0.15 192.168.0.33 TCR 2124 > bap [ACK] Seq=49 Ack=49 Win=32120 Len=0
15 8.544101 192.168.0.33 192.168.0.15 TCP bap = 2124 [ACK] Seq=49 Ack=4% Win=16336 Len=0
16 B.544149 192.168.0.15 192.168.0.33 BGP KEEPALIVE Message, UPDATE Message, UPDATE Message
17 B.5484786 192.168.0.33 192.168.0.15 BGP UPDATE Message
18 8.558791 192.168.0.15 192.168.0.33 TCP 2124 » bgp [ACK] Seq=265 Ack=113 Win=32120 Len=0
19 B.562733 192.168.0.33 192.168.0.15 BGP KEEPALIVE Message
20 8.579787 192.168.0.15 192.168.0.33 TCP 2124 > bap [ACK] Seq=265 Ack=132 Win=32120 Len=0

Frame 4 {60 bytes on wire, 60 bytes captured)

Ethernet II, Src: Cisco_35:0e:ic (00:00:0c:35:0e:1c), Dst: DellComp_23:c5:95 (00:cO:4f:23:c5:95)
Internet Protocol, Src: 192.168.0.33 (192.168.0.33), Dst: 192.168.0.15 (192.168.0.15)
Transmission Control Protocol, Src Port: bgp {179), Dst Port: 2123 (2123), Seq: 1, Ack: 1, Len: O
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QUESTION TWO [20MKS]

a. One of the Tools for Troubleshooting IP Problems is to use the debug ip packet

command. Explain what needs to be done in order to use debug ip packet [10mks]

b. Even though it may seem logical to first troubleshoot at the physical layer, problems can

generally be found more quickly by first troubleshooting at Layer 3 and then working
backward when a physical problem is found or suspected. What are these possible
problems? [10mks]
QUESTION THREE [20MKS]
a. Differentiate between TCP Session Hijack and TCP Session Poisoning [4mks]
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b. Explain the TCP SYN flooding [ 10mks]
c. The diagram below shows TCP attacks. Explain the issues expressed in the diagram
[6mks]

TCP Attacks
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QUESTION FOUR [20MKS]
a. Subnetting does not give you more hosts, it only allows you to divide your larger network
into smaller networks. Explain what subnetting? [6mks]
b. Given the Host IP Address, Network Mask and Subnet mask what information can be
found? [6mks]

c. Study the diagram below and identify the subnets giving example for each. [8mks]

G.D. S.D.
IP Address 10001010 01100101 01110010 11f 111010
Mask 11111111 11111111 11111111 11] 000000
Network 10001010 01100101 01110010 11 000000
< subnet — | <« host —»
counting range counting

range

QUESTION FIVE [20MKS]



Internet Protocol datagrams are transmitted by a physical network attached to the host.
Describe what is contained in IP datagrams [4mks]
. Using multiple recipients, explain the methods of IP delivery [6mks]
Capturing the data is easy! The question is what to do with it. Explain the special
hardware devices used for network analysis [5mks]

. Balance the load on a set of identical servers, which are accessible from a single IP

address. Explain the NAT solution to this scenario [5mks]



