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QUESTION ONE   [COMPULSORY]                                                  [30 Marks] 

[a] In using electronic signatures in Kenya for an advanced electronic signature and for them to 

be reliable, a number of conditions must be met .Explain .                  [8 Marks] 

[b] There are specific challenges in cross-border data transfers .Discuss three of these conditions                                                                                                      

[6 Marks] 

 [c] Discuss the various tests of jurisdiction in Cyberlaw                                  [6 Marks]  

[d] Digital forensics "is underpinned by [forensic principles, such as Edmond] Locard's exchange 

principle" Explain.                                                                                  [5 Marks] 

[e] Distinction between encryption and decryption                                              [5 Marks] 

QUESTION   TWO                                                                                 [20 Marks] 

[a]Explain circumstances under which requests for mutual assistance may be refused.  [6 Marks] 

[b] Discuss five models of e-commerce.                                                                          [10 

Marks] 

[c] Briefly four offences in the Computer Misuse and Cybercrimes Act, 2018.        [4 Marks] 

QUESTION THREE                                                                             [20 Marks] 

[a] Numerous intrusion detection methods have been proposed in the literature to tackle 

computer security threats, which can be broadly classified into Signature-based Intrusion 

Detection Systems (SIDS) and Anomaly-based Intrusion Detection Systems (AIDS). Discuss                                                                                         

[10 Marks] 

[b] Internet censorship can take on many forms. Explain.                           [10 Marks] 

QUESTION FOUR                                                                                 [20 Marks] 

[a] There are four main types of cybercrime prevailing in the system: Discuss. [4 marks] 

[b] State indication of intrusions in system intrusions, file intrusions and network intrusions.                                                                                                    

[10 Marks] 

[c] Challenges faced by forensic investigators.                                                [6 Marks]                                                                                            

QUESTION FIVE                                                                                   [20 Marks] 

Write concise notes on any five of the following  

[a] Gopher Protocol  

[b] Difference between electronic signature 

and digital signature     

[c] Dynamic data masking  

[d] Distinction   among internet, intranet and 

extranet  

[e] Types of intruders  

[f] Smart vehicle forensics  
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