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ABSTRACT
Smart cities amalgamate technologies such as Internet of Things, big data analytics, and cloud computing to collect and analyze
large volumes of data from varied sources which facilitate intelligent surveillance, enhanced energy management systems, and
environmental monitoring. The ultimate goal of these smart cities is to offer city residents with better services, opportunities, and
quality of life. However, the vulnerabilities in the underlying smart city technologies, interconnection of heterogeneous devices,
and transfer of data over the open public channels expose these networks to a myriad of security and privacy threats. Therefore,
many security solutions have been presented in the literature. However, the majority of these techniques still have numerous
performance, privacy, and security challenges that need to be addressed. To this end, we present an anonymous authentication
scheme for the smart cities based on physically unclonable function and user biometrics. Its formal security analysis using the
Real-Or-Random (ROR) model demonstrates the robustness of the negotiated session key against active and passive attacks. In
addition, the informal security analysis shows that it supports salient functional and security features such as mutual authenti-
cation, key agreement, perfect key secrecy, anonymity, and untraceability. It is also shown to withstand typical smart city threats
such as side-channeling, offline guessing, session key disclosure, eavesdropping, session hijacking, privileged insider, and imper-
sonation attacks. Moreover, comparative performance shows that it incurs the lowest energy and computation costs at relatively
low communication overheads.

1 | Introduction

A smart city is a metropolitan region that utilizes data-driven
technologies to streamline urban services and enhance sustain-
ability, efficiency as well as citizens’ quality of life. Such tech-
nologies include artificial intelligence, Internet of Things (IoT),
cloud computing, and big data analytics [1]. With the help of
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these technologies, smart cities collect, process and analyze high
volumes of data emanating from a wide range of sources such
as social media, mobile devices, and sensors. This enables smart
cities to enhance their services and operations in terms of reduced
crime rates, energy efficiency, improved citizen engagement and
traffic flow. It also facilitates governance processes and city man-
agement digitization [2] with reduced negative impacts on the
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environments [3]. For instance, the IoT deployed in smart cities
helps create smart and people-centric industries and cities which
facilitate the development of sustainable and smart environ-
ments [4]. This is reflected in the resulting automated trans-
portation, water distribution, intelligent surveillance, enhanced
energy management systems, urban security, and environmental
monitoring [4–6]. Ultimately, this results in cities that are respon-
sive, sustainable, and more connected to offer informed deci-
sions, manage assets and resources efficiently, and hence provide
city residents with better services, opportunities, and quality of
life [7, 8].

Owing to the faster growth of many cities, advanced technologies
need to be adopted to boost citizen safety, lifestyle, and health.
This is accomplished by addressing issues such as traffic manage-
ment, pollution, digital security, energy efficiency, waste manage-
ment, and street lights management. In light of this, smart cities
interconnect millions of sensors and devices which generate and
share massive data [9–11]. This enables the automation of gover-
nance, infrastructure, policies, and services such as agriculture,
healthcare, education, transportation [12], industrialization, and
constructions. Although smart cities offer a wide range of ser-
vices in an efficient and convenient manner, they are vulnerable
to numerous privacy and security threats. For instance, some of
the collected data include sensitive user records which must be
protected from illegal access and transfer. In addition, the data
collected from multiple sources is utilized to make critical deci-
sions regarding the management of the smart city ecosystem. As
such, the veracity, authenticity, and integrity of this data must be
upheld to prevent any unauthorized access and usage [13]. How-
ever, the usage of public channels for data exchange among the
sensors and other smart city devices exposes the collected data to
many threats [14, 15]. As such, reliability during data collection
and transfer by IoT is crucial [16].

Another serious challenge in IoT-based smart cities is the inter-
connection of numerous heterogeneous devices which increase
the surface from which attacks can be initiated. Any success-
ful attack on any of these devices can have serious ramifica-
tion to the smart city and the safety of its residents. In addi-
tion, various communication technologies are deployed in the
management of data, networking systems as well as cloud com-
puting [17, 18]. Although many schemes have been developed
for smart cities, security protocols interoperability among diverse
technologies presents some challenges. Since the majority of the
sensor devices are limited in terms of battery and computation
power, highly complex security solutions are unsuitable. There is
therefore need for the development of lightweight security and
privacy-preserving schemes for the smart cities. There is also a
need for the detection of runtime anomalies in the IoT environ-
ment so as to thwart adversarial attacks. Unfortunately, most of
the anomaly detection techniques are inadequate when deployed
in this dynamic environment [19]. As such, there is need for inno-
vative techniques to handle this complexity.

1.1 | Motivation

Smart cities have been developed to offer crucial services such
as resource utilization, healthcare monitoring [20], and resource
management systems. This requires that vast amounts of data

be collected from various sources such as cameras, sensors, and
other smart devices [21]. Some of the collected data items are
sensitive and personal in nature since they are related to citizen
habits, location, and behavior. In spite of this sensitivity, open
public channels are deployed to exchange data in smart cities.
In addition, some of the devices and technologies deployed in
smart cities may have vulnerabilities that can be exploited by the
attackers to gain unauthorized access, manipulate the systems or
steal data. Moreover, the numerous and heterogeneous sensors
and devices interconnected in smart cities increase the surface
from which attacks can be launched. Any successful attack can
have serious economic and social ramifications to smart city resi-
dents. For instance, malicious nodes in military, agriculture, and
healthcare surveillance systems can mishandle network data,
leading to privacy violations. All these issues point to the need
for robust security and privacy-preserving techniques that can
ensure authentication, data integrity and uphold trust among
smart city residents [22, 23]. Since the majority of the sensors and
devices in smart cities are limited in terms of transmission range,
energy, and battery life, these security solutions need to be highly
lightweight to boost efficiency.

1.2 | Contributions

The main contributions acclaimed in this study include the fol-
lowing:

• We leverage user biometrics and physical unclonable func-
tion (PUF) to develop an authentication scheme that is
shown to withstand physical and side-channeling attacks
among other smart city threats.

• Time-stamping is deployed to all messages exchanged over
public communication channels so as to preserve the fresh-
ness of these messages and avert replay attacks.

• Elaborate formal security analysis is carried out using the
ROR model to show the robustness of the negotiated session
key against active and active adversarial attacks.

• We execute extensive informal security analysis to demon-
strate that our scheme withstands typical smart city attacks
such as offline guessing, session key disclosure, eaves-
dropping, session hijacking, ESL, replays, forgery, MitM,
privileged insider, physical, side-channeling, and imper-
sonations. In addition, our scheme is shown to support
mutual authentication, key agreement, perfect key secrecy,
anonymity, and untraceability.

• We carry out a comparative performance evaluation to show
that our protocol incurs the least computation overheads and
consumes the least amount of energy. In addition, the com-
munication overhead of our scheme is shown to be relatively
lower.

1.3 | Paper Structure

The rest of this paper is organized as follows: Section 2 discusses
the related works in this domain while Section 3 presents the
proposed scheme. On the other hand, Section 4 presents the secu-
rity analysis while Section 5 describes performance evaluation.
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Toward the end of this paper, Section 6 presents the conclusion
and future research scope.

2 | Related Works

Security and privacy issues in smart cities have attracted a lot
of traction from academia and the industry. As such, a myriad
of schemes have been developed for these interconnected smart
cities [24]. For instance, an identity-based anonymous authenti-
cation scheme is presented in [25]. Although this scheme offers
efficiency and better security, identity-based schemes are vul-
nerable to key escrow threats [26]. To address this challenge,
blockchain-based security solutions have been introduced to offer
decentralized security [27, 28]. For instance, a blockchain-based
authentication scheme between the sensor node and the base
stations is developed in [7] while a secure and privacy protocol
leveraging on blockchain is introduced in [29]. Similarly, the pro-
tocol in [30] utilizes blockchain to manage trust and routing in
wireless networks. However, blockchain technology comes with
heavy computation, communication, and storage requirements
[31]. Therefore, a lightweight authentication scheme is devel-
oped in [32]. However, this protocol is susceptible to physical
capture attacks through which its stored secret tokens can be
retrieved [1].

To preserve anonymity during the communication process, a
privacy-preserving technique is presented in [7]. However, this
scheme is susceptible to impersonation and password-guessing
attacks. In addition, it fails to provide mutual authentication [7].
Similarly, the biometric-based protocols in [33, 34] fail to pro-
vide mutual authentication. In addition, the scheme in [33] is
vulnerable to Denial of Service (DoS) while the protocol in [34]
cannot offer anonymity and is susceptible to password-guessing
attacks [7]. To offer mutual authentication, accountability, pri-
vacy, and protect against Sybil attacks, a pseudonym-based tech-
nique is developed in [35]. Unfortunately, this scheme cannot
support pseudonym unlinkability since the pseudonyms can be
linked to the same credential holder [2]. In addition, it is not scal-
able in smart city environments where users may need periodic
pseudonym switching. Therefore, improved security schemes are
introduced in [36–41]. However, the scheme in [36] has not
been evaluated against attacks such as eavesdropping, ephemeral
secret leakage, and side-channeling attacks. On its part, the pro-
tocol [37] is vulnerable to DoS and impersonation attacks [7].
In addition, it cannot offer mutual authentication and fails to
preserve anonymity. Similarly, the technique in [38] cannot sup-
port mutual authentication and untraceability, and is suscepti-
ble to impersonation attacks [7]. Although the protocol in [39]
offers mutual authentication, it cannot withstand sensor imper-
sonation, Man-in-the-Middle (MitM), sensor capture and offline
guessing attacks [36]. Similarly, the scheme in [41] is suscepti-
ble to offline guessing and Known Session-Specific Temporary
Information (KSSTI) attacks. In addition, it fails to support back-
ward key secrecy [42]. Regarding the technique in [40], its fail-
ure to offer mutual authentication and anonymity are its major
weaknesses, together with its vulnerability to impersonation
attacks [7].

To improve scalability and reduce both latency and overheads, a
deep learning model is presented in [43]. However, this model

has reduced trustworthiness and lacks social control [44]. On
its part, the context-based trust model developed in [45] incurs
heavy computation costs due to the need for the processing of
huge volumes of contextual data. Similarly, the quantum-inspired
approach in [46] has huge computation overheads due to the
required quantum computing. The smart city security frame-
work presented in [47] can prevent eavesdropping, replay,
node capture, spoofing, and side-channel attacks. However, it
exhibits high redundancies, key generation and network over-
heads [44]. Similarly, the Rivest-Shamir-Adleman (RSA)-based
authentication scheme in [48] is computationally extensive dur-
ing encryption and decryption. Therefore, lightweight authen-
tication approaches are introduced in [49, 50]. However, these
schemes have not been evaluated against attack vectors such as
session hijacking and side-channeling. Table 1 gives a summary
of the security, performance, and privacy gaps in the existing
security techniques.

Based on the above discussion, it is clear that securing data
exchanges in smart cities is a necessary but intricate task. Most
of the current techniques for security and privacy protection are
shown to have numerous performance and security challenges
that need to be fixed. In addition, the current anomaly detec-
tion methods have been noted to be inadequate when faced with
the smart city dynamism and complexity. Our scheme is demon-
strated to address the majority of these security, performance, and
privacy challenges.

3 | Proposed Scheme

In this section, we present the mathematical preliminaries as well
as the major phases of our protocol.

3.1 | Mathematical Preliminaries

The physical unclonable function and fuzzy extraction are the
main building blocks of the proposed scheme. As such, the fol-
lowing subsections describe their mathematical formulations.

3.1.1 | Physical Unclonable Function

The physical unclonable function (PUF) is designed to gener-
ate some output for any input data such as biometrics based on
the intrinsic physical characteristics of the devices. Since PUF is
produced through the generation of nano-scale variations in the
manufacturing process of the Integrated Circuit (IC) chips, it is
cumbersome to entirely clone PUFs. As such, PUFs can protect
against attacks such as side-channeling, tampering and cloning
while at the same time offering unpredictability, reliability and
uniqueness. Suppose that C is the input challenge and P is the
PUF function and R is the output response. Therefore,

𝑅 = 𝑃 (𝐶) (1)

In other words, for any 𝑗 ∈ ℕ, an n-bit challenge Cj produces a
unique m-bit response Rj. Basically, any PUF instance expressed
as follows.

𝑓PUF ∶ 𝐶𝑗 → 𝑅
𝑗

(2)
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TABLE 1 | Summary of existing works.

Protocol Technique Gaps

Gupta et al. [7] Blockchain High storage and computation costs
Wu et al. [25] Identity-based Vulnerable to key escrow
El Bekkali, Essaaidi, and Boulmalf [29] Blockchain High storage and computation costs
Awan et al. [30] Blockchain High storage and computation costs
Nikooghadam et al. [32] ECC Prone to physical capture attacks
Ghahramani, Javidan, and Shojafar [33] Biometrics Fail to offer mutual authentication

Vulnerable to DoS
Bera et al. [34] Biometrics Fail to offer mutual authentication

Cannot provide anonymity
Susceptible to password guessing

Maram et al. [35] Identity-based Fails to provide unlinkability
Not scalable

Lee, Oh, and Park [36] PUF Not evaluated against eavesdropping, ephemeral secret leakage,
and side-channeling

Vijayakumar et al. [37] Bilinear pairing Prone to DoS and impersonation attacks
High computation complexity

Cannot offer mutual authentication and anonymity
Xie et al. [38] ECC Fails to support mutual authentication and untraceability

Susceptible to impersonation
Yuanbing, Wanrong, and Bin [39] ECC Vulnerable to sensor impersonation, MitM, sensor capture, and

offline guessing
Xia et al. [40] ECC Cannot offer mutual authentication and anonymity

Susceptible to impersonations
Lu et al. [41] ECC Does not support backward key secrecy

Vulnerable to offline guessing and KSSTI attacks
Singh, Jeong, and Park [43] Deep learning Reduced trustworthiness

Lacks social control
Altaf et al. [45] Context-based Heavy computation costs
Abd El-Latif et al. [46] Quantum-inspired Huge computation overheads
Wang et al. [47] Physical layer

security
High redundancies

Large key generation and network overheads
Dharminder, Mishra, and Li [48] RSA High computation costs
Chaudhary et al. [49] PUF Evaluation against session hijacking and side-channeling is

missing
Chaudhary et al. [50] Hash function and

bitwise XOR
Evaluation against session hijacking and side-channeling is

missing

where𝐶
𝑗
∈ {0, 1}𝑛 and𝑅

𝐽
∈ {0, 1}𝑚. Under these conditions, the

following PUF definitions hold.

Definition 1. Considering PUF instances 𝑓
𝐴

PUF and 𝑓
𝐵

PUF,
input challenge CA and CB where 𝐴,𝐵 ∈ ℕ, the PUF uniqueness
property is mathematically denoted as follows.

𝑓
𝐴

PUF
(
𝐶
𝐴

)
≠ 𝑓𝐴PUF

(
𝐶
𝐵

)
(3)

𝑓
𝐴

PUF
(
𝐶
𝐴

)
≠ 𝑓𝐵PUF

(
𝐶
𝐴

)
(4)

In other words, PUFs cannot produce the same response given
different input challenges. In addition, different PUFs pro-
duce different responses when presented with the same input
challenge.

Definition 2. Suppose t1 and t2 are different time periods for
which we want to measure the reproducibility of a given PUF
response under diverse operating conditions when presented
with a specific challenge. Then PUF reliability is expressed as,

𝑓PUF
(
𝐶
𝐴

)|
|
|𝑡=𝑡1

= 𝑓PUF
(
𝐶
𝐴

)|
|
|𝑡=𝑡2

(5)
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Smart city Sensor nodes 
Gateway node User 

FIGURE 1 | Network model.

However, PUF responses are sensitive to diverse noise elements
such as environmental changes, voltage and temperature. When
presented with the same challenge, this noise may cause the same
PUF to yield erroneous response that is different from the origi-
nal one.

3.1.2 | Fuzzy Extraction

A fuzzy extractor utilizes user biometric data to securely exe-
cute authentication. This is a two-step process that involves
probabilistic generation function Gen (.) and deterministic repro-
duction function Rep (.). During this process, the following defi-
nitions hold.

Definition 3. When presented with user biometric data i
as an input, the Gen (.) function creates biometric secret 𝛼

𝑖
∈

{0, 1}𝑙 together with public reproduction parameter 𝛽
𝑖
∈ {0, 1}∗

such that,
Gen

(

𝑖

)
=
{
𝛼
𝑖
, 𝛽
𝑖

}
(6)

Definition 4. Suppose that the deterministic reproduction
function Rep (.) is presented with noisy biometric data i* as
input. Then, Rep (.) deploys the public reproduction parameter
𝛽 i associated with i to re-generate 𝛼i as follows.

Rep
(
∗
𝑖
, 𝛽
𝑖

)
= 𝛼

𝑖
(7)

The reproduction of 𝛼i requires that the Hamming distance
between originally registered user biometric data i and the
present noisy biometric data i* is less than or equal to some
threshold error tolerance Δ.

As shown in Figure 1, the network model of our scheme com-
prises of user Ui who deploys mobile device MDi to access data
from sensor node SNi via the gateway node GW j.

The main phases that are executed in our scheme include the
system setup, registration, authentication, key negotiation, and
parameter update. Table 2 presents the notations used through-
out this paper.

The specific details of these phases are described in the subsec-
tions below.

3.2 | System Setup Phase

The goal of this phase is to have the GW j generate its own security
tokens as well as the sensor node tokens to be deployed in the

TABLE 2 | Notations.

Symbol Description

GW i Gateway node j and
SNi Sensor node i

GW Master key for GW i

SIDi Unique identity for SNi

Ri Random nonce i
PW i User’s password
UIDi User’s unique identity
MDi User mobile device
Bi User biometric data
ΔB Threshold error tolerance
Ti Timestamp i
ΔT Permissible transmission latency
SKSU Session key between SNi and Ui, derived at the SNi

SKUS Session key between SNi and Ui, derived at the MDi

h (.) One-way hashing function
|| Concatenation operation
⊕ XOR operation

subsequent phases of our scheme. Following two steps are carried
out during this phase.

Step 1: The GW j chooses some prime field Zq and private master
key GW ∈ Zq. Next, it selects SIDi as unique identity for sensor
node SNi. This is followed by the transmission of SIDi to sensor
node SNi as shown in Figure 2. Meanwhile, the GW j securely
stores SIDi in its database and publishes Gen () and PUF ().

Step 2: Upon receiving SIDi from the GW j, the SNi securely stores
it in its memory. Afterwards, this sensor node is ready for the reg-
istration procedures across secure channels as described below.

3.3 | Sensor Node Registration Phase

In this phase, the sensor node SNi registers at the GW j and gets
assigned security credentials to be utilized during the authentica-
tion procedures. To accomplish this, the following four steps are
performed.

Step 1: The SNi generates random nonce R1 and transmits regis-
tration request message Req1 = {R1, SIDi*} over to the GW j across
secure communication channels as shown in Figure 2.

5 of 15
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GWjSNi MDi

Choose Zq, GW & SIDi

Store SIDi & publish Gen (), PUF () 

SIDi

Store SIDi

Generate R1

Construct Req1 = {R1, SIDi
*} 

Req1

Confirm if SIDi
 *  SIDi & generate j 

Derive j = PUF ( j), ( j, j) = Gen ( j), A1 = h (SIDi|| GW), A2 = A1 h
(SIDi||R1) & A3 = j h(A1||R1||SIDi) 

Compose Res1 = {A2, A3} & store {A1,( j, j)} 
Res1

Store {A2, A3} 

Generate PWi, UIDi & R2 

Compute A4 = h (PWi||R2) 

Construct Req2 = {UIDi, A4, R2} 
Req2

Derive B1 = h (UIDi||A4|| GW), B2 = h ( GW ||B1||R2) 

Store {B1, B2} & retrieve SIDi

Construct Res2 ={SIDi, B1, B2} 
Res2

Imprint i & derive i = PUF ( i), ( i, i) = Gen ( i), i
* =

i h (UIDi||PWi|| i), B2
* = B2 h (UIDi|| i||R2), B1

* = B1 h
( i||UIDi||A4), SIDi

* = SIDi h (UIDi||A4|| i) and j
*= h

(B1|| i||B2||R2) 

Store { i
*, j

*, SIDi
*}

Substitute {B1, B2} with {B1
*, B2

*}

FIGURE 2 | System setup and registration phase.

Step 2: After receiving registration request message Req1 from
the SNi, the GW j checks if SIDi *≟ SIDi. Provided that these two
parameters are dissimilar, the registration process is terminated
and the SNi is prompted to re-submit valid unique identity. Oth-
erwise, the GW j generates random challenge set 𝛿j and proceeds
to derive response set 𝜇j =PUF (𝛿j) for this particular 𝛿j.

Step 3: The GW j computes sets 𝜃j, 𝜆j with the help of the
Gen () function as (𝜃j, 𝜆j)=Gen (𝜇j). This is followed by the
computation of A1 = h (SIDi|| GW ), A2 =A1 ⊕ h (SIDi||R1) and
A3 = 𝜆j ⊕ h(A1||R1||SIDi). It then composes and sends registra-
tion response message Res1 = {A2, A3} to the SNi over secured
channels. At the end, it stores values {A1, (𝛿j, 𝜃j)} in its
database.

Step 4: On getting registration response message Res1 from the
GW j, the SNi stores parameters {A2, A3} in its memory. This sen-
sor node is now ready for deployment in the field of interest.

3.4 | User Registration Phase

The essence of this phase is for user Ui to submit some secret
parameters to the GW j, which in turn issues some security token
to the Ui. This process is facilitated by the user mobile device MDi
as described in the following four steps.

Step 1: The user Ui generates password PW i and unique identity
UIDi. Next, it generates random nonce R2 that is utilized in the
derivation of A4 = h (PW i||R2). This is followed by the construc-
tion of registration request message Req2 = {UIDi, A4, R2} that is
forwarded to the GW j over secure channels as shown in Figure 2.

Step 2: On receiving registration request message Req2, the GW j
derives B1 = h (UIDi||A4|| GW ) and B2 = h ( GW ||B1||R2). Next, it
stores parameters {B1, B2} in its database. This is followed by the
retrieval of the sensor node SNi identity SIDi from its database.
Finally, it composes registration response message Res2 = {SIDi,
B1, B2} that is transmitted over secure channel toward the Ui.

Step 3: After obtaining registration response message Res2, the
user Ui imprints his/her biometric data i to mobile device
MDi. Next, the MDi calculates Úi =PUF (i), (𝛼i, 𝛽 i)=Gen
(Úi), 𝛽 i*= 𝛽 i ⊕ h (UIDi||PW i||Úi), B2*=B2 ⊕ h (UIDi||𝛼i||R2),
B1*=B1 ⊕ h (𝛼i||UIDi||A4), SIDi*= SIDi ⊕ h (UIDi||A4||𝛼i) and
𝛿j*= h (B1||𝛼i||B2||R2).

Step 4: The GW j substitutes values {B1, B2} with {B1*, B2*}.
Finally, the MDi stores parameters {𝛽 i*, 𝛿j*, SIDi*} in its memory.
At this juncture, user Ui is ready for the authentication phase that
is described below.

3.5 | Authentication and Key Negotiation
Phase

During this process, user Ui and sensor node SNi authenticate
each other before they can exchange the collected data. In these
procedures, the GW j acts as an intermediary. After successful
mutual authentication, Ui and SNi setup a session key that will
be deployed to encipher the exchanged data. To accomplish this,
the following eight steps are performed.

Step 1: User Ui inputs unique identity UIDi and password
PW i into the MDi. Next, Ui imprints his/her biometric data i

6 of 15 Engineering Reports, 2025
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into the MDi and proceeds to derive Úi =PUF (i), 𝛽 i = 𝛽 i*⊕ h
(UIDi||PW i||Úi), 𝛼i =Rep (Úi, 𝛽 i), A4 = h (PW i||R2), B2 =B2*⊕ h
(UIDi||𝛼i||R2), B1 =B1*⊕ h (𝛼i||UIDi||A4), SIDi = SIDi*⊕ h
(UIDi||A4||𝛼i) and 𝛿j*= h (B1||𝛼i||B2||R2).

Step 2: The MDi determines whether 𝛿j*≟ 𝛿j such that the ses-
sion is aborted upon verification failure. Otherwise, it generates
nonce R3 and determines current timestamp T1. Next, it calcu-
lates B3 = (R3||SIDi)⊕ h(B1||B2||T1) and B4 = h (B1||R3||B2||T1).
At the end, it constructs authentication message Auth1 = {B1, B3,
B4, T1} that is transmitted over to the GW j across public channels
as shown in Figure 3.

Step 3: After receiving authentication message Auth1, the GW j
determines the current timestamp T2 and checks whether

|T2 − T1|≤ΔT. If this verification fails, message Auth1 is
flagged as a replay and the session is terminated. Otherwise,
the GW j derives (R3||SIDi)=B3 ⊕ h (B1||B2||T1) and B4*= h
(B1||R3||B2||T1). Thereafter, the GW j establishes whether B4*≟
B4. Basically, the session is terminated if this condition does not
hold. Otherwise, the GW j retrieves (𝛿j, 𝜃j)← SIDi and chooses
random nonce R4.

Step 4: The GW j derives A1 = h (SIDi|| GW ), C1 = (R3||R4)⊕ h
(SIDi||𝜃j||A1||T2) and C2 = h (SIDi||R4||A1|| 𝜃j||T2). Afterwards,
it composes authentication message Auth2 = {𝛿j, C1, C2, T2}
which is forwarded to the SNi over public channels.

Step 5: Upon getting message Auth2, sensor node SNi determines
the current timestamp T3. Next, it checks whether |T3 −T2|≤ΔT

GWjMDi  SNi

Input UIDi , PWi & imprint i

Derive i = PUF ( i), i = i
* h (UIDi||PWi|| i), i = Rep ( i,

i), A4 = h (PWi||R2), B2= B2
* h (UIDi|| i||R2), B1 = B1

* h
( i||UIDi||A4), SIDi = SIDi

* h (UIDi||A4|| i), j
*= h (B1|| i||B2||R2) 

Confirm j
*

j & generate R3

Determine T1 & calculate B3 = (R3||SIDi) h(B1||B2||T1) , B4 = h
(B1||R3||B2||T1) 

Construct Auth1 = {B1, B3, B4, T1}
Auth1

Establish T2 & confirm if |T2 – T1| T

Compute (R3||SIDi) = B3 h (B1||B2||T1) and B4
* = h (B1||R3||B2||T1) 

Check whether B4
* B4

Retrieve ( j, j) SIDi & generate R4

Calculate A1 = h (SIDi|| GW), C1 = (R3||R4) h (SIDi|| j||A1||T2),   

C2 = h (SIDi||R4||A1|| j||T2)

Compose Auth2 = { j, C1, C2, T2} Auth2

Determine T3 & check whether |T3 – T2| T

Retrieve {A2, A3}& calculate A1 = A2 h (SIDi||R1),

j = A3 h(A1||R1||SIDi), j  = Rep (PUF( j), j),  

(R3||R4) = C1 h (SIDi|| j||A1||T2), C2
* = h (SIDi||R4||A1|| j||T2) 

Confirm whether C2
*  C2

Generate & compute C3 = R5 h ( j||R4||T3), SKSU = h (R3||R5|| j), 

C4 = h (SIDi||R4||R5|| j||T3), D1 = h (R3||R4|| j||SIDi||SKSU) 

Construct Auth3 = {C3, C4, D1, T3}

Auth3

Establish T4 & |T4 – T3| T

Compute R5 = C3 h ( j||R4||T3), C4
* = h (SIDi||R4||R5|| j||T3) 

Check if C4
*  C4 & compute D2 = (R4||R5|| j||) h(B1||SIDi||R3||B2||T4),  

D3 = h (B1||R3||R4||B2) 

Compose Auth4 = {D1, D2, D3, T4}

Auth4

Determine T5 & check whether |T5 – T4| T

Calculate (R4||R5|| j||) = D2 h(B1||SIDi||R3||B2||T4),  

D3
* = h (B1||R3||R4||B2) 

Check if D3
*  D3 & compute SKUS = h (R3||R5|| j),  

D1
* = h (R3||R4|| j||SIDi||SKUS) 

Check if D1
*  D1 & set SKUS = SKSU = h (R3||R5|| j) 

FIGURE 3 | Authentication and key negotiation phase.
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such that the session is aborted upon verification failure. Oth-
erwise, the SNi retrieves {A2, A3} from its memory and derives
A1 =A2 ⊕ h (SIDi||R1) and 𝜆j =A3 ⊕ h(A1||R1||SIDi).

Step 6: The SNi derives 𝜃j =Rep (PUF(𝛿j), 𝜆j), (R3||R4)=C1 ⊕ h
(SIDi||𝜃j||A1||T2) and C2*= h (SIDi||R4||A1|| 𝜃j||T2). Next, it val-
idates whether C2*≟ C2 such that the authentication process is
terminated upon verification failure. Otherwise, the SNi gener-
ates nonce R5 and derives C3 =R5 ⊕ h (𝜃j||R4||T3), session key
SKSU = h (R3||R5||𝜃j), C4 = h (SIDi||R4||R5||𝜃j||T3), and D1 = h
(R3||R4||𝜃j||SIDi||SKSU ). At the end, it constructs authentication
message Auth3 = {C3, C4, D1, T3} that is transmitted over to the
GW j across public channels.

Step 7: On receiving message Auth3, the GW j determines the
current timestamp T4 and establishes whether|T4 − T3|≤ΔT.
Essentially, message Auth3 is flagged as a replay if this
verification flops and hence the session is aborted. Other-
wise, the GW j derives R5 =C3 ⊕ h (𝜃j||R4||T3) and C4*= h
(SIDi||R4||R5||𝜃j||T3). It then determines whether C4*≟ C4 such
that the session is terminated upon validation failure.

Otherwise, the GW j derives D2 = (R4||R5||𝜃j||)⊕ h(B1||SIDi
||R3||B2||T4) and D3 = h (B1||R3||R4||B2). At the end, it com-
poses authentication message Auth4 = {D1, D2, D3, T4} which is
forwarded to Ui over public channels.

Step 8: Upon getting authentication message Auth4, the Ui estab-
lishes current timestamp T5 and checks whether |T5 − T4|≤ΔT.
If this condition does not hold, the session is aborted. Otherwise,
the MDi calculates (R4||R5||𝜃j||)=D2 ⊕ h(B1||SIDi||R3||B2||T4)
and D3*= h (B1||R3||R4||B2). Thereafter, it validates whether
D3*≟ D3 such that the authentication process is terminated upon
verification failure. Otherwise, it derives session key SKUS = h
(R3||R5||𝜃j) and D1*= h (R3||R4||𝜃j||SIDi||SKUS). It then confirms
whether D1*≟ D1 such that the session is aborted if this vali-
dation flops. Otherwise, Ui and SNi have successfully authen-
ticated each other and established session key SKUS = SKSU = h
(R3||R5||𝜃j).

3.6 | Parameter Change Phase

In this phase, user Ui refreshes his/her biometric data as well as
password when the need for doing so arises. To reduce the com-
putation and communication overheads, this process is executed
devoid of the GW j involvement. To achieve this, the following
four steps are executed.

Step 1: User Ui inputs old password PW i
o and unique identity

UIDi into the mobile device MDi. This is followed by the imprint
of user’s old biometric data i

o into the MDi.

Step 2: The MDi derives parameters Úi =PUF (i
o), (𝛼i,

𝛽 i)=Gen (Úi), 𝛽 i*= 𝛽 i ⊕ h (UIDi||PW i
o||Úi), A4 = h (PW i

o||R2),
B2*=B2 ⊕ h (UIDi||𝛼i||R2), B1*=B1 ⊕ h (𝛼i||UIDi||A4),
SIDi*= SIDi ⊕ h (UIDi||A4||𝛼i) and 𝛿i*= h (B1||𝛼i||B2||R2).

Step 3: MDi confirms if 𝛿i*≟ 𝛿i so that the session is aborted
if these values are not equivalent. Otherwise, the MDi prompts

user Ui to input new password PW i
new and imprint new bio-

metric i
new. Afterwards, the MDi computes Úi

new =PUF
(i

new), (𝛼i
new, 𝛽 i

new)=Gen (Úi
new), 𝛽 i

new* = 𝛽 i
new

⊕ h (UIDi||

PW i
new||Úi

new), A4
new = h (PW i

new||R2), B2
new* =B2 ⊕ h (UIDi

||𝛼i
new||R2), B1

new* =B1 ⊕ h (𝛼i
new||UIDi||A4

new), SIDi
new* =

SIDi ⊕ h (UIDi||A4
new||𝛼i

new) and 𝛿i
new* = h (B1||𝛼i

new||B2||R2).

Step 4: The MDi substitutes parameters {B1*, B2*, 𝛽 i*, 𝛿i*, SIDi*}
with their updates versions {B1

new*, B2
new*, 𝛽 i

new*, 𝛿i
new*, SIDi

new*}
in its memory.

4 | Security Evaluation

In this section, we present formal as well as informal security
analyses of our scheme.

4.1 | Formal Security Analysis

The goal of this subsection is to demonstrate that negotiated ses-
sion key is secure against active and active adversarial attacks. To
achieve this, we deploy the Real-Or-Random (ROR) model. In the
proposed scheme, three entities are involved during the setting up
of the session key. These entities include the MDi, SNi, and the
GW i. Suppose that ∩𝑡1MDi

, ∩𝑡2GWj
, and ∩𝑡3SNi

are the instances of 𝑡th1 of
MDi, 𝑡th2 of GW i and 𝑡th3 of SNi, respectively. We let the adversary
Å perform the Send (), Corrupt (), Execute (), Test (), and Reveal ()
queries against our ROR model. The descriptions of these queries
are as follows.

Send
(
∩𝑡,Msg

)
: Å transmits message Msg toward ∩𝑡 and obtains

some response message.

CorruptMD
𝑖

(

∩𝑡1MD
𝑖

)

: Å uses this query to extract private security
tokens stored in the memory of MDi. Therefore, these are basi-
cally the stolen mobile device and side-channeling attacks against
ROR model.

CorruptSN
𝑖

(

∩𝑡2SNi

)

: This query is deployed by Å to extract all secu-
rity tokens stored in sensor node SNi. This query therefore repre-
sents a physical capture attack against the ROR model.

Execute
(

∩𝑡1MD
𝑖

,∩𝑡2GW
𝑗

,∩𝑡3SN
𝑖

)

: The goal of this query is to enable Å
eavesdrop secret credentials transmitted over the public chan-
nels. Using the captured security values, adversary Å is able to
launch numerous active and passive attacks.

Test
(
∩𝑡
)
: In this query, we consider some unbiased coin𝜑 is con-

sidered. At the onset of the various adversarial games against
ROR model, Å tosses 𝜑. Given that condition 𝜑= 1 is obtained,
then session key SKSU = SKUS negotiated between ∩𝑡1MD

𝑖

and ∩𝑡3SNi
is fresh. On the other hand, if the tossing yields condition 𝜑= 0,
the session key SKSU = SKUS is not fresh. Otherwise, the adver-
sarial tossing yields a null value (⊥).

Reveal
(
∩𝑡
)
: Using this query, Å discloses session key SKSU =

SKUS negotiated between ∩𝑡1MD
𝑖

and ∩𝑡3SN
𝑖

.

In addition to the above queries, PUF () and one-way hash func-
tion Hash () random oracles are utilized.

8 of 15 Engineering Reports, 2025
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Theorem. Denoting our PUF and biometric based scheme as
(Pb), then AdvPb

Å represents the advantage of Å in compromising
session key SKSU = SKUS negotiated in our scheme. Taking NS, NH
and NP as the number of Send (), Hash () and PUF () queries,
respectively, |ℍ| and |ℙ| as the range space of hash () and PUF ()
queries, respectively, L as the bit length in biometric secret key and
LP as the bit length in PUF secret, Ź1 and Ź2 as the parameters
deployed in Zipf’s law, then we obtain the following.

AdvPb
Å ≤

𝑁
2
𝐻

|ℍ|
+
𝑁

2
𝑃

|ℙ|
+ 2 max

{

𝑍2.𝑁
𝑍1
𝑆
,
𝑁
𝑆

2𝐿
,
𝑁
𝑆

2𝐿𝑃

}

Proof. We formulate a sequence of games Gmi (𝑗 ∈ [0, 4])
to demonstrate the robustness of the negotiated session key
SKSU = SKUS = h (R3||R5||𝜃i). In all these games, the probabil-
ity of Å winning game Gmi is denoted as AdvPb

Å,Gmj
. The specific

details of these games are described below.

Gm0: This is the actual attacks that are launched by Å against our
scheme. Here, a bit 𝜑 is randomly generated prior to Gm0 and
hence,

AdvPb
Å = |2.AdvPb

Å,Gm0
− 1 (8)

Gm1: In this game, adversary Å performs eavesdropping attacks
by intercepting the messages Auth1, Auth2, Auth3, and Auth4
exchanged among the MDi, SNi, and the GW i. To achieve this,
an Execute () query is launched by Å. Thereafter, Reveal () and
Test () queries are performed so as to derive session key SKSU or
SKUS. By using the outputs of the Reveal () and Test () queries,
it can be determined whether Å has managed to obtain the pri-
vate security tokens and session key SKUS = SKSU = h (R3||R5||𝜃i)
negotiated between the MDi and SNi. To derive a valid session
key, Å needs access to the PUF private parameter 𝜃i as well as ran-
dom nonces {R3, R5}. Since these parameters are never exchanged
in plaintext over the public channels, they cannot be intercepted
by the adversary. Therefore, the probability of Å winning Gm1 via
eavesdropping has not increased. As such,

AdvPb
Å,Gm1

= AdvPb
Å,Gm0

(9)

Gm2: In this game, the Send () and Hash () queries are
deployed by to launch active and passive attacks against
our protocol. To begin with, Å eavesdrops messages
Auth1 = {B1, B3, B4, T1}, Auth2 = {𝛿i, C1, C2, T2}, Auth3 = {C3,
C4, D1, T3}, and Auth4 = {D1, D2, D3, T4} exchanged dur-
ing the authentication and key agreement process. Here,
B1 =B1*⊕ h (𝛼i||UIDi||A4), B3 = (R3||SIDi)⊕ h(B1||B2||T1),
B4 = h (B1||R3||B2||T1), C1 = (R3||R4)⊕ h (SIDi||𝜃i||A1||T2),
C2 = h (SIDi||R4||A1|| 𝜃i||T2), C3 =R5 ⊕ h (𝜃i||R4||T3),
C4 = h (SIDi||R4||R5||𝜃i||T3), D1 = h (R3||R4||𝜃i||SIDi||SKSU ),
D2 = (R4||R5||𝜃i||)⊕ h(B1||SIDi||R3||B2||T4), and D3 = h
(B1||R3||R4||B2). Evidently, all these messages are protected
by one-way hash function h (). As such, random nonces R3,
R4, and R5 can never be revealed from the intercepted mes-
sages. On the basis of the birthday paradox, the following is
obtained.

|AdvPb
Å,Gm2

− AdvPb
Å,Gm1

| ≤
𝑁

2
H

2|ℍ|
(10)

Gm3: This game involves the simulation of the PUF () query.
On the basis of the arguments in Gm2, and the security of PUF
functions described in the Mathematical preliminaries section,
we obtain the following.

|AdvPb
Å,Gm3

− AdvPb
Å,Gm2

| ≤
𝑁

2
P

2|ℙ|
(11)

Gm4: This is the final game in which adversary Å simulates
CorruptMDi

and CorruptSN
𝑖

queries. It is assumed that parameters
{𝛽 i*, 𝛿i*, SIDi*} stored in MDi memory can be extracted via power
analysis. Similarly, values {A2, A3} can be retrieved through phys-
ical node capture attacks. Here, 𝛽 i*= 𝛽 i ⊕ h (UIDi||PW i||Úi),
𝛿i*= h (B1||𝛼i||B2||R2), SIDi*= SIDi ⊕ h (UIDi||A4||𝛼i),
A2 =A1 ⊕ h (SIDi||R1), and A3 = 𝜆i ⊕ h(A1||R1||SIDi). How-
ever, it is still computationally infeasible to obtain user password
PW i through the Send() query devoid of the user real identity
Ui, nonce R2 and PUF secret value 𝛼i. In addition, Å is unable
to distinguish between PUF secret value and biometric secret
parameter. This is because the probabilities of correctly guessing
biometric secret of L bits is 1∕2𝐿 while that of correctly guessing
PUF secret value of LP bits is 1∕2𝐿𝑃 . Therefore, Gm4 and Gm3 are
indistinguishable devoid of successful biometric guessing and
offline password guessing attacks. As such,

|AdvPb
Å,Gm4

− AdvPb
Å,Gm3

| ≤ max
{

𝑍2.𝑁
𝑍1
𝑆
,
𝑁
𝑆

2𝐿
,
𝑁
𝑆

2𝐿𝑃

}

(12)

Finally, adversary Å attempts to guess correct bit 𝜑 in an attempt
to win the game. To accomplish this, the Test () query is per-
formed. As such, the following outcome is obtained.

AdvPb
Å,Gm4

= 1
2

(13)

The amalgamation of relations (8), (9), and (13) yields the follow-
ing.

1
2

AdvPb
Å = |

|
|
AdvPb

Å,Gm0
− 1

2
|
|
|

= |
|
|
AdvPb

Å,Gm1
− 1

2
|
|
|

= |
|
|
AdvPb

Å,Gm1
− |AdvPb

Å,Gm4

|
|
|

(14)

The application of the triangular inequality in (10–12) and (14)
yields the following:

1
2

AdvPb
Å = |AdvPb

Å,Gm1
− AdvPb

Å,Gm4
|

≤ |AdvPb
Å,Gm1

− AdvPb
Å,Gm3

|

+ |AdvPb
Å,Gm3

− AdvPb
Å,Gm4

|

≤ |AdvPb
Å,Gm1

− AdvPb
Å,Gm2

|

+ |AdvPb
Å,Gm2

− AdvPb
Å,Gm3

|

+ |AdvPb
Å,Gm3

− AdvPb
Å,Gm4

|

≤
𝑁

2
𝐻

2|ℍ|
+
𝑁

2
𝑃

2|ℙ|
+max

{

𝑍2.𝑁
𝑍1
𝑆
,
𝑁
𝑆

2𝐿
,
𝑁
𝑆

2𝐿P

}

(15)
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The multiplication of both sides of relation (15) above by 2 yields
the following.

AdvPb
Å ≤

𝑁
2
𝐻

|ℍ|
+
𝑁

2
𝑃

|ℙ|
+ 2 max

{

𝑍2.𝑁
𝑍1
𝑆
,
𝑁
𝑆

2𝐿
,
𝑁
𝑆

2𝐿P

}

(16)

Relation (16) above completes the proof and hence our scheme is
robust against passive and active attacks. ◽

4.2 | Informal Security Analysis

In this subsection, we state and proof various lemmas to demon-
strate the resilience of our scheme against a wide range of smart
city attack vectors.

Lemma 1. Strong mutual authentication is attained.

Proof. In the proposed protocol, the MDi, GW i and Ui mutu-
ally authenticate each other before accepting each other’s mes-
sages. For instance, on receiving message Auth1 = {B1, B3, B4, T1}
from MDi, the GW i derives B4*= h (B1||R3||B2||T1) and checks
whether B4*≟ B4. Similarly, upon getting message Auth2 = {𝛿i,
C1, C2, T2} from GW i, the SNi computes C2*= h (SIDi||R4||A1||

𝜃i||T2) and confirms if C2*≟ C2. On the other hand, on getting
message Auth3 = {C3, C4, D1, T3} from SNi, the GW i calculates
C4*= h (SIDi||R4||R5||𝜃i||T3) and determines whether C4*≟ C4.
Similarly, Ui receives message Auth4 = {D1, D2, D3, T4} from GW i
after which it derives D3*= h (B1||R3||R4||B2) and confirms if
D3*≟D3. In all these validations, the authentication session is ter-
minated upon validation failure. ◽

Lemma 2. Our protocol prevents impersonation and eaves-
dropping attacks.

Proof. Suppose that adversary Å eavesdrops the authentica-
tion messages Auth1 = {B1, B3, B4, T1}, Auth2 = {𝛿i, C1, C2, T2},
Auth3 = {C3, C4, D1, T3}, and Auth4 = {D1, D2, D3, T4} exchanged
over the public channels. Thereafter, attempts are made to
impersonate MDi, GW i and Ui by generating valid requests
and response messages. Here, A4 = h (PW i||R2), B1 =B1*⊕ h
(𝛼i||UIDi||A4), B2 = h ( GW ||B1||R2), B3 = (R3||SIDi)⊕
h(B1||B2||T1), B4 = h (B1||R3||B2||T1), C1 = (R3||R4)⊕ h (SIDi||

𝜃i||A1||T2), C2 = h (SIDi||R4||A1||𝜃i||T2), C3 =R5 ⊕ h (𝜃i||

R4||T3), C4 = h (SIDi||R4||R5||𝜃i||T3), D1 = h (R3||R4||𝜃i||SIDi
||SKSU ), D2 = (R4||R5||𝜃i||)⊕ h(B1||SIDi||R3||B2||T4), and D3 = h
(B1||R3||R4||B2). Clearly, to compose any valid authenti-
cation messages, random nonces R2, R3, R4, and R5 are
required. In addition, unique identity SIDi for SNi, session
key SKSU , master key GW for GW i, user password PW i
and identity UIDi are all needed. Since these values are never
exchanged in plaintext over the public internet, they cannot be
obtained by Å and hence these two attacks flop. ◽

Lemma 3. Anonymity and untraceability are preserved.

Proof. During the authentication and key negotiation phase,
messages Auth1 = {B1, B3, B4, T1}, Auth2 = {𝛿i, C1, C2, T2},
Auth3 = {C3, C4, D1, T3}, and Auth4 = {D1, D2, D3, T4} exchanged
over the public internet. Based on Lemma 2 above, none of these
messages contain the real identity SIDi of the sensor node or the

real identity UIDi of the user. Although parameters B1 =B1*⊕ h
(𝛼i||UIDi||A4), B3 = (R3||SIDi)⊕ h(B1||B2||T1), C1 = (R3||R4)⊕ h
(SIDi||𝜃i||A1||T2), C2 = h (SIDi||R4||A1||𝜃i||T2), C4 = h (SIDi||R4
||R5||𝜃i||T3), D1 = h (R3||R4||𝜃i||SIDi||SKSU ), and D2 = (R4
||R5||𝜃i||)⊕ h(B1||SIDi||R3||B2||T4) contain these identities,
they are masked in other parameters and protected by the
one-way hashing function. As such, Å cannot easily extract
these real identities from the exchanged messages and therefore
anonymity is upheld. Consequently, an attacker is unable to relate
these messages to the specific entity and hence untraceability of
the communication process is preserved. ◽

Lemma 4. Replay attacks are prevented.

Proof. The assumption made in these attacks is that Å
has eavesdropped messages Auth1, Auth2, Auth3, and Auth4
exchanged among the MDi, SNi, and the GW i. According to
Lemma 2, all these messages incorporate timestamps whose
freshness is verified at the receiver end. For instance, on getting
message Auth1 = {B1, B3, B4, T1} from MDi, the GW i determines
the current timestamp T2 and checks whether |T2 − T1|≤ΔT.
Similarly, upon receiving message Auth2 = {𝛿i, C1, C2, T2} from
GW i, the SNi determines the current timestamp T3 and checks
whether |T3 − T2|≤ΔT. On the other hand, the GW i determines
the current timestamp T4 and establishes whether|T4 − T3|≤ΔT
upon receiving message Auth3 = {C3, C4, D1, T3}. Similarly, the
Ui establishes current timestamp T5 and checks whether|T5 −
T4|≤ΔT upon getting authentication message Auth4 = {D1, D2,
D3, T4}. In all these cases, the authentication messages are flagged
as replay when these verifications flop. In addition, random
nonces R2, R3, R4, and R5 are incorporated in these messages to
preserve their freshness. ◽

Lemma 5. Privileged insider and Ephemeral Secret Leakage
(ESL) attacks are thwarted.

Proof. Suppose that some privileged insider has captured long
terms secrets such as master GW . Thereafter, attempts are
made to compromise the derived session key SKUS = SKSU = h
(R3||R5||𝜃i). Here, R5 =C3 ⊕ h (𝜃i||R4||T3) and 𝜃i =Rep (PUF(𝛿i),
𝜆i). Since 𝛿i and𝜆i are unavailable to Å, this attack flops. Similarly,
we assume that short-term secrets such as nonces R3 and R5 have
been compromised by the privileged insider. Still, Å is unable to
derive session key SKUS = SKSU = h (R3||R5||𝜃i) due to lack of 𝛿i
and 𝜆i, hence these two attacks flop. ◽

Lemma 6. Offline password guessing attacks are thwarted.

Proof. In this attack, it is assumed that messages Auth1,
Auth2, Auth3 and Auth4 have been intercepted. In addition,
we assume that the secret credentials {𝛽 i*, 𝛿i*, SIDi*} stored
in MDi memory have been retrieved by Å. Thereafter, an
offline password guessing attack is launched against PW i.
According to Lemma 2, PW i is only incorporated in param-
eter A4 = h (PW i||R2). Due to the incapsulation in nonce R2
and one-way hashing function, it is computationally infeasible
for Å to guess password PW i. Regarding the memory resident
parameters, 𝛽 i*= 𝛽 i ⊕ h (UIDi||PW i||Úi), 𝛿i*= h (B1||𝛼i||B2||R2),
SIDi*= SIDi ⊕ h (UIDi||A4||𝛼i). Due to the difficulty of reversing
the one-way hashing function, Å cannot retrieve A4. Therefore,
offline guessing attacks against our scheme has flopped. ◽

10 of 15 Engineering Reports, 2025
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Lemma 7. Our protocol is robust against physical and
side-channeling attacks.

Proof. In these attacks, the adversary Å is deemed to have
the capability of physically capturing sensor node SNi. There-
after, values {A2, A3} stored in SNi are extracted through power
analysis. Here, A1 = h (SIDi|| GW ), A2 =A1 ⊕ h (SIDi||R1) and
A3 = 𝜆i ⊕ h(A1||R1||SIDi). Next, attempts are made to derive the
shared session key SKUS = SKSU = h (R3||R5||𝜃i). Evidently, this
derivation will fail since Å has no access to random nonces R3
and R5. In addition, parameter 𝜃i =Rep (PUF(𝛿i), 𝜆i) is unavail-
able to Å. Since PUF challenge and response pair {𝛿i, 𝜃i} are
distinct and independent for each sensor node, their compro-
mise does not necessarily lead to the compromise of other sensor
node SNk. ◽

Lemma 8. MitM and session hijacking attacks are prevented.

Proof. Suppose that authentication messages Auth1, Auth2,
Auth3 and Auth4 have been intercepted by Å. Thereafter, adver-
sary Å tries to compose and insert bogus messages Auth1

b, Auth2
b,

Auth3
b, and Auth4

b into the communication channel. According
to Lemma 2, random nonces {R2, R3, R4, R5} are needed for any
successful derivation of these messages. In addition, secrets SIDi,
SKSU , GW , PW i, and UIDi are all required. Since these parame-
ters are unavailable to Å, this attack flops. Let us assume that Å
is interested in deriving session key SKUS = SKSU = h (R3||R5||𝜃i)
negotiated between SNi and MDi. Afterwards, attempts are made
to hijack the communication session between SNi and MDi. How-
ever, devoid of PUF parameter 𝜃i and nonces R3 and R5, this
derivation fails. As such, both MitM and session hijacking attacks
against our protocol have flopped. ◽

Lemma 9. Our scheme can withstand session key disclosure
and forgery attack.

Proof. In this attack, we assume that user Ui has lost his/her
mobile device MDi. It is also assumed that the current session key
has been captured by Å. Therefore, parameters {𝛽 i*, 𝛿i*, SIDi*}
stored in MDi memory are extracted. Thereafter, an adversary
may try to forge session key SKSU = h (R3||R5||𝜃i) for the subse-
quent communication procedures. However, according to Lem-
mas 5 and 8, the adversary lacks the secret credentials required
to compute the session key. Since 𝜃i =Rep (PUF(𝛿i), 𝜆i), adversary
Å lacks PUF secret parameter 𝜆i required to derive 𝜃i. In addition,
the keying parameters R3, R5 and 𝜃i cannot be retrieved from the
captured session key due to the collision-resistant one way hash-
ing function. Therefore, these two attacks cannot be successful
against our scheme. ◽

Lemma 10. Session key is negotiated for payload enciphering.

Proof. In our protocol, the MDi and SNi setup session keys for
the protection of their payloads exchanged over the public chan-
nels. Upon receiving authentication message Auth2 = {𝛿i, C1, C2,
T2} from GW i, the SNi validates it by checking whether |T3 −
T2|≤ΔT and C2*≟ C2. Provided that these authentications are
successful, it derives the session key as SKSU = h (R3||R5||𝜃i).
Similarly, on getting authentication message Auth4 = {D1, D2,
D3, T4} from GW i, the MDi verifies it by confirming if |T5 −

T4|≤ΔT and D3*≟ D3. Afterwards, it computes session key as
SKUS = h (R3||R5||𝜃i) on condition that these verifications are
successful. ◽

Lemma 11. Our protocol preserves key secrecy.

Proof. Suppose that adversary has captured the current ses-
sion keys SKSU = h (R3||R5||𝜃i) and SKUS = h (R3||R5||𝜃i), where
𝜃i =Rep (PUF(𝛿i), 𝜆i). Evidently, these session keys incorporate
random nonce R3 and R5. Since these nonces are session-specific,
they cannot be reused by to derive keys for the past or subse-
quent sessions. In addition, parameter 𝛿i is refreshed as 𝛿i*= h
(B1||𝛼i||B2||R2) and therefore it is also one-time due to inclusion
of nonce R2. Consequently, our protocol preserves both backward
and forward key secrecy. ◽

5 | Performance Evaluation

In this section, we present the comparative performance evalua-
tion of our scheme in terms of functionalities, security features,
computation, and communication overheads.

5.1 | Computation Overheads

The execution time of the various cryptographic primitives exe-
cuted in our protocol are used to derive the computation over-
heads. For the GW i, a 64-bit laptop running on Intel Core
i5-10400 processor, Ubuntu 22.04.0 LTS operating system, 8 GB of
RAM and 2.90 Ghz clock speed is deployed. On the other hand,
Raspberry PI 4B model, 1.5 Ghz Quad-core processor, CPU Archi-
tecture, 8GB of RAM, running on Ubuntu 22.04.0 LTS is deployed
for experimentations involving the MDi and SNi. Under these
environments, the runtime for the various cryptographic opera-
tions are presented in Table 3.

During the authentication and key negotiation phase, the MDi
performs 12Th and 1 Tfe operations while the SNi executes 8Th
and 1 Tfe operations. On the other hand, the GW i performs
only 8Th operations. Table 4 presents the derivation of computa-
tion overheads of our scheme as well as the derivations in other
related protocols.

As shown in Figure 4, the protocol in [41] incurs the highest com-
putation overheads of 24.167 ms. This is followed by the protocols

TABLE 3 | Cryptographic runtimes.

Operation MDi/SNi GW i

One-way hashing, Th 0.356 0.058
Fuzzy extraction, Tfe 2.862 0.547
Symmetric
encryption/decryption, Ts

0.938 0.082

Physical unclonable
function, Tpuf

0.309 0.018

Elliptic curve scalar point
multiplication, Tm

2.862 0.547
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TABLE 4 | Computation overheads.

Protocol MDi GW i SNi Total (ms)

Li et al. [24] 13Th + 3Tm ≈ 13.214 8Th +Tm ≈ 1.011 4Th + 2Tm ≈ 7.148 21.373
Nikooghadam et al. [32] 6Th + 2Tm ≈ 7.86 8Th ≈ 0.464 5Th + 2Tm ≈ 7.504 15.828
Lee, Oh, and Park [36] 13Th +Tfe ≈ 7.49 15Th ≈ 0.87 6Th +Tfe +Tpuf ≈ 5.307 13.667
Yuanbing, Wanrong, and Bin [39] 14Th + 2Tm ≈ 10.708 10Th ≈ 0.58 6Th + 2Tm ≈ 7.86 19.148
Lu et al. [41] 7Th +Tfe + 3Tm +Ts ≈ 14.878 6Th +Tm +Ts ≈ 0.977 2Th + 2Tm + 2Ts ≈ 8.312 24.167
Mo et al. [42] 12Th +Tfe + 2Tm ≈ 12.858 10Th +Ts ≈ 1.518 5Th + 2Tm +Ts ≈ 8.442 22.818
Proposed 12Th +Tfe ≈ 7.134 9Th ≈ 0.522 8Th +Tfe ≈ 5.71 13.366

FIGURE 4 | Computation overheads comparisons [39,42].

in [24, 32, 36, 39, 42] with computation costs of 22.818, 21.373,
19.148, 15.828, and 13.667 ms, respectively.

The extensive elliptic curve scalar point multiplications in [24,
32, 36, 39, 41, 42] account for the high computation overheads.
On the other hand, our scheme incurs the lowest computation
costs of only 13.366 ms. Since the smart city sensors are limited
in terms of computation power, our scheme is the most efficient
and hence the most suitable for deployment in these sensors.

5.2 | Communication Overheads

In this section, the messages exchanged during authentication
and key setup phase are deployed to derive the communication
costs of our scheme. Here, we take the size of timestamp, prime
number, random nonce, hash function and real identities to be
32, 160, 128, 160, and 32 bits, respectively. Using these values, the
communication overheads of the various messages are derived as
follows.

MDi →GW i: Auth1 = {B1, B3, B4, T1}

B1 =B3 =B4 = 160 bit, T1 = 32 bits and hence Auth1 = 512 bits.

GW i →SNi: Auth2 = {𝛿i, C1, C2, T2}

𝛿i =C1 =C2 = 160 bits, T2 = 32 bits, yielding 512 bits as the size of
Auth2.

SNi →GW i: Auth3 = {C3, C4, D1, T3}

TABLE 5 | Communication overheads.

Protocol Size (bits)

Li et al. [24] 1792
Nikooghadam et al. [32] 2336
Lee, Oh, and Park [36] 2016
Yuanbing, Wanrong, and Bin [39] 3552
Lu et al. [41] 2880
Mo et al. [42] 3328
Proposed 2048

FIGURE 5 | Communication overheads comparisons.

C3 =C4 =D1 = 160 bit, T2 = 32 bits and hence the size of Auth3 is
512 bits.

GW i →Ui: Auth4 = {D1, D2, D3, T4}

D1 =D2 =D3 = 160 bits, T4 = 32 bits, yielding 512 bits as the size
of Auth4.

Based on the above derivations, the cumulative communication
overhead of our protocol is 2048 bits. Table 5 presents the com-
parisons of the derived communication cost against other related
schemes.

As shown in Figure 5, the scheme in [39] incurs the highest com-
munication costs of 3552 bits. This is followed by the protocols in
[32, 41, 42], the proposed scheme, [24, 36] with communication
costs of 3328, 2880, 2336, 2048, 2016, and 1792 bits, respectively.

12 of 15 Engineering Reports, 2025
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TABLE 6 | Energy consumption.

Protocol Energy (mJ)

Li et al. [24] 77.77
Nikooghadam et al. [32] 81.64
Lee, Oh, and Park [36] 57.74
Yuanbing, Wanrong, and Bin [39] 85.52
Lu et al. [41] 90.43
Mo et al. [42] 91.85
Proposed 62.12

Although the scheme in [24] incurs the lowest communication
overhead, it cannot withstand impersonation, MitM, replay, par-
allel session, and privileged insider attacks. In addition, it can-
not uphold forward key secrecy. Similarly, the scheme in [36] is
not evaluated against attacks such as eavesdropping, ephemeral
secret leakage, and side-channeling. Therefore, our scheme pro-
vides a good trade-off between bandwidth and security.

5.3 | Energy Consumption

The sensors deployed in smart cities may be deployed in locations
where frequent replacement of batteries is challenging. Since
these sensors are resource-constrained in terms of energy, an
ideal authentication scheme should be lightweight so as to effi-
ciently utilize the sensor energy. As such, we derive the energy
consumption of our scheme and compare it with other related
schemes. As discussed in [51], energy consumption is computed
as follows.

Energy = 𝐶 × P

where C is the computation overhead and P is the maximum pro-
cessing power. In wireless transmission systems, P is taken to be
10.88 watts [52]. Table 6 presents the energy comparisons of our
protocol against other state-of-the-art schemes.

Based on the graphs in Figure 6, the sensors in the protocol devel-
oped in [42] dissipate the highest energy of 91.85 mJ. This is
closely followed by the protocols in [24, 32, 39, 41], the proposed
protocol, and the scheme in [36] with energy dissipation of 90.43,
85.52, 81.64, 77.77, 62.12, and 57.74 mJ, respectively.

Although the scheme in [36] dissipates the lowest energy,
it has not been evaluated against attacks such as eavesdrop-
ping, ephemeral secret leakage, and side-channeling. There-
fore, our scheme provides a good trade-off between energy and
security.

5.4 | Functionalities and Security Features

In this section, we compare the functionalities provided by
our scheme against those provided by other related tech-
niques. In addition, the resilience of our protocol against attacks
is compared with other state-of-the-art schemes as shown
in Table 7.

FIGURE 6 | Energy consumption comparisons.

TABLE 7 | Functionalities and security features.

[41] [36] [39] [24] [42] [32] Proposed

Security features

Mutual authentication
√ √ √ √ √

×
√

Key agreement
√ √ √ √ √ √ √

Backward key secrecy
√ √ √

×
√ √ √

Forward key secrecy
√ √ √

×
√ √ √

Anonymity
√ √

×
√ √ √ √

Untraceability
√

× ×
√ √ √ √

Password change
√ √ √ √ √

×
√

Formal verification
√ √ √ √ √ √ √

Resilient against

Offline guessing ×
√ √ √

×
√ √

Session key disclosure × × ×
√

×
√ √

Eavesdropping × × × × × ×
√

Session hijacking × × × × × ×
√

ESL ×
√ √

× × ×
√

Replays
√ √ √

×
√

×
√

Forgery × × × × × ×
√

MitM
√ √

× ×
√

×
√

Privileged insider
√

×
√

×
√

×
√

Physical
√ √

×
√

×
√ √

Side-channeling × × × × × ×
√

Impersonation
√ √

× ×
√

×
√

Note:
√

Supported; × Not supported or not considered.

As shown in Table 7, the scheme in [24, 32] each support only
nine security features and functionalities and hence are the most
insecure. On the other hand, the protocol in [39] supports 10
functionalities and security features while the scheme in [42]
offers support for 12 features. On their part, the protocols in
[36, 41] support 13 features each. However, the proposed proto-
col supports all the 20 functionalities and security features and
hence is the most secure. It has been shown that the proposed
scheme incurs the lowest computation overheads, the second
lowest energy consumption, and the third communication over-
heads. As such, it offers an ideal trade-off between security and
performance and hence is the most ideal for deployment for the
sensor-based smart city environment.
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6 | Conclusion

Smart cities have been shown to be critical in the provision of
surveillance and monitoring that enhance residents’ quality of
life and safety. However, vulnerabilities and heterogeneity in the
deployed technologies and devices coupled with the usage of
public channels for data exchanges expose these networks to
numerous security and privacy threats. Although many proto-
cols have been put in place to curb these challenges, the attain-
ment of perfect security at optimum performance still remains
quite challenging. As such, we have presented an authentica-
tion scheme using user biometrics and PUF that has been shown
to set up a provably secure session key for traffic encipher-
ing. In addition, its resilience against typical smart city attacks
such as side-channeling and impersonations has been demon-
strated. Moreover, comparative performance evaluations have
shown that it incurs the lowest computation costs, consumes
the least energy at relatively lower communication overheads.
Future research work will involve the reduction of the obtained
communication costs so that it can make efficient use of the net-
work bandwidth.
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