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QUESTION ONE          (30 MARKS) 

a) Explain the importance of the Information Systems Auditing Process and discuss the key 
phases involved.         (8 marks) 

 
b) Describe the role of IT governance in an organization and discuss how it contributes to 

effective information system control.      (8 marks) 
 

c) Discuss the key controls that should be implemented during the Information Systems 
Acquisition, Development & Implementation phase to ensure security and auditability.  

          (8 marks) 
 

d) Explain the concept of Business Resilience and describe the critical components of a 

comprehensive Business Resilience plan.      (6 marks) 

QUESTION TWO          (20 MARKS) 

a) Discuss the key principles of effective Information Asset Protection and describe the 
common threats to information assets.      (6 marks) 

 
b) Explain the importance of risk assessment in the Information Systems Auditing Process 

and describe how it is conducted.       (6 marks) 
 

c) Describe the key components of an effective access control system and discuss their 
importance in information security.       (4 marks) 

 
d) Explain the role of data classification in protecting information assets and describe the 

common data classification levels.       (4 marks) 

QUESTION THREE         (20 MARKS) 

a) Describe the key audit procedures that should be performed during Information Systems 
Operations to ensure compliance and security.     (6 marks) 

 
b) Explain the concept of change management and discuss its importance in maintaining the 

integrity of information systems.       (6 marks) 
 

c) Discuss the key considerations when conducting a post-implementation review of an 
information system.         (4 marks) 

 
d) Explain the importance of continuous monitoring in information system control and 

audit.           (4 marks) 
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QUESTION FOUR          (20 MARKS) 

a) Describe the key elements of a comprehensive IT audit report and discuss the importance 

of effective communication of audit findings.     (6 marks) 
 

b) Discuss the ethical considerations that should be taken into account by an IT auditor 
during an audit engagement.        (6 marks) 

 
c) Explain the concept of IT general controls and discuss their importance in ensuring the 

reliability of information systems.       (4 marks) 
 

d) Describe the key audit procedures for evaluating the effectiveness of IT security policies 

and procedures.         (4 marks) 

QUESTION FIVE          (20 MARKS) 

a) Discuss the key components of a disaster recovery plan and explain their importance in 
ensuring business continuity.        (6 marks) 

 
b) Explain the concept of incident response and describe the key steps involved in incident 

handling.          (6 marks) 
 

c) Describe the role of vulnerability assessments and penetration testing in protecting 
information assets.         (4 marks) 

 
d) Discuss the importance of data backup and recovery procedures in ensuring data integrity 

and availability.         (4 marks) 
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