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QUESTION ONE [20MKS] 

a. Virtual Machine (VM) is the Implementation of a machine that executes programs as if it 

were a real machine. Explain the categories of Virtual Machine               [4mks]  

b. Virtual Appliance is a virtual machine prepackaged with the necessary components to 

serve its intended purpose. The Aim is to eliminate the installation, configuration and 

maintenance costs associated with complex stacks of software. Using suitable diagram 

illustrate the LAMP appliances       [6mks] 

c. Explain the methods for Active Directory and domain controller backup and Recovery  

                                                                                                                           [2mks] 

d. LDAP is a Lightweight Directory Access Protocol. Explain the Authentication of LDAP  

            4mks] 

e. The German Green Book has basic functions suitable for range of policies for trusting 

operating sytem security. Explain these functions                 [4mks] 

QUESTION TWO [20MKS] 

a. State and explain the levels of virtualization      [10mks] 

b. You have been appointed as team leader that is oversee the virtualization process at 

ZAZY Company. The managing Director of ZAZY has call to his office for a brief 

concerning the project. What will you include on your briefs as a reason for virtualization 

to the Managing Director?        [10mks] 

QUESTION THREE [20MKS] 

a. Explain the Kernel development for linux operating system    [10mks] 

b. According to Saltzer and Schroeder, explain the principles of operating system security 

 [10mks] 

QUESTION FOUR [20MKS] 

a. The OpenSSL Project is a collaborative effort to develop a robust, commercial-grade, 

fully featured, and Open Source toolkit implementing the SSL_v2/v3 and TLS_v1 

protocols as well as a full-strength general purpose cryptography library. What are the 

features that support this argument       [10mks] 

b. Explain the functionality of command-line on SSL     [10mks] 

QUESTION FIVE [20MKS] 

The BS7799 defines process and framework of controls for Operating System Enterprise 

Security Policy. Explain the Management framework established this policy [20mks] 


