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QUESTION ONE (20 marks)

a) Explain the significance of the CIA Triad in information security and provide real-world
examples illustrating its application. (10 marks)

b) Discuss the difference between security threats, vulnerabilities, and attacks, giving
relevant examples for each. (10 marks)

QUESTION TWO (20 marks)

a) Compare and contrast security policies, procedures, and standards, highlighting their

importance in organizational security. (10 marks)
b) Discuss the role of international security standards (e.g., ISO/IEC 27001, NIST
Cybersecurity Framework) in enhancing information security. (10 marks)

QUESTION THREE (20 marks)

a) Describe the risk management process in information security and explain the importance
of conducting a risk assessment. (10 marks)

b) Differentiate between qualitative and quantitative risk analysis, providing examples of
their application in cybersecurity. (10 marks)

QUESTION FOUR (20 marks)

a) Explain the six phases of the incident response lifecycle and their role in mitigating

security incidents. (10 marks)
b) Discuss the key components of a Disaster Recovery Plan (DRP) and explain their
significance in ensuring business continuity. (10 marks)

QUESTION FIVE (20 marks)

a) Discuss key network security measures such as firewalls, VPNs, and intrusion detection
systems, explaining their role in protecting data. (6 marks)

b) Analyze the importance of security awareness training in preventing cyber threats and
discuss methods used to educate employees. (6 marks)

c) Discuss the challenges organizations face in implementing effective security awareness
programs and suggest ways to overcome them. (8 marks)



